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Technology's  role 
in  Sept.  11  and 
where  we  go 
from  here 


nets 


Networks  played  a 
multifaceted  role  in  the  events 
\  of  Sept.  11  and  the  aftermath. 
N  They  were  central  to  the 
orchestration  of  the  attacks, 

*  they  helped  stricken 
companies  cope  with  the 
disaster,  and  they  are  at  the 
heart  of  a  lingering  vulnerability 
e  —  cyberterrorism. 

Here’s  a  look  at  the  upsides  and 
downsides  of  network 
technology,  what  has  already 
changed  and  what  work 
remains  before  us. 
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Net  execs  plotting  strategies  to  counter 

E-card  deluge 


■  BY  JOHN  FONTANA 

Thanksgiving  may  have  passed  but  IT 
executives  still  face  the  task  of  slay¬ 
ing  the  real  holiday  turkey:  the  an¬ 
nual  onslaught  of  electronic  holi¬ 
day  greetings. 

Fortunately,  IT  may  be  better 
prepared  this  year  after  months 
of  fighting  vicious  e-mail-borne 
worms  and  viruses  such  as  Anna 
Kournikova,  Nimda  and 
Sircam. 

Tools  used  to  fight  those 
battles  —  content-filtering  and 
antivirus  software,  and  human  engi¬ 
neering  —  should  help  ease  the  drag 
on  bandwidth  and  storage  from  whimsical  holi¬ 
day  greeting  cards,  zany  holiday  games,  anima¬ 
tions  and  screensavers  exchanged  with  e-mail. 

Last  year’s  favorite  e-mail  attachment  was  the  Elf 
Bowling  game,  a  lM-byte  executable  file  in  which 
Santa  uses  a  16-pound  ball  to  mow  down  scream¬ 
ing  elves. 


Jolly  ol’  St.  Nick  also  mowed  down  e-mail 
systems. “Making  the  rounds  last  year  was  a 
large  FbwerFbint  file  over  1M  byte  [in  size] 
that  was  an  animation  of  Santa  and  his 
reindeer  flying  across  the  screen,”  says 
&  Peter  Thrall,  manager  of  global  mes¬ 
saging  for  Ingersoll  Rand. 

“Our  mail  traffic  in  December  dou¬ 
bled,  and  our  servers  crashed  a  cou¬ 
ple  of  times,”  he  says. 

This  year’s  favorite  e-mail  dogger 
hasn’t  emerged,  but  the  traffic 
spikes  could  be  worse  given  con¬ 
cerns  over  postal  mail  and 
anthrax. 

In  December, some  greeting 
card  sites  anticipate  a  60%  in¬ 
crease  in  use,  some  e-mail  administrators  expect  to 
see  nearly  a  50%  rise  in  traffic  and  100%  increase  in 
average  message  size,  and  content-filtering  service 
providers  say  the  number  of  inappropriate  messages 
they  block  will  rise  by  25%. 

Ingersoll  Rand’sThrall  has  signed  up  for  Easy  Link’s 

See  E-cards,  page  8 


File  delivery’s  next  big  thing? 

NetWare  inventors’  start-up  to  focus  on  moving  large  files  across  'Net. 


■  BY  DENI  CONNOR  AND 
JENNIFER  MEARS 

SOUTH  JORDAN,  UTAH  — 
Drew  Major,  known  as  the  Father 
of  NetWare,  sees  the  future  of  the 
internet  and  there’s  nothing  small 
about  it. 

His  latest  venture,  XLON  Tech¬ 
nologies  —  as  in  Xtra  Large 
Object  Network  —  is  focused  on 
moving  multimedia  and  other  in¬ 
creasingly  big  files  across  the  In¬ 
ternet  more  quickly  and  econom¬ 
ically  than  is  otherwise  possible. 
The  new  service  provider  will  use 


a  combination  of  off-the-shelf 
caching  products  and  its  own 
technology  to  deliver  files  that  are 
1M  byte  or  larger  via  multiple 
sources.  These  sources  include 
the  content’s  origin  server,  XLON- 
owned  proxies,  caches  on  partner 
ISP  networks  and  even  client  pro¬ 
grams  on  desktop  computers. 

While  Major  was  unavailable  for 
comment  on  his  secretive  new 
company,  for  which  he  provided 
the  initial  undisclosed  funding 
and  serves  as  chairman,  he’s 
clearly  become  a  mover  and 
See  XLON,  page  10 


With  his  latest  company,  XLON, 
Drew  M^jor  is  looking  to  improve 
content  delivery. 
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Introducing  the  Sun  Fire  15K,  the  mainframe-class  server 
for  today’s  networked  data  center. 


Go  beyond  the  mainframe.  Way  beyond. 

Mainframes  have  been  the  standard  in  the  glasshouse  since  the 
’70s.  But  with  their  complexity,  closed  technology  and  high  main¬ 
tenance  costs,  mainframes  are  simply  not  designed  for  the  modern 
networked  data  center.  The  Sun  Fire™  15K  server,  on  the  other 
hand,  has  the  power  to  run  the  most  demanding  applications- 
at  a  fraction  of  the  cost  of  a  mainframe. 


Ah,  the  joy  of  consolidation. 


In  fact,  the  Sun  Fire  15K  server  is  so  powerful,  you  can  consolidate 
multiple  servers  and  rehost  mainframe  applications,  as  well 
as  deploy  new  mission-critical  applications  in  an  open  environment. 
And  unlike  a  mainframe,  the  Sun  Fire  15K  server  easily  integrates 
into  your  existing  architecture.  The  Sun  Fire  15K  server  has  complete 
end-to-end  system  compatibility  with  the  Solaris,M/SPARC™ 
architecture,  so  you  use  the  same  tools,  applications,  administration 
and  resources  to  deploy  and  manage  it.  No  recoding,  no  retraining 
and  no  expensive  consultants  to  come  in  and  “manage”  it  for  you. 


A  revolutionary  concept  in  data  centers: 
reduced  costs. 

The  result  of  all  this?  A  significantly  lower  total  cost  of  ownership. 
In  the  end,  by  incorporating  the  new  Sun  Fire  15K  server  into  your 
existing  architecture,  you  can  reduce  your  data  center’s  complexity, 
take  control  and  cut  your  costs.  So  take  the  first  step  toward 
liberating  your  data  center-and  your  bottom  line,  www.sun.com 


Product  specifications  (the  rocket  science): 

•  106  CPUs -the  largest  in  a  single  cabinet 

•  1/2  terabyte  memory- run  a  database  in  main  memory 

•  18  domains -for  the  utmost  in  balanced  workloads 

•  4  petabytes  of  storage  -  20x  the  Library  of  Congress 

•  6,400  mainframe  MIPS  -  3x  the  IBM  z900 

•  5th-generation  fault-isolated  dynamic  system  domains 
•Sun”"  Fireplane  interconnect- maximum  app  performance 

•  Uniboard  design -swappable  CPU  and  memory  board 


Independent  software  vendor  support: 

Sun  offers  software  developers  an  unparalleled  open 
and  compatible  architecture  in  which  to  develop 
and  deploy  their  solutions.  This  single  integrated 
system  architecture  allows  customers  to  protect  their 
investments,  leverage  their  existing  skill  sets  and 
staff,  and  increase  their  ROI.  It’s  the  reason  ISVs 
like  BEA  Systems,  i2,  J.D.  Edwards,  Oracle  and 
VERITAS  partner  with  Sun. 


The  new  LAN  MapShot™  software  automatically  diagrams 
your  network  easier  than  snapping  a  photo.  Just  fire  it  up  and 
it  quickly  discovers  network  devices.  Pick  the  map  you  want 
from  the  menu.  Click.  Print.  You're  done.  It's  a  killer  app. 
Working  in  tandem  with  Microsoft  Visio®,  LAN  MapShot  spits  out 
everything  from  switch  routes  to  server  and  router  connections, 
from  broadcast  domains  to  printer  locations.  The  cost?  Much 
less  than  you'd  expect.  Go  to  www.fluke-net.com/mapshot 
to  download  our  free,  limited-time  trial  and  make  maps  of 
your  own  network.  And  start  enjoying  improved  Network 
Supervision.  Pronto. 

®2001  Fluke  Networks,  Inc.  U.S.  (800)  283-5853.  Canada  (800)  363-5853. 

Europe  (31  40)  2  675  200.  Other  countries  (425)  446-4519. 

All  rights  reserved,  www.flukenetworks.com  Ad  no.  01489 
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■  8  Computer  Associates 

bolsters  software  agents  with 
release  of  products  aimed  to  give 
users  more  intelligent  software. 

■  8  Bear  Stearns  to  monitor 
all-IP  network  with  Sniffer  mgmt. 
tools. 

■  10  Aprisma  customizes 
Spectrum  by  adding  rules-based 
event  correlation  and  impact 
analysis. 


Infrastructure 

■  11  Enterprise  customers  wary 
of  Nortel’s  woes. 

■  11  NetBotz  surveys  physical 
environment. 

■  12  Kevin  Tolly:  A  few  words 
on  campus  wireless. 

■  16  Vendors  drive  down  copper 
Gigabit  Ethernet  prices. 

Enterprise 

Applications 

■  19  Taking  control  of  Web  chaos. 

■  19  ConfigureSoft  helps  soothe 
patch  headaches  created  by 
Microsoft. 

■  20  Scott  Bradner: 

Postponing  the  inevitable. 

NetWorker 

■  23  Review:  Five  Gigabit 
Ethernet  starter  kits  put  through 
their  paces. 

Service  Providers 

■  25  An  interview  with  the  head  of 
IBM's  e-business  hosting  services. 

■  25  Frame  relay  serves  Paxson 
Communications  well. 

■  26  Lisa  Pierce:  Gingular- 
VoiceStream  joint  venture  ought  to 
be  a  merger. 
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Sheraton 


Tower  sites 
after  collapse 


Data  center 
(World  Financial  C< 


DATA  CENTER 


LONDON 


Bob  Schwartz,  CTO  at  Lehman  Brothers,  triggered  the  company’s 
disaster-recovery  plan  while  racing  down  the  stairwell  from  the 
40th  floor  of  the  World  Trade  Center.  Page  36. 


Security  takes  center  stage  at  U.S.  companies.  Page  42. 


A  look  at  the  ways  that  the  Al  Qaeda  network  uses  technology  to 
communicate  around  the  world.  Page  48. 


■ 

The  events  of  Sept.  11  fundamentally  changed  the  way  that  companies  think 
about  disaster  recovery,  data  backup  and  cyber  security,  In  this  special  report, 

we  examine  the  readiness  of  the  nation's  networks 
and  provide  disaster-recovery  tips. 
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The  Edge 

■  27  Start-up  introduces  new 
mobile  gateway. 

■  27  Equipe  Communications 
preps  ATM/IP  switch  for  MPLS. 
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Technology  Update 

■  29  Point-to-Multipoint  DWDM 
raises  optical  reach. 

■  29  Steve  Blass:  Ask  Dr. 

Internet. 
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Cool  Yule  Tools,  after  hours 

Tired  of  all  work  and  no  play?  Check  out  our  after-hours  guide  to  after- 
work  fun.  See  what  should  be  on  your  holiday  gift  list. 

DocFinder:  7036 


■  30  Mark  Gibbs:  Early 
Christmas  presents. 

■  30  Keith  Shaw:  It’s  a  cam¬ 
era,  it’s  a  PDA,  it’s  a  phone.  It’s 
Origami! 


Flash  demos 

Review  the  history  of  steganography  and  a  demonstration  of  how  it 
works.  Find  out  how  service  providers  keep  their  networks  up  and  run¬ 
ning  with  fully  redundant  back-up  network  operations  centers. 
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Opinions 

■  32  Editorial:  New  realities, 
post-9/11. 

■  33  Tim  Kraskey:  History 
repeating  itself. 

■  33  Linda  Musthaler: 

Preserving  our  privacy. 

■  66  Backspin:  No  scalability 
and  no  clues. 


Intrusion  detection 

Check  out  our  interactive  Buyer's  Guide  online.  Here  you  can  list  all  the 
applications  and  then  drill  down  into  detailed  spec  sheets,  compare  two  or 
more  products  in  several  categories  and  download  an  Excel  5.0  spread¬ 
sheet  with  all  the  data.  (Note:  This  does  not  work  with  Internet  Explorer 
3.X  or  Lynx).  DocFinder:  7038 

MPLS:  IP's  silver  bullet? 

Did  you  miss  any  part  of  our  series  on  Multi-protocol  Label  Switching? 
Read  them  all  here. 

DocFinder.  7039 


Columnists 

Compendium 

iPod  hacks 

Fusion  Executive  Editor  Adam  Gaffin  found  a  site  dedicated 
to  getting  under  the  covers  of  the  new  Apple  MP3 
player/portable  hard  drive  gizmo. 

DocFinder:  7040 

Help  Desk 

Directories 

Ron  Nutter  helps  explain  the  mysteries  of  directories  and 
what  they  do  to  college  students. 

DocFinder:  7041 

NetSmart 


State  of  the  LAN/MAN  seminars  and  resources 
Events  Editor  Sandra  Gittlcn  shares  information  and  Web 
sites  for  getting  up  to  speed  on  the  latest  wireless  tech¬ 
nologies  and  10G  Ethernet  information.  Link  to  the  latest  list 
of  State  of  the  LAN/MAN  free  one-day  seminars. 
DocFinder:  7042 
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■  The  Good  The  Bad  The  Ugly 


SBC  taps  William  Daley  to  be  president 

■  Although  his  networking  prowess  is  in  the  realm  of  politics  and 
not  telephony  William  Daley  has  been  named  the  next  president  of 

SBC  Communications,  the  regional  Bell  operat¬ 
ing  company  And  that  may  be  just  the  kind  of 
experience  SBC  needs.  Daley  says  his  top  prior¬ 
ities  will  be  lobbying  Washington  to  ease  up  on 
regulations  SBC  says  prevent  it  from  extending 
broadband  DSL  services  to  20  million  users 
who  currently  cannot  be  served.  Given  that 
Daley  was  head  of  A1  Gores  presidential  cam¬ 
paign  and  before  that,  U.S.  Secretary  of 
Commerce,  he  should  know  how  to  navigate 
inside  the  Beltway.  He  starts  work  Dec.  3. 

Microsoft  settles  class-action  lawsuits 

■  Microsoft  last  week  settled  more  than  100  class-action  lawsuits  that  alleged  the 
company  had  overpriced  its  software.  The  proposed  settlement,  filed  with  the 
Federal  District  Court  of  Maryland,  calls  for  Microsoft  to  provide  more  than  $1  billion 
in  cash,  computer  hardware, software,  technical  assistance  and  training  to  more  than 
12,500  schools,  7  million  economically  disadvantaged  students  and  400,000  teachers. 
A  public  hearing  on  the  settlement  is  scheduled  for  Nov.  27.  Plaintiffs  in  the  private 
antitrust  lawsuits  claim  that  Microsoft  used  a  desktop  operating  system  monopoly  to 
force  users  to  pay  inflated  prices  for  the  company’s  software.  Earlier  this  month, 
Microsoft  reached  a  settlement  in  its  federal  antitrust  case  with  the  U.S.  Department 
of  Justice  and  nine  state  attorneys  general.  The  remaining  nine  state  attorneys  gen¬ 
eral  who  were  party  to  the  action  are  still  pressing  their  case  for  harsher  penalties 
against  the  software  giant. 

Windows  Media  Player  bug  surfaces,  patch  issued 

■  A  bug  in  the  way  Microsoft’s  Windows  Media  Player  6.4  handles  a  certain  type  of 
streaming  media  file  can  let  attackers,  given  the  right  conditions,  execute  any  code  on 
target  systems,  Microsoft  said  in  a  security  bulletin  released  last  week. At  the  same  time, 
Microsoft  issued  a  fix  for  the  problem. The  hole  is  caused  by  a  programming  error  in 
the  way  Windows  Media  Player  6.4  deals  with  Active  Streaming  Format  (ASF)  files, 
Microsoft  said.  An  attacker  can  exploit  this  flaw  by  creating  a  special  .asf  file.  If  a  user 
running  the  unpatched  Media  Player  opens  that  file,  it  could  cause  Windows  Media 
Player  to  crash  or  the  attacker’s  code  to  run  on  the  system,  giving  the  attacker  all  of  the 
user’s  privileges,  Microsoft  said. The  scope  of  the  problem  is  mitigated  by  the  fact  that 
the  flaw  cannot  be  exploited  automatically  or  through  email  and  because  the  attack¬ 
er  must  know  —  or  guess  —  the  target  computer’s  operating  system  for  code  to  be  exe 
cuted,  Microsoft  said. 

Spending  on  support  contracts  rise 

■  Network  equipment  vendors  will  start  offering  extended  service  and  support  con¬ 
tracts  as  sales  of  networking  products  drop  and  companies  try  to  maintain  their  current 
infrastriu  ures,  according  to  a  report  from  market  research  firm  1DC.  Worldwide  spend¬ 
ing  on  network  support  contracts  has  risen  by  $2.1  billion  to  $8.4  billion  in  2000, 1DC 
says,  and  li  .it  figure  is  expected  to  be  $14  billion  by  2005.  Most  of  the  growth  will  come 
from  remote  diagnostics  and  electronic  support. 


<g>  CMGI  boss  David  Wetherell 

has  ripped  a  page  from 
the  play  book  of  Cisco 
CEO  John  Chambers  \  \  f  / 
and  agreed  to  work 
next  year  for  only  SI, 
down  from  his  2001 
base  salary  of 
8530,000.  The  Internet 
company  incubator  lost 
more  than  $5  billion  during  its  last 
fiscal  year,  so  some  will  see  the 
gesture  as  an  empty  one.  However, 
under  the  circumstances  it  beats  no 
gesture  at  all.  > 

0  “Blinded  by  the  light"  syndrome  has  affected 

one-third  of  start-ups,  according  to  a  survey  by  Conversus  Group  that 
identified  16  such  “deadly  sins"  common  among  early-stage  companies. 
This  syndrome  refers  to  management  teams  that  believe  "so  much  in  the 
wonder  of  their  product  or  their  own  talents  that  they  fail  to  see  the 
realities  of  the  marketplace,"  Conversus  says. 

tg)  The  Federal  Trade  Commission  last  week  said 

it  has  messaged  about  40  Web  sites  warning  them  to  stop  marketing 
bogus  bioterrorism  defense  products.  The  FTC  is  targeting  Web  site 
operators  pitching  everything  from  oregano  oil  to  zinc  mineral  water  to 
treat  anthrax  and  other  diseases. 


Palm  and  Handspring  deny  merger  talks 

■  Struggling  handheld  device  makers  Palm  and  Handspring  strongly  denied  last 
week  that  they  are  in  merger  talks,  the  day  after  rumors  to  the  contrary  pushed  up  the 
stock  prices  for  both  companies.“It’s  not  true.  It’s  a  rumor,  and  we  don’t  comment  on 
rumors,”  a  Palm  spokeswoman  said.  “We  aren't  in  talks  to  acquire  Palm  or  to  be 
acquired  by  Palm,”  a  Handspring  spokeswoman  said.  Talk  of  a  merger  between  the 
PDA  makers  began  after  a  report  in  The  Wall  Street  Journal ,  quoting  “people  familiar 
with  the  situation.” 

Prices  tumbling  on  Gigabit  Ethernet  gear 

■  Shipments  of  Gigabit  Ethernet  ports  grew  slightly  in  the  third  quarter  of  this  year, 
while  diminishing  per-port  prices  caused  the  total  market  revenue  for  Gigabit  gear 
to  shrink,  according  to  Dell’Oro  Group.  Although  shrinking  revenue  is  bad  news  for 
vendors,  companies  are  taking  advantage  of  the  falling  prices  of  Gigabit 
Ethernet  products  to  upgrade  LAN  backbone  connections  and  even  to  deploy 
lOOOM-bit/sec  connections  to  desktops. According  to  Dell’Oro, Gigabit  Ethernet  port 
shipments  grew  6%  last  quarter,  while  revenue  shrank  5%  worldwide.  The  average 
price  fora  Gigabit  Ethernet  port  last  quarter  was  $571,  down  almost  $200  from  a  year 
ago.  The  development  of  copper-based  Gigabit  Ethernet  as  an  alternative  to  tradi¬ 
tional  fiber-based  products  has  helped  to  drive  down  prices  (see  related  story, 
page  16). 

Enterasys  joins  10G  Ethernet  market 

■  The  10  Gigabit  Ethernet  switch  Enterasys  Networks  announced  in  April  finally  hit 
the  streets  last  week. The  Matrix  OAS  is  a  12-port  Gigabit  Ethernet  switch  with  a  sin¬ 
gle  10G  Ethernet  uplink  port.  Enterasys  says  the  box  can  be  used  to  link  multiple 
backbone  switches  together  over  a  single  lOG-bit/sec  pipe.  At  around  $25,000,  the 
new  switch  is  expensive,  but  is  priced  lower  than  10G  Ethernet  switch  modules 
offered  by  Avaya,  Cisco,  Foundry  Networks  and  Riverstone  Networks,  which  cost 
between  $40,000  and  $80,000.  Because  the  IEEE  isn’t  due  to  ratify  the  10G  Ethernet 
standard  until  next  spring,  10G  Ethernet  products  from  Enterasys  and  its  competi¬ 
tors  use  proprietary  technology  based  on  the  standard. 


A  year  after  leading 
presidential  candidate 
Al  Gore  into  a  long  and 
protracted  election 
process,  William  Daley 
takes  over  at  SBC. 


Control  the  flow  of  I P 
Harness  the  power  of  your  network 


Different  users  demand 
different  services  and  the 
applications  associated  with 
them:  VPNs,  e-commerce, 
streaming  and  broadcast 
media  and  large  file  transfers. 
Whatever  the  need,  our  IP 
platforms  give  you  the 
precise  control  for  the 
applications  they  want  when 
they  want  them  ...  now  and 
into  the  future.  That's  because 
our  suite  of  IP  products 
provides  simple,  scalable. 


integrated  solutions  for 
voice,  video  and  data.  Their 
extensive  modularity  creates 
flexibility  for  multiple 
configurations  of  VDSL  and 
Ethernet  up  to  10  gigabit 
from  a  single  platform. 

And  by  offering  the  widest 
possible  range  of  interfaces 
from  twisted  pair  to  gigabit 
Ethernet  fiber,  our  non- 
blocking,  multi-layer  IP 
switching  and  routing 


platforms  eliminate  the 
expense  of  media  converters. 
So  speed  up  the  flow  without 
flooding  your  network. 

Whether  you  need  a  solution 
for  NITU/MDU,  SME  or  LME, 
contact  Telco  Systems' 
network  specialists  today 
at  1-800-221-2849,  ext. 

2250.  Or  visit  us  at 
www.telco.com/ipplatformsl5g.cfm 


Enterprise  Value ,  Carrier-Class  Re  l 
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Beating  the  holiday  blues 

For  e-mail  administrators,  the  holidays  are  a  time  of 
spikes  in  messaging  traffic  due  mostly  to  e-greetings  such 
as  cards  and  small  executable  games  and  animations. 
Here  are  a  few  tips  to  protect  yourself  from  the  deluge: 


•  Filter  for  certain  files 
including  .exe,  .vbs,  .wav,  as 
well  as  certain  domains. 

•  Filter  for  subject  lines  that 
include  such  phrases  as  “A 
greeting  from  . . .” 

•  Limit  the  size  of  mailboxes 


so  users  can't  store  holiday 
greetings. 

•  Limit  the  size  of  inbound  and 
outbound  attachments. 

•  Reiterate  or  institute  policies 
aimed  at  restricting  use  of 
e-mail  for  holiday  greetings. 


Bear 

Stearns  to 
monitor  all- 
IP  network 

■  BY  ELLEN  MESSMER 

NEW  YORK  —  Financial  ser¬ 
vices  firm  Bear  Stearns  &  Com¬ 
pany  is  making  its  long-planned 
move  into  a  new  43-floor  Man¬ 
hattan  headquarters,  which  will 
be  equipped  with  what  still  has 
to  be  considered  one  of  the  most 
cutting-edge  network  technolo¬ 
gies:  IP-based  voice,  data  and 
video  over  Gigabit  Ethernet. 

To  monitor  what  will  be  a  mas¬ 
sive  amount  of  IP  traffic  on  the 
LAN  used  by  4,300  employees, 
Bear  Stearns  will  install  more 
than  150  Sniffer  Distributed  net¬ 
work  appliances  from  Network 
Associates  to  analyze  the  appli¬ 
cations,  according  to  Don 
Henderson,  the  firm’s  managing 
director  of  IT.  Managing  this  net¬ 
work,  built  with  equipment  from 
IPC  and  Cisco,  is  expected  to  be 
simpler  than  managing  the  one 
Bear  Stearns  is  leaving,  which 
included  circuit-switched  com¬ 
munications  such  as  ISDN.  Bear 
Stearns  says  it  will  require  far 
fewer  network  management 
tools  and  specialists. 

Voice  over  IP  is  still  a  new 
approach  for  most  firms,  accord¬ 
ing  to  Sniffer  Technologies  presi¬ 
dent  Bakul  Mehta.  He  says  that 
the  latest  version  of  Sniffer 
Distributed  can  troubleshoot 
voice-over-IP  traffic  to  determine 
the  cause  of  voice  degradation, 
be  it  packet  delay  or  sequencing 
problems,  and  report  to  the 
Sniffer  management  console. 

Steps  will  be  taken  to  optimize 
real-time  reporting  by  running  a 
second  “overlay”  network  at  Bear 
Stearns  so  that  the  Sniffer  Dis¬ 
tributed  monitoring  agents  posi¬ 
tioned  across  the  intranet  can 
quickly  report  to  the  company’s 
remote  data  operations  center  in 
New  Jersey. 

“It’s  an  out-of-band  network  we 
built, an  overlay  network, to  make 
access  to  the  management  tools 
very  quick  and  effective,”  says 
Henderson. 

Bear  Stearns  has  long  operated 
its  New  York  office  with  plenty  of 
specialized  trading  terminals 
and  phones,  but  no  servers. 
Instead,  the  servers  are  stored  in 
a  New  Jersey  data  operations 
facility.  ■ 


E-cards 

Continued  from  page  1 

MailWatch,  a  content-filtering 
service.  “This  is  the  first  Christ¬ 
mas  ever  where  we  will  stop  this 
stuff  at  the  front  door,”  Thrall 
says.  He  expects  to  handle  2 
million  messages  in  December, 
500,000  more  than  a  typical 
month. 

Make  no  mistake,  the  e-greeting 
phenomenon  has  become  an 
e-mail  administrator’s  fruitcake 
—  everyone  gets  them,  but 
nobody  wants  them. 

“There  is  this  unexplained 
human  behavior  that  turns 
these  e-cards  into  a  holiday  mul¬ 
timedia  event.  Anthropologists 
should  look  into  this  phenome¬ 
non,"  says  Bill  Fallon,  an  Easy- 
Link  vice  president. 

EasyLink  handles  2  million 
messages  per  day,  up  from  1  mil¬ 
lion  per  day  a  year  ago.  Fallon 
says  holiday  traffic  will  increase 
that  total  only  a  modest  2%  to 
5%,  but  the  incidents  of  mes¬ 
sages  that  are  blocked  will  shoot 
up  by  25%,  as  will  the  size  of 
their  payloads. 

“Elf  Bowling  was  a  popular  one 
last  year.  We  had  tens  of  thou¬ 
sands  of  those,”  Fallon  says. 

Some  are  still  digging  out  from 
the  blizzard. 

“We  are  still  finding  some  of 


the  Elf  Bowling  from  last  year,” 
says  Dan  Brinkmann,  NT  sys¬ 
tems  engineer  for  Time  Warner 
Telecom. 

But  this  season  Time  Warner  is 
after  the  elves  on  many  fronts. 

Besides  filtering  attachments, 
Time  Warner  also  is  using  hu¬ 
man  engineering  to  combat  the 
problem. 

“We  have  a  55M-byte  storage 
limit  and  if  people  want  to  use 
that  up  with  holiday  cards  we 
don’t  worry  about  it,”  says  Brink¬ 
mann,  who  sees  the  average  size 
of  messages  go  from  70K  bytes  to 
120K  bytes  during  the  holidays. 
When  users  hit  that  limit,  they 
can  no  longer  send  or  receive 
e-mail,  which  turns  out  to  be  an 


effective  deterrent. 

The  company  also  has  built  its 
network  to  handle  traffic  spikes. 
The  network’s  two  SMTP  servers 
with  load  balancing  capabili¬ 
ties  handle  Internet  mail. 

But  e-card  vendors  are  hip  to 
the  bah-humbug  reaction  from 
e-mail  administrators. 

Many  send  only  a  link,  such  as 
Hallmark.com,  Regards.com  and 
e-greetings.com. 

Adam  Donner,  director  of  oper¬ 
ations  for  Regards.com,  says  the 
company  sends  out  nearly 
50,000  e-cards  per  day  during  the 
holidays,  almost  a  60%  increase 
in  normal  traffic. 

But  Regards.com  doesn’t  send 
messages  with  huge  payloads. 

“We  only  send  e-mail  with  a 
link  to  our  Web  site.  There  is  no 
downloading.  We  are  completely 
Web-based,”  Donner  says.  But 
recipients  need  to  download  a 
plug-in  for  certain  multimedia 
files  if  it  is  not  already  installed 
on  their  browsers. 

The  issue  with  IT  is  that  links 
in  e-mail  can  be  used  to  lure 
end  users  into  downloading 
malicious  code  from  rogue 
Web  sites,  a  tactic  some  viruses 
employ. 

“We  turn  our  filtering  on  the 
subject  lines  of  these  e-mails,” 
says  Tim  Rhoades,  network 
manager  for  the  University  of 
Washington  at  Bothell,  who 
uses  Sybari’s  Antigen  for 
Microsoft  Exchange.  Many  hol¬ 
iday  e-mails  have  a  subject 
line  that  reads  “A  holiday  greet¬ 
ing  from  ...” 

“I  used  to  worry  about  the  holi¬ 
day  cards,  but  I’m  really  confi¬ 
dent  in  the  protections  1  have  put 
in  place,”  he  says. 

So  it  may  well  be  that  Santa 
and  all  his  electronic  holiday 
helpers  won’t  be  so  much  of  a 
nuisance  this  year.  ■ 

Get  more  information  online. 
DocFinder:  7051 
www.nwfuswn.cofl 


Computer  Associates  boosts 
management  software 

■  BY  DENISE  DUBIE 

1SLANDIA.N.Y —  Computer  Associates  this  week  will  unveil  a  slew  of 
software  upgrades,  including  a  new  release  of  its  Neugents  software 
that  beta  users  say  adds  more  intelligence  and  automation  in  some 
decision-making  applications. 

The  releases  fall  under  CAs  newly  named  CleverPath  division,  which 
includes  products  formerly  known  as  Jasmine  or  Neugents. 

Neugents  can  search  through  data  sources  to  find  patterns  of  activity 
and  predict  outcomes.  CA  renamed  Neugents  ii  as  CleverPath 
Predictive  Analysis  Server  2.0. 

It  can  now  better  detect  fraud  in  insurance  applications  at  Cruz 
Blanca,  a  healthcare  provider  in  Chile.  Flavio  Henriquez.IT  engineer  at 
Cruz  Blanca,  has  used  Neugents  since  January  in  an  application  that 
helps  auditors  spot  fraudulent  cases,  and  the  insurance  company  has 
been  testing  the  new  release  for  about  a  month. 

“Version  1  doesn’t  tell  you  what  kind  of  fraud  was  committed,  just  that 
it’s  likely  there’s  fraud.The  new  version  gives  you  hints  at  what  the  fraud 
is,”  he  says. 

The  software  acts  as  a  filter, directing  fraudulent  applications  to  inves¬ 
tigators  and  sending  valid  documents  through  the  payment  process. 
Cruz  Blanca  reports  that  the  Neugents  reports  40  suspicious  cases 
every  day  and  has  been  about  60%  accurate,  saving  the  company 
approximately  $500,000. 

CA  upgraded  several  portal  and  business  intelligence  products 
under  the  company’s  new  CleverPath  brand.  In  July,  the  company 
announced  four  distinct  brands 

CA:  www.ca.com 
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100%  of  your  disk  capacity  is  now  usable 
for  storage.  We  call  this  revolutionary  idea 
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XLON 

continued  from  page  1 

shaker  in  the  caching  community. 
However,  his  track  record  to  date 
is  mixed,  having  co-founded 
now-defunct  caching  services 
company  Edgix  in  1999  and  cur¬ 
rently  serving  as  CTO  for  Volera, 
a  Novell  spinoff  that  has  had  its 
ups  and  downs  alongside  other 
players  in  that  market. 

XLON  CTO  Greg  Smith  says 
Major’s  newest  company  will  at¬ 
tempt  to  address  shortcomings  of 
existing  network  architectures. 

“As  we  look  at  the  horizon  and 
we  see  what’s  coming,  we  see 
things  like  ever-increasing  soft¬ 
ware  sizes  that  are  being  down¬ 
loaded  ...  We  see  movies  and 
television  programs  coming 
online,”  Smith  says.  Major  saw 
network  architectures  that  aptly 
handled  existing  Web  demands, 
“but  weren’t  necessarily  geared 
toward  large  objects’’  he  adds. 

The  market  for  content-delivery 
services  is  enticing  and  daunting. 
A  recent  report  by  market  re¬ 
search  firm  IDC  showed  the  mar¬ 
ket  will  spike  in  the  next  few  years 
from  $1.6  billion  in  2001  to  $8  bil¬ 
lion  in  2005.  But  finding  a  business 
model  that  works  is  tricky  Several 
companies,  such  as  Edgix  and 
Adero,  attacking  the  market  have 


closed  their  doors  recently  Even 
some  of  the  bigger  players,  includ¬ 
ing  Akamai  Technologies,  have 
struggled,  laying  off  staff  and  post¬ 
ing  millions  of  dollars  in  losses. 

Part  of  the  reason  for  the  tough 
playing  field,  analysts  say,  is  the 
capital-intensive  nature  of  the 
business.  Akamai  spent  millions 
of  dollars  deploying  more  than 
13,000  edge  servers  in  hundreds 
of  networks  around  the  globe. 

XLON  executives  are  well  aware 
of  the  situation,  having  seen  Edgix 
—  a  company  where  some  of 
them  worked  —  burn  through  $65 
million  in  funding  before  closing 
in  April.  But  these  officials  say 
XLON  will  succeed  because  in¬ 
stead  of  building  out  a  network,  it 
mainly  plans  to  exploit  network 
resources  that  are  in  place. 

That  may  give  it  an  edge  over 
other  content-delivery  service 
providers  because  it  will  be  able 
to  keep  costs  low,  says  Peter 
Christy,  research  director  at  Jupiter 
Media  Metrix.  XLON  won’t  reveal 
pricing,  but  says  customers  using 
its  service  will  pay  five  to  15  times 
less  for  Web  content  delivery 
bandwidth. 

Major,  along  with  fellow  Net¬ 
Ware  developer  Dale  Neibaur 
and  friend  Timothy  Johansson, 
founded  XLON  about  14  months 
ago,  but  it  has  yet  to  officially 


Living  large 


XLON  exploits  off-the-shelf  products  and  proprietary  technology  as  well  as  partners’ 
networks  and  data  centers  to  speed  delivery  of  large  objects  across  the  ’Net. 


© 


A  user  logs  on 
to  a  Web  site  and 
clicks  to  download 
a  large  file. 


The  request  is  intercepted  by  a  proxy  cache  based  on  XLON  or  Volera 
technology  that  sits  in  front  of  the  content  provider’s  Web  servers. 


Content  provider  site 

Proxy  Web  servers 
cache 


Verio  data  center 
XLON  Content  Volera  reverse 


Director 


proxy  servers 


The  requested  file  can  be  plucked  from  desktop  machines  on  the 
user's  LAN,  caches  on  an  ISP  network  or  a  Web  server  at  the  content 
provider.  It  also  can  be  accessed  from  Volera  reverse  proxy  servers 
owned  and  maintained  by  XLON  at  the  Verio  data  centers.The  file  can 
be  delivered  in  whole  from  one  source  or  in  fragments  from  several. 


XLON’s  Content  Director, 
software  that  sits  on  servers 
at  a  data  center  operated 
by  service  providerVerio, 
receives  the  request  from  the 
proxy.The  directory-enabled 
Content  Director  figures  out 
the  best  place  (or  places) 
from  which  to  grab  the 
requested  file  to  ensure  the 
fastest  and  least-expensive 
delivery. 


launch.  A  pilot  customer  is 
scheduled  in  about  two  weeks  to 
begin  using  the  service  to  deliver 
software  packages,  Smith  says 
Other  content-delivery  new¬ 
comers,  such  as  Evernet  (www. 


Aprisma  customizes  Spectrum 


■  BY  DENISE  DUBIE 

DURHAM,  N.H.  —  Although  its  Spectrum  software 
supports  850  network  devices  and  applications  out 
of  the  box,  Aprisma’s  upcoming  releases  also  give 
users  new  ways  to  customize  the  software  to  better 
manage  problems  specific  to  their  networks. 

Aprisma  recently  announced  it  would  make  two 
new  versions  of  Spectrum  generally  available  in 
January  2002  (see  www.nwfusion.com,  DocFinder: 
7034):  Spectrum  Integrity  for  corporations  and 
Spectrum  Infinity  for  service  providers.  A  third 
release  for  smaller  companies  also  is  slated  for  early 
next  year,  completing  the  company’s  first  major 
upgrade  of  the  product  since  May  1999. 

“Spectrum  has  always  done  a  good  job  of  includ¬ 
ing  all  the  information  on  a  lot  of  devices  that  are 
managed,  but  it  can’t  keep  up  100%.  No  one  could,” 
says  Michael  Wiseman,  a  network  support  engineer 
for  the  University  of  Toronto. “But  this  version  is  very 
customizable.  I  was  able  to  enter  some  information 
on  Foundry  [Networks]  devices  Spectrum  didn’t 
include.  Now  I  can  go  in  and  collect  the  data  from 
devices  once  and  customize  Spectrum  to  use  that 
information." 

Spectrum  network  management  software  provides 
a  map  of  SNMP-manageable  devices,  such  as 
routers,  hubs  and  switches.  Users  install  software 
agents  throughout  their  networks  that  send  data  to  a 
central  Spectrum  management  console. 

Paul  Bugala,  a  senior  analyst  at  market  research 


firm  IDC, says  Aprisma  may  have  delivered  on  what 
customers  want,  but  he  thinks  the  company  should 
educate  users  on  all  the  functionality  in  Spectrum. 

“If  Spectrum  is  used  appropriately, it  can  eradicate 
a  lot  of  reactive  management  in  enterprise  net¬ 
works.  If  a  user  takes  the  time  upfront  to  learn  the 
product  and  customize  it,  [Spectrum]  can  lower 
the  resources  needed  to  manage  a  network,” 
Bugala  says. 

Spectrum  Integrity  includes  a  new  event  correla¬ 
tion  system.  Previously  Spectrum  correlated  events 
using  a  model:  Now  it  will  also  perform  rules-based 
event  correlation.  Rules-based  correlation  lets  users 
write  their  own  rules  to  make  sense  of  network 
events. 

Also  new  for  the  large  enterprise  customer  is 
alarm-impact  analysis.  This  feature,  the  company 
says,  lets  users  prioritize  alarms  based  on  the 
importance  of  the  managed  device.  The  software 
gives  users  a  list  of  what  devices  are  not  working 
and  what  services,  applications  and  users  are 
directly  affected. 

Spectrum  Infinity  for  service  providers  adds  gate¬ 
ways  to  let  users  pull  data  from  service  provider  sys¬ 
tems  in  Spectrum. The  software  uses  the  gateway  to 
receive  alarms  from  non-SNMP  devices  used  in  ser¬ 
vice  provider  networks. 

Spectrum  Integrity  starts  at  $75,000,  with  volume 
discounts  available.  Spectrum  Infinity  starts  at 
$125,000,  also  with  volume  discounts  available. 

Aprisma:  www.aprisma.com 


nwfusion.com,  DocFinder:  7049) 
and  Kontiki  (www.nwfusion. 
com,  DocFinder:  7050),  have 
launched  similar  services.  But 
XLON  executives  say  those  firms 
are  focused  more  on  a  peer-to- 
peer  design.  For  XLON,  peer-to- 
peer  is  just  a  small  part  of  the 
approach,  Smith  says. 

“We’re  looking 
at  exactly  how 
you  get  some¬ 
thing  really  mas¬ 
sive  across  the  network,  and  the 
conclusion  was  you  have  to  be 
able  to  source  it  from  many  dif¬ 
ferent  levels,”  he  says. 

Dale  Olds,  who  created  Novell 
Directory  Services,  is  the  chief 
architect  of  XLON’s  software, 
which  is  built  on  a  directory 
model  similar  to  NDS.  NDS  is  a 
repository  that  keeps  track  of 
network  resources. 

“What  we  really  come  down  to 
is  a  distributed  computing  plat¬ 
form  that  is  a  directory  service,” 
Smith  says.“Instead  of  being  a  per¬ 
sonal  information  directory  ser¬ 
vice,  it’s  a  network  and  content- 
directory  service.” 

Customers  could  use  XLON’s 
service  by  installing  what  the 
start-up  calls  an  “Integrator”  next 
to  their  primary  content  server. 
The  Integrator,  a  Volera  proxy 
cache  or  a  homegrown  XLON 
cache,  intercepts  requests  made 
to  a  content  provider’s  Web  site 
and  forwards  them  to  XLON’s 
network.  No  code  changes  need 
to  be  made  to  the  content  pro- 


Get  more  information  online. 
DocFinder:  7053 
www.nwfusion.com 


vider’s  Web  site,  and  the  pro¬ 
vider  retains  control  of  its 
content. 

XLON’s  Content  Director,  soft¬ 
ware  that  would  reside  on  servers 
in  data  centers  hosted  by  Verio, 
could  use  its  directory  technology 
to  determine  how  to  best  get  the 
requested  content  to  the  request¬ 
ing  party 

“We’re  not  looking 
to  build  out  a  13,000- 
server  network  the 
way  Akamai  has,”  Smith  says. 
“We’re  looking  to  go  to  Tier  2  ISPs 
and  . . .  help  them  leverage  their 
existing  infrastructure.” 

XLON:  www.XLONtech.com 


■  THIS  WEEK’S  QUESTION: 

The  Wireless  Ethernet 
Compatibility  Alliance 
refers  to  802.11b  LANs 
as  Wi-Fi.  What's  the 
nickname  for  802.11a 
LANs? 

Answer  trts  and  nine  adc&tionaJ  questions 
online  and  you  could  win  $500!  Visit 

Network  World  Fusion  and  enter  2349 
in  the  Search  box. 

www.nwfusion.com 


I  want  to  receive/continue  to  receive  my  FREE 
subscription  to  Network  World.  No,  thank  you. □ 


Signature  (required)  Date 

QUALIFY:  You  must  supply  your  company  name  and  address.  If  military,  please  spedfiy 
branch/base.  If  government,  please  specify  division. 


Name 


Title 


Company 


Divisiorv'Mail  StojVMilitarv  Branch  or  Base 


Street  Address 


City 


State 


Zip 


Business  phone  ( _ ) _ 

FAX( _ ) _ 

E-mail  address _ 

We  would  like  to  send  you  periodic  information  via  e-mail  on  3rd  party  networking  products/services. 
□  Check  here  if  you  DO  NOT  wish  to  receive  this  information. 


If  there  is  a  parent  company,  please  provide  name: _ 

□  My  home  address  is  also  my  business  address. 

Optional  delivery  address:  Enter  your  home  address  below  if  your  company  will  not  accept  delivery  at  your  business  address: 


Street  Address 


City  State  Zip 

Publisher  reserves  the  right  to  serve  only  those  individuals  who  meet  publication  qualifications.  ALL  questions  must  be 
answered.  Incomplete  forms  will  not  be  processed.  Free  subscriptions  available  to  qualified  US  applicants.  International  rates 
available  upon  request. 

Bl  101 


What  is  the  principal  business  activity  at  your  location? 

(check  ONE  only) 


01. □  Manufacturing  (Non-Computer/ 
Communications  OEM) 

02.D  Finance/Banking 
03.  □  Insurance/Real  Estate/Legal 
04.  □  Health  Care  Services 
05.D  Hospitality/Entertainment/ 
Recreation 


09.  □  Utilities/Process  Industries 
(Mining/Construction/ 
Petroleum  Refining/ 
Agriculture/Forestry) 

10. D  Government/Military 

1 1.  □  Consulting  (Independent)  * 

12. D  Education 


16.  □  Manufacturing  (Computer/ 

Communications/OEM) 

17. D  Resellers/VARs/VADs/ 

Integrators/Distributors* 

(Computers/Communications) 

18. D  Other  (please  specify) 


06.  □  Media/TV/Cable/Radio/Print  13.D  Carriers/Voice/Data/ISP 


07. □  Retail/Wholesale  M.DWeb  Hosting/HSP 

TYade/Business  Services  15.DASP/SSP/MSP 

08.  □  Transportation 


*Attn  Consultants,  Integrators, 
Distributors,  Resellers:  Please  com¬ 
plete  form  based  on  ALL  clients  and 
your  own  business  needs 


P:  What  is  your  primary  job  function?  (check  one  only) 

S:  What  additional  job  functions  are  you  involved  in?  (check  all  that  apply) 

PS  PS 


□  1.  □  Network  Management 

□  2.  □  CICVCTO/1S/IT/MIS/ 

Systems  Management 

□  3.  □  LAN  Management 


□  4.  □  DataconVTelecom  Management 

□  5.  □  Internet/Intranet/Web/ 

E-Commerce  Management 

□  6.  □  Engineering  Management 


□  7.  □  Corporate  Management 

(CEO,  COO,  CFO,  Pres.,  VP, 
Dir.,  Mgr.) 

□  8.  □  Consultant  (Independent) 

□  9.  □  Other  (please  specify) 


What  is  the  estimated  value  of  network  equipment  and  services  that  you  specify, 
recommend,  or  approve  the  purchase  Of?  (Please  print  the  appropriate  number  code  on 
the  line  next  to  each  product  category.  Please  complete  ALL  categories  A-0.) 


1. 

$100  Million  or  more 

A 

Large  Systems 

H 

_ Intemet/Web/E-commerce 

2. 

$50  Million  to  $99.9  Million 

( Mainframes/Minis ) 

I 

Intranet/Extranet 

3. 

4. 

$25  Million  to  $49.9  Million 
$10  Million  to  $24.9  Million 

B 

_ Desktops 

( Micros/Laptops t  Workstations) 
_ Mobile 

(including  PDAs,  Wireless) 

J 

_ Internetworking 

(including  Routers,  Switches) 

5. 

$1  Million  to  $9.9  Million 

K 

_  Storage 

6. 

$100,000  to  $999,999 

D 

Servers 

L 

_ Remote  Access 

7. 

$50,000  to  $99,999 

E 

LANs 

M 

_ Peripherals 

8. 

Under  $50,000 

F 

_ WAN  Equipment 

N 

_ Software 

9. 

None  of  the  above 

G 

_ Carrier  Services 

O 

_ Service/Support  Services 

a 


What  is  the  total  number  of  sites  for  which  you  have  purchase  influence? 

(check  ONE  only) 


1.  D100+  2.  050  to  99  3.  □  20  to  49  4.  DIO  to  19  5.  □  2  to  9  6.  □  1  7.  □  None 


Subscription  Application 


Please  indicate  the  Web/Security/LAN/lnternetworking/Wireless/Mobile/WAN  Equipment/ 
Carrier  Services  that  you  are  currently  involved  in  purchasing  or  plan  to  purchase: 

(check  ALL  that  apply)  A.  Currently  involved  in  purchasing  B.  Plan  to  purchase 


□  01.  □  Web  Servers/Software 

□  02.  □  Web  Traffic  Management 

□  03.  □  Electronic  Commerce  Tools 


SECURITY  - 
A  B 


A  B 

□  04.  □  Web  Development  Tools 

□  05.  □  Web  Content  Management 

□  06.  □  Web  Collaboration/ 

Groupware 


□  07.  □  Web  Acceleration/Caching/ 

Load  Balancing 

□  08.  □  Web  Hosting  Services 

□  09.  □  Other 


□  10.  □  Firewalls 

□  1 1.  □  Anti-Virus  Software 

□  12.  □  Private  Key  Encryption  Tools 

LANs/I  NTERN  ETWORKI NG _ 

A  B 

□  19.  □  Fast  Ethernet 

□  20.  □  Gigabit  Ethernet 

□  21.  □  Layer  3-7  Switches 

□  22.  □  ATM  Switches 

□  23.  □  Routers 

□  24.  □  Network  Attached  Storage 

(NAS) 

□  25.  □  Storage  Area  Networks  (SANs) 

WIRELESS/MOBILE  _ 

A  B 


□  13.  □  DES  Enciyption  Tools 

□  14.  □  Authentication  Tools 

□  15.0  Intrusion  Detection 


□  16.  □  Certificate  Authorities 

□  17.  □  Biometrics 

□  18.  □  Other 


□  26.  □  Storage  Backup 

(Optical,  Disk,  Tape,  RAID) 

□  27.  □  Network  Test/Diagnostic 

Tools 

□  28.  □  Uninterruptable  Power 

Supplies  (UPS) 

□  29.  □  Network  Interface  Cards 

(NICs,  PCMCIA) 


A  B 

□  30.  □  Hubs/Intelligent  Hubs/ 

Stackable  Hubs 

□  31.  □  Cables, Connectors,  Baiuns 

□  32.  □  Wiringluber  Systems 

□  33.  □  Net  Management  Systems 

□  34.  □  Voice  Over  IP  (VoIP)  Tools 

□  35.  □  Network  Analyzers 

□  36.  □  Other  Local-Area  Network/ 

Internetworking 


□  37.  □  Wireless  LANS 

□  38.  □  Wireless/Cell  Phones 


WAN  EQUIPMENT - 

A  B 

□  43.  □  Frame  Relay  Equipment 

□  44.  □  Bandwidth  Managers 

□  45.  □  Bandwidth  Shaping/QOS 

Tools 

□  46.  □  VPN  Equipment 

□  47.  □  ATM  Switches 


CARRIER  SERVICES  . 
A  B 


A  B  A  B 

□  39.  □  Wireless  LAN  Extension  Tools  □  41.  □  PDAs 

□  40.  □  Mobile  Data  □  42.  □  Other  Remote/Wireless 

Equipment/Services 


□  48.  □  Voice/Video  over  IP 

Gateways 

□  49.  □  Modems 

□  50.  □  Cable  Modems 

□  51.  □  xDSL  Products 

□  52.  □  Diagnostit/Test  Equipment 


□  53.  □  DSUs/CSUs 

□  54.  □  PBXs 

□  55.  □  Call  Center  Tools 

□  56.  □  Videoconferencing  Gear 

□  57.  □  ISDN  Equipment/Services 

□  58.  □  Other  WAN 

Equipment/Services 


□  59.  □  Internet  Access 

□  60.  □  Private  Lines 

□  61.  □  Frame  Relay  Services 

□  62.  □  ADSl/DSL 

□  63.  □  T-l/T-3  Services 


□  64.  □  ATM  Services 

□  65.  □  Managed  Services 

□  66.  □  VPN  Services 

□  67.  □  LAN-Extension  Services 

□  68.  □  OC-3/OC-12 


□  69.  □  Wavelength  Services 

□  70.  □  Dark  Fiber 

□  71.  □  Other  Carrier  Services 

A  B 

None  of  the  above  (1  -  71)  □  72.  □ 


Please  indicate  the  Systems/Peripherals/Software/Applications/Business  Services 
that  you  are  currently  involved  in  purchasing  or  plan  to  purchase:  (check  all  that  apply) 

A.  Currently  involved  in  purchasing  B.  Plan  to  purchase 


SYSTEMS/PERIPHERALS  -  - . 

A  B 

□  01.  □  Laptops/Notebooks 

□  02.  □  Desktops 

□  03.  □  Intel-Based  Servers 

□  04.  □  Rise-Based  Servers 

□  05.  □  Print  Servers 

SOFTWARE/APPLICATIONS  _ 


□  06.  □  Fax  Servers 

□  07.  □  Remote  Access  Servers 

□  08.  □  Video  Servers 

□  09.  □  Mid-Range  Systems 

(including  workstations) 


□  10.  □  Mainframes 

□  11.  □  Printers 

□  12.  □  Enclosures/Racks/Fumiture 

□  13.  □  Other  Computers/ 

Peripherals 


A  B 

□  14.  □  Desktop/Server  Operating 

Systems 

□  15.  □  Network  Management 

□  16.  □  Systems  Management 

□  17.  □  Directory  Services 

□  18.  □  E-Mail 

□  19.  □  Groupware 


BUSINESS  SERVICES - 
A  B 


□  20.  □  Database  Management 

Systems 

□  21.  □  Customer  Resource 

Management  (CRM) 

□  22.  □  Enterprise  Resource 

Planning  (ERP) 

□  23.  □  XML  Tools 

□  24.  □  Desktop  Videoconferencing 


A  B 

□  25.  □  Middleware 

□  26.  □  Document  Management  Tools 

□  27.  □  Site  Metering  Tools 

□  28.  □  Software  Distribution  Tools 

□  29.  □  Data  Warehousing 

□  30.  □  Applications  Development 

Tools 

□  31.  □  Other  Software/Applications 


□  32.  □  Application  Service 
Provider  Services 


A  B  A  B 

□  33.  □  Systems  Integration/  □  35.  □  Other  Services 

Consulting  A  B 

□  34.  □  Education/Training  Services  ^one  above  (1-35)  □  36.  □ 


|7^  Please  indicate  the  platforms  that  are  currently  installed/planned:  (check  all  that  apply) 

A.  Currently  installed  B.  Planned  for  purchase 

NFTWORK  PROTOfm  S  _ 

A  B 

□  01.  □  TCP/IP  v4 

□  02.  □  TCP/IP  v6 

LAN/WAN  ENVIRONMENT 

A  B 

□  03.  □  SNA/APPC/APPN/LU6.2 

□  04.  □  Novell  IPX/SPX 

A  B 

□  05.  □  NETBIOS/NETBUEI 

□  06.  □  NFS 

□  07.  □  Other  Network  Protocols 

A  B 

□  08.  □  Gigabit  Ethernet 

□  09.  □  Switched  Ethernet 

□  10.  □  Fast  Ethernet 

□  11.  □  Ethernet 

□  12.  □  ATM 

nFSKTOP/SFRVFR  OPERATING  SYSTFMS 

A  B 

□  13.  □  Token  Ring/Token  Ring 

Switching 

□  14.  □  Layer  3-7  Switching 

□  15.  □  FDDI 

□  16.  □  Fibre  Channel 

□  17.  □  Wireless  LANs 

A  B 

■  □  18.  □  DSL 

□  19.  □  ISDN 

□  20.  □  Frame  Relay 

□  21.  □  Private  Line  Tl,  T3,  OC-3, 

OC-12 

□  22.  □  Other  LAN/WAN 

Environment 

A  B 

□  23.  □  Windows  2000 

□  24.  □  Windows  95/98 

□  25.  □  Windows  NT/Windows  2000 

□  26.  □  Novell  (NetWare  5.X,  4.X, 

3.X,  2.X) 

□  27.  □  LINUX 

A  B 

□  28.  □  Intel  based  UNIX 

□  29.  □  RISC  based  UNIX 

(inci.  SOLARIS) 

□  30.  □  IBM  MVS/VM/VSE/ESA 

□  31.  □  OS/400 

□  32.  □  Digital  VMS 

□  33.  □  Macintosh 

A  B 

□  34.  □  Palm  OS 

□  35.  □  Windows  CE 

□  36.  □  Other  Network  Operating 

System 

A  B 

None  of  the  above  (1-36)  □  37.  □ 

Continued  on  next  page... 


Continued  from  page  one... 


5. 

What  is  the  total  number  of  Servers/Clients  installed/planned  at  your  location/in  your 
entire  organization?  (check  ONE  box  in  each  column) 

SERVERS 

□  am 

At  Location  Entire  Org. 

At  Location 

Entire  Org. 

A 

8 

c 

D 

□  1.  50.000+ 

□ 

□ 

1. 

50,000+ 

□ 

□  2.  10,000  to  49,999 

□ 

□ 

2. 

10,000  to  49,999 

□ 

□  3.  1,000  to  9,999 

□ 

□ 

3. 

1,000  to  9,999 

□ 

□  4.  100  to  999 

□ 

□ 

4. 

100  to  999 

□ 

□  5.  50  to  99 

□ 

□ 

5. 

50  to  99 

□ 

□  6.  10  to  49 

□ 

□ 

6. 

10  to  49 

□ 

□  7.  1  to  9 

□ 

□ 

7. 

1  to  9 

□ 

□  8.  none 

□ 

□ 

8. 

none 

□ 

m 

What  is  the  estimated  number  of  employees  in  your  entire  organization/at  your 
location?  (check  ONE  in  each  section) 

A.  Entire  organization: 

1.  □  Over  20,000  5.  □  1,000  -  2,499 

2.  □  10,000-19,999  6.  □  500  -  999 

3.  □  5,000  -  9,999  7.  □  499  or  less 

4.  □  2500  -  4,999 

B.  At  your  location: 

1.  □  Over 20,000  6.  □  500  -  999 

2.  □  10,000-  19,999  7.  □  250  -  499 

3.  □  5,000  -  9,999  8.  □  100  -  249 

4.  □  2500  -  4,999  9.  □  99  or  less 

5.  □  1,000  -  2,499 

II. 

Which  of  the  following  hardware  platforms  are  installed/planned  in  your  company? 

(check  ALL  that  apply) 

A  -  Servers  B  -  Workstations/Desktops/Laptops 

1.  □  IBM  (Mainframes)  5.  □  Unisys  1  Q  §un  Microsystems  5.  □  Dell 

2.  □  IBM  RS/6000  6.  □  H-P  2.  □  H-P  6.  □  Gateway 

3.  □  IBM  AS/400  '•  O  Other  3  q  Compac^Digital  7.  □  Fujitsu 

4.  □  Compaq/Digital/  4.  □  IBM  8.  □  Other 

Tandem 

12. 

What  is  the  estimated  gross  revenue  of  your  entire  company/institution? 

(check  ONE  only) 

1.  □  $20  Billion  or  More  5.  □  $100  Million  to  $499.9  Million  9.D  $4.9  Million  or  Less 

2.  □  $10  Billion  lo  $19.9  Billion  6.  □  $50  Million  to  $99.9  Million  10X11  None  of  the  above 

3.  □  $1  Billion  to  $9.9  Billion  7.  □  $10  Million  to  $49.9  Million 

4.  □  $500  Million  to  $999.9  Million  8.  □  $5  Million  to  $9.9  Million 

1  /  ]  What  is  your  scope  and  involvement  in  purchasing  decisions  tor  network  products 

and  services  for  your  enterprise? 

A.  Scope  (check  ONE  only) 

CORPORATE/ENTERPRISE: 

LO  Entire  Enterprise/  Division/Multiple 

Multiple  Enterprises  Divisions 

B.  Involvement  (check  ALL  that  apply) 

1.0  Create  Network/IT  4.0  Evaluate 

Strategy  Products/Services 

2.0  Recommend/Specify  5.0  Determine  the  Need 

Brand  6.0  None 

3.0  Approve  Purchase 

2.0  Multinational  4.D  Department 

Enterprise  5.0  None 

Sign  Up  and  Start  Immediately  Receiving  our 
FREE  Weekly  e-Newsletter  This  Week  on  NWFusion 
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Takes 

■  IBM  recently  unveiled  servers  that 
will  let  Windows  and  Linux  shops  ex¬ 
ploit  the  kinds  of  fault-tolerance  and 
scalability  features  more  commonly 
found  in  mainframes  and  high-end 
Unix  machines.  IBM's  eServer 
xSeries  machines,  previously 
known  as  "Summit,’'  are  designed  to 
give  customers  a  new  way  to  central¬ 
ize  their  computing  systems  and  sup¬ 
port  more  demanding  applications. 

The  first  xSeries  machine  will  ship  in 
a  3U  (5.25-inch-high)  configuration 
and  come  powered  by  up  to  16  Intel 
Foster  processors,  the  next  iteration 
of  Intel’s  32-bit  architecture.  That’s 
twice  as  many  processors  as  in  com¬ 
parable  servers.  Later  versions  of  the 
xSeries  machines  will  run  on  Intel's 
upcoming  64-bit  McKinley  processors. 
The  servers  support  Windows  NT, 

2000  and  DataCenter  and  Linux,  and 
can  be  partitioned  by  processor  to 
increase  performance.  Support  for 
Active  PCI-X  lets  IT  managers  re¬ 
place  PCI  or  PCI-X  adapters  without 
shutting  servers  down.  Pricing  and 
availability  have  not  been  set.  www. 
ibm.com 

■  Qlogic  recently  revealed  a  storage- 
area  network  kit  that  lets  network 
managers  build  SANs  for  small  or 
midsize  businesses.  The  "SAN  in  a 
Can"  contains  a  Fibre  Channel  switch, 
four  host  bus  adapters.  SAN  manage¬ 
ment  software,  preterminated  cables 
and  fiber-optic  connectors.  The  SAN 
Connectivity  Kit  1000  is  available 
now  for  $10,000.  www.qlogic.com 

■  Dell  last  week  introduced  its 

PowerEdge  1500SC,  a  dual-proces¬ 
sor  midrange  server  with  a  base  price 
of  $1,400.  The  server  contains  Server- 
Works’  HE-SL  chip  set,  which  sup¬ 
ports  an  Intel  1.13-GHz  Pentium  III 
processor,  and  an  Intel  PRO/1000  XT 
Gigabit  Ethernet  network  connection 
on  the  motherboard.  Standard  fea¬ 
tures  include  error  checking  and  cor¬ 
recting  memory,  hot-plug  hard  drives 
and  a  hardware  monitor  that  automat¬ 
ically  reboots  the  system  in  case  of  a 
failure  in  the  operating  system. 
www.dell.com 
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■  TCP/IP,  LAN/WAN  SWITCHES 

■  ROUTERS  ■  HUBS 

■  ACCESS  DEVICES  ■  CLIENTS 

■  SERVERS  ■  OPERATING  SYSTEMS 

■  VPNS  ■  NETWORKED  STORAGE 


Users  wary  of  Nortel’s  woes 

Vendor’s  recent  moves  prompt  customers  to  reevaluate  relationships. 


■  BY  PHIL  HOCHMUTH 

Nortel’s  recent  market  woes  and  cor¬ 
porate  reorganizing  have  caused  some 
long-time  Nortel/Bay  Networks  cus¬ 
tomers  to  jump  ship,  while  others  loyal  to 
Nortel  say  they  will  put  the  vendor  under 
close  scrutiny. 

It’s  been  a  bad  year  for  Nortel,  which 
has  cut  50,000  workers  and  watched  its 
stock  price  shrink  more  than  90%  since 
January.  And  when  Nortel  last  month 
announced  a  record  third-quarter  loss 
of  $3.6  billion,  the  company  also  out¬ 
lined  a  technology  restructuring  plan 
that  made  some  Nortel  enterprise  cus¬ 
tomers  nervous. 

Among  the  three  technologies  Nortel 
says  it  will  focus  on  —  long-haul  optical, 
metropolitan-area  networks  (MAN)  and 
wireless  —  enterprise  network  gear  was 
conspicuously  absent  from  vendor’s  vision. 

That  absence  didn’t  go  unnoticed  by  Nor¬ 
tel’s  enterprise  customers,  and  users  have 
differing  opinions  on  how  closely  they  will 
ally  themselves  with  the  company  going 
forward. 

With  more  than  $50  million  invested  in 
Nortel  gear  over  the  past  few  years,  Sheng 
Guo,  CTO  for  the  State  of  New  York  Court 
System,  doesn’t  like  to  hear  bad  news 
about  his  main  vendor. 


While  Sheng  Guo,  CTO  for  the  State  of  New 
York  Court  System,  will  continue  using  Nortel 
products,  but  will  keep  a  close  eye  on  sup¬ 
port  quality. 

New  York’s  state  courts  have  used  Nortel 
and  Bay  equipment  for  almost  seven 
years  (Nortel  acquired  Bay  in  1998).  Re¬ 
cently,  the  court  system  installed  an  OC-3 
network  of  Nortel  Passport  8600  switches 
with  packet-over-SONET  modules  to  link 
offices  and  courthouses  in  upstate  New 
York  for  high-speed  data  transfers  and 
wide-area  videoconferencing.  The  court 
system  is  also  in  the  middle  of  rolling  out 
optical  dense  wave  division  multiplexing 
technology  in  the  Manhattan  area  to  con¬ 


nect  court  buildings  in  the  city  on  a  multi- 
Gigabit  Ethernet  ring. 

“While  their  recent  financial  trouble  is  a 
cause  of  concern  to  us,  it  is  important  that 
[Nortel]  continue  to  provide  the  technolo¬ 
gy  we  need.  It  is  even  more  important  that 
they  provide  the  highest  level  of  support 
when  we  run  into  problems,”  Guo  says. 

So  far,  Nortel  has  done  a  good  job  of 
keeping  Guo  and  his  staff  updated  on  its 
strategy  and  product  offerings.  Guo  adds 
that  he  was  impressed  recently  with 
Nortel’s  support  during  the  World  Trade 
Center  attacks,  when  the  vendor  sent  a 
“SWAT  team”  of  engineers  to  help  the 
court  system  set  up  an  emergency  voice- 
over-lP  network  to  circumvent  downed 
telephone  lines  as  a  result  of  the  attacks. 

Scrutinization 

Despite  his  good  feelings  about  Nortel, 
Guo  realizes  that  a  company  that  ends 
the  year  with  half  the  employees  it  had  at 
the  beginning  needs  to  be  scrutinized. 

“We  will  continue  to  use  Nortel  products 
while  closely  monitoring  the  company’s 
performance,”  he  says. 

At  the  University  of  California  at  Berkeley, 
the  change  from  Nortel  to  other  switch 
vendors’ wares  began  before  the  pink  slips 
started  flying  and  red  ink  was  dripping  at 
See  Nortel,  page  16 


NetBotz  surveys  physical  environment 

Appliance  and  software  family  monitors  servers  and  network  facilities. 


■  BY  DENI  CONNOR 

AUSTIN,  TEXAS  —  With  an  eye  toward 
helping  network  managers  monitor  intru¬ 
sions  and  protect  equipment  investments, 
NetBotz  rolled  out  several  new  hardware 
appliances  and  software  that  can  be  used 
to  monitor  and  manage  the  environmental 
conditions  of  network  gear,  servers  and 
equipment  rooms. 

Normally,  server  room  equipment  is  envi¬ 
ronmentally  monitored  by  software  resid¬ 
ing  individually  on  a  server, switch  or  other 
network  gear,  rather  than  from  a  consoli¬ 
dated  interface.  Separately  mounted  sur¬ 
veillance  gear  detects  equipment  room 
intrusions.  With  NetBotz’s  equipment,  these 
functions  have  been  incorporated  into  sin¬ 
gle  rack-  or  wall-mounted  devices. 


With  that  in  mind,  the  company  last  week 
introduced  NetBotz  Surveillance,  Branch 
Checker, WallBotz  400  and  RackBotz  400. 

NetBotz  Surveillance  lets  network  man¬ 
agers  monitor  and  take  pictures  of  intrud¬ 
ers  to  the  physical  environments  surround¬ 
ing  local  or  remote  network  equipment 
and  servers.  The  software  is  used  with  Net¬ 
Botz  Central,  a  software  application  that 
lets  users  view,  store  and  report  motion  in 
server  rooms  and  camera  data  collected 
by  NetBotz  appliances  physically  located 
with  the  network  equipment. 

The  Surveillance  package  stores  photos 
and  generates  alarms  when  it  detects 
motion  or  when  the  duration  of  the  motion 
exceeds  a  preset  level.  They  also  report 
information  to  network  and  system  man- 
See  NetBotz,  page  16 


Security  monitoring 

The  NetBotz  Surveliance  device  lets 
users  monitor  server  room  humidity 
and  temperature. 

•  1U  (1.75-inch)  high. 

•  SNMP-compliant. 

•  Monitors  door  and  audio  alerts,  such 
as  smoke  alarms. 

•  Built-in  camera  for  monitoring 
motion. 


•  Alerts  can  be  sent  to  e-mail  system. 
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A  few  words  on  campus  wireless 


There’s  no  dearth  of  columnist  verbi¬ 
age  on  wireless  these  days,  although 
the  lion’s  share  of  that  seems  to  cen¬ 
ter  around  security-related  issues.  While 
security  concerns  are  not  unimportant, 
they’re  hardly  the  only  issues  that  enter¬ 


prise  architects  need  to  consider.  In  this 
column,  we’ll  consider  others. 

Before  we  do,  though,  a  point  of  techno¬ 
etiquette.  When  in  the  presence  of  a  repre¬ 
sentative  of  the  Wireless  Ethernet  Com¬ 
patibility  Alliance  (www.wi-fi.org),  do  NOT 


PowerQuest  PowerManage  Suite™  provides  IT  professionals  with  a  data 
availability  solution  for  enterprise-wide  Windows®  2000  and  NT®  Servers.  This 
suite  is  a  comprehensive  set  of  products  that  allows  you  to  prevent  storage 
problems  before  they  occur,  minimize  system  downtime  in  the  event  of  a 
problem,  and  reduce  the  overall  cost  of  network  storage  administration. 


PowerQuest  PowerManage  Suite 


includes: 


PowerQuest  PowerExpert  ST™ 

•  Monitor,  manage  and  enforce  disk  storage  limits  in  real  time  to  maximize 
disk  space 

•  Generate  standard  and  customizable  reports  on  all  major  storage  criteria 

•  Capacity  plan  by  recording  storage  usage  over  time  to  estimate  future 
storage  requirements 


PowerQuest  VolumeManager™ 

•  Easily  resize,  reconfigure,  check,  format,  delete  and  copy  volume  sets 

•  Reconfigure  and  add  drives  to  your  RAID  storage 

•  Securely  shred  partitions  to  protect  your  valuable  data 


PowerQuest  StorageMonitor™  (included  in  VolumeManager) 

•  View  volume/partition  and  server  information  domain-wide  via  a  web  browser 

•  Receive  automatic  threshold  notification  via  e-mail  or  pager 


Combine  these  products  with  PowerQuest’s  consulting,  training  and  education, 
and  premium  support,  and  it’s  no  wonder  that  77%  of  Fortune  500  companies 
and  over  4  million  satisfied  customers  rely  on  PowerQuest  solutions. 


To  find  out  more  about  PowerQuest  Storage  Management  Solutions, 
or  to  receive  a  FREE  demo  of  PowerQuest’s  PowerManage  Suite,  call  us 
today  at  1-800-379-2566,  or  simply  visit  us  at 
www.powerquest.com/powermanage/nww 


C2001  PowerQuest  Corporation  All  rights  reserved  All  brand  end  product  names 
ere  trademarks  or  registered  trademarks  of  then  respective  owners.  The 
PowerQuest  products  may  be  protected  under  U  S  and  International  patent  law  or 
pendmg  patents 


Proven  Solutions  for  Storage  Management 


Many  Companies  predict 
Storage  problems,  but 


how  many  can 


solve 


them  before  they  occur? 


www.nwfusion.com 


make  the  mistake  I  always  make  and  refer 
to  this  technology  as  802.1  lb.  Should  you 
commit  this  faux  pas,  you  will  be  sternly 
reminded  that  the  technology  should  be 
called  “WiFi.”  (This  is  not  a  joke.)  To  further 
support  this,  you’ll  be  reminded  that  we 
speak  of  "Ethernet,”  not  802.3. 

Everyone  can  relate  to  the  benefits  of  un¬ 
tethered,  networked  computing.  For  net 
managers,  it  means  the  ability  to  instantly 
bring  new  users  online  without  running 
cable  or  dealing  with  switch  port  counts. 
For  users,  it  means  being  able  to  virtually 
bring  their  entire  work  environment  with 
them  to  a  conference  room,  another  floor 
or  another  building  on  campus.  But  is  it 
really  the  panacea  that  it  seems? 

Well,  like  all  technologies,  wireless  brings 
with  it  a  series  of  trade-offs.  Let’s  get  the 
worst  trade-off  out  of  the  way  first. 

Unlike  its  wired  cousin,  the  LAN  switch, 
the  wireless  access  point  offers  a  shared 
network.Think  of  it  as  a  wireless  hub. Thus, 
rather  than  100M  bit/sec  dedicated  to  each 
client,  we  have,  with,  ahem,  WiFi  a  maxi¬ 
mum  of  1 1M  bit/sec  shared  among  users. 

The  access  mechanism,  like  shared  Ether¬ 
net,  is  based  on  a  collision  scheme.  Thus, 
congestion  situations  can  develop  quickly 
if  multiple  users  are  attempting  to  stream 
data.  Work  is  under  way  to  impose  a  more 
controlled  access  mechanism. 

With  wired  infrastructures,  your  Fast 
Ethernet  link  runs  at  100M  bit/sec  or  does¬ 
n’t  run  at  all. That’s  not  the  case  with  wire¬ 
less.  As  the  distance  between  client  and 
access  point  increases,  the  signal  weakens 
—  the  wireless  client-access  point  duo 
automatically  ratchets  down  the  transmis¬ 
sion  speed. This  is  sort  of  a  real-time  rever¬ 
sal  of  modem  speed  negotiation.  So  your 
1 1 M  bit/sec  link  quickly  may  negotiate  its 
way  down  to  5.5M.2M  or  1M  bit/sec  as  con¬ 
ditions  deteriorate. 

Wireless  is  now  getting  a  big  bandwidth 
bump  with  the  introduction  of  54M-bit/sec 
technology  based  on  the  IEEE  802.11a 
standard. 

However,  where  Ethernet  network  inter¬ 
face  cards  (NIC)  and  switches  are  always 
dual-speed  10/100,  that's  not  the  case  with 
wireless.The  802.1  la  technology  uses  a  dif¬ 
ferent  radio  than  its  802. 1 1  b  cousin.  It  oper¬ 
ates  in  the  5-GHz  range  as  opposed  to 
802.1  lb’s  2.4-GHz  range. 

A  dual-speed  wireless  NIC  would  need 
two  radios  —  not  something  you’re  likely  to 
see.  So  architects  managing  mixed  net¬ 
works  will  have  to  plan  to  install  access 
points  with  two  radios.  Some  already  sup¬ 
port  this,  others  don’t. 

Such  issues  are  bound  to  surface  again  in 
the  next  few  weeks  as  leading  vendors 
such  as  Cisco,  Foundry  Networks  and  Ex¬ 
treme  Networks  jump-start  a  six-city  State 
of  the  LAN/MAN  tour  (see  www.nwfu 
sion.com,  DocFinder:  7027). 

Tolly  is  president  of  The  Tolly  Group,  a 
strategic  consulting  and  independent  test¬ 
ing  company  in  Manasquan,  NJ.  He  can  be 
reached  at  ktolly@tolly.com  or  www 
.tolly.com. 


Getting  a  Thud  for  Your  Buck?  Learn  How 
Performance  and  Availability  Management  Creates  a  Bang. 


Network  World’s  Aligning  Performance  and  Availability  Management  with  Your  Corporate  Strategy7  Seminar 

Trying  to  figure  out  the  ROI  of  your  network  and  applications  is  challenging,  to  say  the  least. This  one-day  seminar  gives 
you  the  tools  you  need,  as  well  as  the  latest  white  papers  and  research,  to  assess  your  network  and  its 
performance  level.  Industry  expert  Dennis  Drogseth  offers  up  his  years  of  experience  to  help  you  get  a  better  return  on 
your  network  investment  and  pick  the  best  performance  and  availability  management  solution  for  you.  Start  getting  more 
for  your  money  with  Network  World's  Performance  and  Availability  Management  seminar. 

Learn  how  to: 

■  Maximize  business  potential  through  performance  and  availability  management. 

■  Decipher  results  from  performance  and  availability  testing. 


,  NetworkWorM 

SEMINARS&EVENTS 


■  Use  testing  to  better  understand  system  resources,  including  assessing 
capacity  and  application  upgrade  needs. 

■  Determine  which  tools  are  right  for  you. 

S  Realize  the  risks  of  not  testing  network  applications  and  capacity,  including 
slowdowns  in  network  response  time  for  your  customers. 

■  Develop  best-of-class  root  cause  intelligence  automation. 

■  Monitor,  analyze  and  prioritize  your  business  and  network  management  needs  to 
ensure  responsive  service. 

B  Prepare  for  the  convergence  of  performance  and  availability  management. 

Who  should  attend: 

■  Network  Directors  BIS/IT/MIS  Managers 


February  6  -  San  Jose,  CA 


Silicon  Valley  Conference  Center 

February  7  -  Denver,  CO 
Hyatt  Regency,  Downtown 

February  12  -  Washington,  DC 
Marriott  Metro  Center 

February  13  -  New  York,  NY 
NY  Marriott  Marquis 


■  IT  Directors  ^Corporate  and  Consulting  Managers 

■  Network  Managers  ^CIOs,  CFOs  and  CTOs 

presenter: 

Dennis  Drogseth  is  a  director  at  Enterprise  Management  Associates, 
a  leading  analyst  and  market  research  firm  focused  on  management 
software  and  services.  Drogseth  focuses  on  aspects  of  enterprise  and 
service  provider  management  requirements.  Currently,  he  is  researching 
managing  the  network  as  a  delivery  system  for  services,  and  changing 
IT  roles.  His  18  years  of  experience  in  high-tech  includes  positions  at 
IBM  and  Cabletron. 


About  the 


Platinum  Presenting  Sponsors 


Net^oS 

Performance  Experts  Ww- 


Seating  is  limited.  Register  today  using  your  VIP  Code:  PAM1  at 
www.networkworld.com/seminars/performancemgt  or  call  1-800-643-4668. 

To  Sponsor  this  Network  World  event,  please  contact  Andrea  D'Amato  at  508-490-6520  or  adamato@nww.com. 


Receive  the  newly-released  “Network  Performance  Management”  or  “Root  Cause 
and  Topology”  Research  Reports.  Be  one  of  the  first  50  people  in  each  city  to  register 
and  pay  for  this  event  to  become  eligible  to  win  either  of  these  100+  page  reports. 

A  $6,000  Value!  2  winners  will  be  chosen  from  each  city.  Eligibility  includes  your  $499 
paid  registration  and  presence  at  the  drawing. 


It’s  no  secret  that  higher-performing  —  and  more  demanding  —  business  applications  and 
technologies  are  on  the  way.  And  it’s  no  secret  that  a  PC  powered  by  the  Intel®  Pentium  4 


processor  provides  the  headroom  you  need  to  stay  ready  for  anything.  The  Intel  Pentium  4  processor  — 
performance  with  purpose.  Visit  www.intel.com/info/pentium4  for  more  information. 
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Vendors  lower  Gigabit  Ethernet  price  bar 


■  BY  PHIL  HOCHMUTH 

Netgear  and  D-Link  Systems  re¬ 
cently  debuted  an  array  of  cop¬ 
per-based  Gigabit  Ethernet  prod¬ 
ucts,  some  with  a  per-port  price 
tag  as  low  as  $90. 

The  new  lOOOBase-T  switches 
and  network  interface  card  (NIC) 
could  be  used  by  businesses 
looking  to  boost  their  LAN  band¬ 
width,  but  which  can’t  afford  to 
buy  expensive  fiber-optic  cabling 
and  hardware  to  support  Gigabit 
Ethernet.  Larger  companies 
could  use  the  products  to  expand 
their  copper  Gigabit  connections 
inexpensively. 

With  copper-based  Gigabit 
Ethernet  products  shipping  for 
more  than  a  year  now,  the  signifi¬ 
cance  of  these  new  products  is 
not  so  much  what  they  do,  but 
what  they  cost.  At  $90,  Netgear’s 
new  NIC  is  the  lowest-cost  prod¬ 
uct  of  its  kind,  while  Netgear's 


switches  cost  between  $91  and 
$97  per  Gigabit  port.  D-Link’s 
switch  is  in  the  same  price  range, 
at  around  $100  per  port. 

Netgear’s  GS516T  and  the 
GS524T  switches  provide  16  and 
24  unmanaged  Layer  2  Gigabit 
Ethernet  ports  that  work  with 
Category  5  wiring.  All  ports  on  the 
switches  can  autosense  10/100/- 
1000M  bit/sec  connections.  The 
Netgear’s  FS309T  and  FS509T 
switches  provide  eight  10/100 
links,  with  a  single  lOOOBase-T  up¬ 
link  port. 

D-Link’s  lOOOBase-T  switch,  the 
DGS1008-T,  comes  with  eight 
Layer  2,  unmanaged  copper  Giga¬ 
bit  ports  which  can  also  auto¬ 
sense  lOM-bit/sec  and  Fast  Ether¬ 
net  links. 

Netgear’s  16-  and  24-port 
switches  and  D-Link’s  eight-port 
box  could  be  used  to  connect 
servers  in  a  small  data  center, 
while  Netgear’s  two  10/100 


Cheap  speed 

While  the  average 
Gigabit  Ethernet  port 
cost  $544  in  03  of  this 
year,  some  vendors 
offer  lOOOBase-T 
products  for  as  low  as 

$90 

per  port. 

SOURCE:  DELL’  ORO  GROUP 


switches  are  designed  to  con¬ 
nect  workgroups  and  uplink  to  a 
backbone  over  Gigabit  Ethernet. 

Netgear  also  announced  the 
GA302T,  a  32-bit,  copper  Gigabit 
Ethernet  NIC  that  is  targeted  for 
desktop  users  who  require 
1000M  bit/sec  network  connec¬ 
tions,  such  as  database  file  ana¬ 
lysts,  graphic  artists  or  computer- 


assisted  design  engineers. 

While  running  Gigabit  Ether¬ 
net  over  Cat  5  wire  has  its  limita¬ 
tions  —  such  as  a  328-foot  maxi¬ 
mum  cable  reach  and  incom¬ 
patibility  with  older  copper 
cabling  types  —  companies  are 
starting  to  use  the  technology 
for  running  Gigabit  connections 
to  desktops,  connecting  work¬ 
group  switches  to  a  local  server 
or  for  server  connections  in  a 
data  center. 

Low-cost  copper  Gigabit  server 
adapters  (some  costing  less  than 
$150),  now  available  from  com¬ 
panies  such  as  3Com,  Asante, 
Intel  and  Netgear,  have  helped 
lOOOBase-T  server  connectivity 
catch  on. 

With  the  average  Gigabit  Ether¬ 
net  switch  port  costing  about 
$544,  according  to  third-quarter 
2001  numbers  from  the  Dell’Oro 
Group,  companies  can  see  big 
savings  by  going  with  lOOOBase- 


T  to  add  Gigabit  Ethernet  to  seg¬ 
ments  of  a  network. 

According  to  Dell’Oro,  more 
customers  are  buying  into 
lOOOBase-T  technology  as  ship¬ 
ments  of  copper  Gigabit  Ethernet 
ports  were  up  10%  in  the  third 
quarter  of  2001. 

The  GS516T  is  priced  at 
$1,590,  while  the  GS524T  costs 
$2, 190.  The  FS309T  and  FS509T 
workgroup  switches  cost  $200 
and  $290,  respectively,  while  the 
GA302T  NIC  costs  $90.  D-Link’s 
DGS1008-T  costs  $880.  All  prod¬ 
ucts  are  available  now. 

Netgear:  www.netgear.com; 

D-Link:  www.dlink.com 


Subscribe  to  our  free  newsletter. 
DocFinder  5434  www.nwfusion.com 


Nortel 

continued  from  page  11 
Nortel  this  year. 

“Nortel’s  problems  are  little  bit  of  a  con¬ 
cern  to  me,” says  Fred  Archibalds  network 
manager  at  the  university’s  computer  sci¬ 
ence  departmental  have  a  whole  pile  of 
Nortel  stuff  here." 

Archibald’s  group  has  used  Nortel 
equipment  for  several  years,  including 
Accelar  and  Passport  switches  at  the  core, 
and  BayStack  switches  for  workgroups  — 
but  that’s  changing,  he  says. 

He  has  purchased  switches  from  Ex¬ 
treme  Networks  in  an  effort  to  nudge  out 
his  Accelar  and  Passport  switches  in  the 
core.  In  addition  to  what  Archibald  calls 
“performance  issues”  with  Nortel  switches, 
his  biggest  worry  about  the  vendor  is  the 
effect  Nortel’s  cutbacks  may  have  on  its 
customer  support. 

“Wherever  they’re  cutting  back,  it  can’t 
be  good,”  he  says.  “Some  of  their  support 
hasn’t  been  that  great,  and  what  they’re 
doing  now  can’t  make  it  get  any  better.” 

While  Archibald  thinks  Nortel  can  make 
a  go  of  the  product  areas  the  company 
says  it  will  focus  on  —  long-haul  optical, 
wireless  and  MANs  —  he  doesn’t  foresee 
those  kinds  of  technologies  being  rolled 
out  in  his  department  in  the  near  future. 

Abandon  ship? 

Nortel  has  been  one  of  the  hardest  hit 
during  the  enterprise  market’s  recent  strug¬ 
gles,  the  time  hasn’t  come  to  abandon  the 
t  >  mipany  just  yet, says  Phil  Kwan,  associate 
director  of  network  infrastructure  at  Incyte 
Genomics  in  Palo  Alto.  Still,  Kwan  is  hedg¬ 


I  k  We  use  a  lot  of  [Nortel's]  larger  chassis 
based  [boxes],  and  we  do  have  plans  to 
continue  to  use  them. 1 9 


Phil  Kwan 

Associate  director  of  network  infrastructure, 
Incyte  Genomics 


ing  his  bets. 

“Incite  is  and  always  has  been  a  multi¬ 
vendor  type  of  company?’  Kwan  says.  “We 
protect  ourselves  from  things  like  this  by 
having  multiple  vendors  in  our  core  infra¬ 
structure.”  Incite  uses  switches  mostly 
from  Nortel  and  Foundry  Networks  in  its 
Gigabit  Ethernet  backbone. 

“We  use  a  lot  of  [Nortel’s]  larger  chassis- 
based  [boxes] ,  and  we  do  have  plans  to 
continue  to  use  them,”  he  says. 


of  keeping  up  with  what  new  products 
and  equipment  features  the  company  has 
coming  out. 

He  says  Nortel  is  committed  to  growing 
its  enterprise  business  and  improving  its 
products. 

“If  they  were  to  drop  all  of  those  plans  . . . 
then  I’d  say  we  would  probably  be  a  little 
bit  more  concerned,  and  we’d  probably 
look  for  a  secondary  provider  other  than 
Nortel  if  that  was  to  happen,”  he  says.  ■ 


Pieces  and  parts 

While  Kwan  says  Nortel  equipment 
performs  well,  the  company’s  troubles 
may  affect  how  fast  it  can  get  products  to 
customers. 

“We  have  noticed  in  the  last  couple 
months  that  getting  parts  —  such  as  blades 
for  extra  gigabit  ports  —  has  been  a  lot 
slower  than  we’d  like  it  to  be,"  he  says. 

As  to  whether  he  has  doubts  about  Nor¬ 
tel’s  future  in  his  network, “I’d  say  we’re  not 
too  concerned," Kwan  says.“We  know  Nor¬ 
tel  is  a  fairly  large  company” 

Kwan  works  closely  with  Nortel  in  terms 


More  online! 

Link  to  our  Nortel  forum  and  read  what  other  Nortel 
users  think  about  the  vendor's  troubles. 
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NetBotz 

continued  from  page  11 

agement  frameworks  such  as  Computer 
Associates  Unicenter  TNG,  Hewlett-Pack¬ 
ard  OpenView  or  Ipswitch  WhatsUp  Gold. 

NetBotz  Branch  Checker  software 
monitors  the  round-trip  communication 
between  headquarters  and  remote 
offices  to  determine  domain  name  ser¬ 
vices,  e-mail  and  Web  services  are  oper¬ 
ating  correctly.  It  generates  alarms  to  e- 
mail  or  systems  management  frame¬ 
works  if  any  of  these  forms  of  commu¬ 
nication  are  disrupted. 

In  addition  to  NetBotz  Surveillance  and 
Branch  Checker,  NetBotz  is  introducing 
WallBotz  and  RackBotz  400,  new  versions 
of  its  network  monitoring  appliances. 
These  appliances  sit  in  the  rack  enclo¬ 
sure  or  on  the  wall  and  monitor  varia¬ 
tions  in  the  temperature  and  humidity,  as 
well  as  airflow  of  servers  and  other  net¬ 
work  gear  and  generate  alerts  if  thresh¬ 
olds  are  exceeded. 

The  hardware  has  motion-detection  fea¬ 
tures  and  seven  external  sensor  ports  for 
attaching  equipment  and  a  digital  port.  If 
power  or  network  connectivity  is  lost  to  a 
NetBotz  400  appliance, the  digital  port  will 
dial  out  to  a  technician’s  pager. 

The  WallBotz  and  RackBotz  run  a  soft¬ 
ware  operating  system  called  BotzWare. 
They  compete  with  products  such  as 
sensorArray  from  Uptime  Devices. 

The  WallBotz  and  RackBotz  are  avail¬ 
able  immediately  for  $  1 ,500  each.  NetBotz 
Surveillance  costs  $3,750  while  NetBotz 
Branch  Checker  is  priced  at  $200. 

NetBotz:  www.netbotz.com 


Introducing  the  RS  16000  from  Riverstone  Networks. 


It’s  the  new  generation  of  router  built  expressly  for 
Gigabit  and  10-Gigabit  Metropolitan  Area  Networks. 


The  chassis-based  RS  16000  delivers  up  to  60  wire- 


speed  Gigabit  ports,  along  with  10-Gigabit  Ethernet 


and  CWDM  uplinks  all  in  5  rack  units  —  that’s  70%  more 


Gigabit  ports  per  rack  inch  than  the  nearest  competitor. 


For  service  providers,  this  means  more  revenue  per 


rack  and  lower  operating  costs. 


But  the  RS  16000  is  more  than  the  highest  density  router 


in  the  industry.  As  a  full-function,  Internet-caliber  metro- 


optimized  router,  it  also  delivers  rich  service  creation 


capabilities.  Through  hardware-based  MPLS,  bandwidth 


carving,  and  extensive  billing  and  accounting,  the  RS  16000 


converts  raw  bandwidth  into  profitable  services  for  carriers 


throughout  the  Metropolitan  Area  Network. 


Contact  Riverstone  Networks  at  1-877-778-9595  or  visit 


riverstonenet.com/nww  to  see  how  we’re  changing  the 


rules  in  the  Metro. 


Bandwidth  with  Brains 


The  lowest  TCO 
in  the  storage  industry? 

EMC,  FYI. 


We’re  doing  more  than  anyone  else  in  the  industry  to  lower  the 
Total  Cost  of  Ownership  of  storage  infrastructure. 


To  see  actual  case  studies  that  show  how  we’re  accomplishing 
that,  check  out  www.EMC.com/goodnews 


EMC2 

where  information  lives 


■  Covalent  Technologies  earlier  this 
month  released  a  version  of  its  Web 
server  based  on  Apache  2.0,  even 
though  the  official  keepers  of  Apache 
claim  Version  2.0  is  still  in  beta  testing. 
Covalent’s  Enterprise  Ready  Server 
product  is  based  on  the  code  for  the 
next  version  of  Apache,  an  open 
source  Web  server,  with  proprietary 
features  for  easier  management  and 
credit  card  processing.  The  new  ver¬ 
sion  of  Enterprise  Ready  Server  also 
includes  management  features  that 
let  a  Web  page  administrator  config¬ 
ure  and  update  a  large  number  of 
identical  Web  pages  at  once.  While  a 
release  date  for  Apache  has  not  yet 
been  set,  it  will  feature  faster  perfor¬ 
mance  and  improved  Windows  com¬ 
patibility.  The  software  is  developed 
by  Apache.org,  a  group  of  open 
source  programmers,  many  of  whom 
are  employees  at  Covalent.  Apache 
2.0  was  supposed  to  have  debuted  a 
year  ago,  but  only  entered  the  beta 
stage  in  April  2001.  Apache  competes 
with  Microsoft’s  Internet  Information 
Server,  and  Sun's  iPlanet  Web  server, 
www.cova lent.com 

■  XDegrees  last  week  introduced 
the  XDegrees  System  for  creating  a 
secure  network  for  exchanging  infor¬ 
mation  across  a  distributed  enter¬ 
prise  environment  or  with  enterprise 
partners.  The  system  puts  a  Web 
overlay  on  file  systems,  letting  users 
tag  documents  for  sharing  and  as¬ 
signing  unique  URLs  to  those  docu¬ 
ments.  The  URL  provides  access  via 
a  Web  browser  or  the  XDegrees 
client,  a  piece  of  software  that 
allows  peer-to-peer  transfer  of  infor¬ 
mation.  The  system  also  can  be 
used  for  information  sharing 
between  applications.  XDegrees  is 
integrated  with  Microsoft  Outlook 
and  Office,  and  .Net  Alert,  a  notifi¬ 
cation  service,  and  Passport,  an 
authentication  service.  The 
XDegrees  server  runs  on  Windows 
NT,  Sun  Solaris  and  Linux.  The  client 
runs  on  the  same  platforms  plus 
Macintosh.  A  deployment  of  100 
seats  is  priced  at  around  $100,000. 


Taking  control  of  Web  chaos 


■  BY  ANN  BEDNARZ 


Streamlining  online  operations 

Users  and  analysts  share  their  advice  on  building  a  better  Web  site. 


After  years  of  building  Web  sites  with  little 
regard  for  standardization,  users  and  indus¬ 
try  experts  agree  it’s  time  for  companies  to 
clean  up  their  Web  acts. 

Just  ask  Emerson  Electric,  which  after  let¬ 
ting  its  60  divisions  develop  their  own  Web 
sites  with  their  own  tools  now  has  stan¬ 
dardized  on  two  Web  development  plat¬ 
forms.  Or  Barclays  Global  Investors,  which 
scrapped  its  five  regional  sites  for  one  cen¬ 
tral  site. 

Driving  the  case  for  consolidation  is  the 
desire  to  make  more  efficient  use  of  IT 
resources.  If  companies  limit  the  number 
of  software  programs  they  deploy  they  can 
decrease  IT  support  costs.  Adopting  a  cor¬ 
poratewide  system  for  Web  content  can 
lessen  companies’  dependence  on  time 
consuming,  manual  Web  publishing  tools 
as  well  as  reduce  marketing  inconsisten¬ 
cies  across  divisions. 

From  a  customer  standpoint,  Web  consol¬ 
idation  translates  into  convenience.  Cus¬ 
tomers  increasingly  expect  a  company  to 
offer  access  to  all  of  its  wares  from  a  single 
site  and  with  centralized  transaction  con¬ 
trol  —  no  one  wants  to  conduct  separate 
transactions  to  buy  PCs,  printers  and  peri- 


■  BY  JOHN  FONTANA 

WOODLAND  PARK,  COLO.  —  Patching 
Microsoft  software  often  is  a  labor-intensive 
task,  but  one  that  is  essential  to  ensure 
enterprise  networks  are  protected  against 
known  security  vulnerabilities.  Con- 
figureSoft  aims  to  alleviate  the  task  of  track¬ 
ing  patches,  which  have  totaled  26  in  the 
past  six  months,  and  ensure  software  is 
locked  up  tight. 

This  week,  ConfigureSoft  will  release  Se¬ 
curity  Update  Manager  (SUM),  which  lets 
network  executives  track  Microsoft  patches, 
and  automate  the  discovery  of  network 
machines  that  need  patches.  The  software 
also  automates  patch  deployment. 

“We  are  always  having  to  check  for  hot¬ 
fixes  being  a  regulated  government  organi¬ 
zation,”  says  Tim  Seymour,  network  admin¬ 
istrator  in  The  Office  of  the  Surgeon 


1.  Clean  up  content.  Determine  how 
content  will  be  built,  who  will  review 
it,  and  how  it  will  look  and  feel.Then 
look  for  the  technology  to  support 
those  processes,  says  Gartner  analyst 
Gene  Phifer. 

2.  Practice  on  employees,  not 
customers.  After  deciding  on 
standards  and  building  its  new 
infrastructure,  Barclays  Global 
Investors  first  launched  its  corporate 
intranet  site,  not  its  public  Web  sites. 

3.  Seek  help.  “If  the  expertise  does  not 
exist  in-house,  go  out  and  get  the  right 
help,"  says  BGI’s  Mike  Kelley.  His 
company  worked  with  systems 
integrator  Fort  Point  Partners 
throughout  its  Web  implementations. 


pherals  from  a  single  vendor,  for  example. 

Without  a  corporatewide  Web  strategy 
companies  wind  up  with  scattered  bits  of 
customer  information  stored  in  the  various 
data  repositories  associated  with  each  soft- 


General,  U.S.  Army.  “We  are  drawn  to  the 
auditing  features  of  SUM  because  we  have 
to  audit  our  compliance  to  the  regulations 
we  work  under’’ 

Seymour,  who  has  yet  to  deploy  SUM,  says 
the  software  can  eliminate  “false  positives,” 
such  as  reports  that  an  individual  hotfix  is 
not  installed  when  it  is,  but  as  part  of  a 
“rollup”  patch,  a  collection  of  hotfixes. 

SUM,  a  module  for  ConfigureSoft’s  Enter¬ 
prise  Configuration  Manager,  works  by 
comparing  patches  released  by  Microsoft 
with  server  and  desktop  configuration  data 
collected  by  ECM.The  ECM  software  can 
run  an  assessment  on  2,000  machines  in 
See  Patches,  page  20 

Bug  Patch  Alert 

Subscribe  to  our  free  newsletter. 
DocFinder:  5434  www.nwfusion.com 


4.  Reward  pioneers. To  encourageWeb 
innovation,  Charlie  Peters,  vice 
president  at  Emerson,  gets  personally 
involved  when  a  new  Web  project  is 
proposed.  He  gave  seed  money  to 
fund  a  Web  chat  project  at  Emerson’s 
Closet-Maid  modular  shelving  divi¬ 
sion,  for  example.  Now  it’s  a  model 
for  other  business  units. 

5.  Spend  wisely.  Focus  on  Web 
technology  that  will  accelerate  your 
business,  says  Pricewaterhouse- 
Coopers’  Christopher  Gardner.  If 
suppliers  are  crucial,  direct  your  Web 
efforts  at  a  trading  exchange,  for 
example.  If  customer  service  is  a 
bottleneck,  considerWeb  self-service 
applications.  Require  more  from  the 
IT  dollars  you  spend,  Gardner  says. 

ware  platform  and  no  easy  way  to  ex¬ 
change  information  internally  or  with  chan¬ 
nel  partners.  Enterprise  resource  planning 
(ERP)  and  customer  relationship  manage¬ 
ment  (CRM)  applications  are  designed  to 
consolidate  customer  data,  but  that  infor¬ 
mation  needs  to  be  available,  not  just  to  in¬ 
ternal  employees  but  also  to  channel  part¬ 
ners  and  customers  through  Web  sites. 

To  accomplish  Web  consolidation,  com¬ 
panies  today  are  choosing  technology 
such  as  portals,  content  management  and 
enterprise  application  integration  (EAI) 
software,  says  Gene  Phifer,  vice  president 
and  research  director  at  Gartner.  “Com¬ 
panies  are  asking, ‘how  do  I  leverage  what  I 
have  better?  How  do  I  take  these  ERP  and 
CRM  systems  that  I  spent  all  this  money  on, 
and  tie  them  together?’” he  says.“That’s  why 
you  see  portals.  That’s  why  you  see  EAI 
technology" 

Companies  first  let  their  divisions  explore 
a  bunch  of  Web  options,  because  no  one 
knew  what  approach  would  be  the  most 
successful, says  Christopher  Gardner,a  part¬ 
ner  at  PricewaterhouseCoopers  in  charge 
of  the  firm’s  IT  strategy  practice.  Now 
they’re  moving  on  to  the  next  stage,  which 
is  to  rein  in  the  chaos. 

The  Emerson  way 

At  Emerson  Electric,  the  focus  is  on  cen¬ 
tralization. 

Two  years  ago  the  $15.5  billion  company 

See  Web  strategies,  page  20 


ConfigureSoft  helps 
soothe  patch  headaches 
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Much  to  my  surprise  we  are  not  yet 
paying  taxes  on  what  we  buy  over 
the  Internet. 

Two  years  ago  when  Congress  passed  a 
ban  on  new  Internet-related  taxes,  I  fully 
expected  that  by  the  time  the  ban  expired 
(now)  that  the  government  would  have 
figured  out  how  to  levy  taxes  on  online 
purchases  and  services. 

But,  in  a  significant  departure  from  its 
normal  practice,  Congress  has  not  done  so. 
Or,  if  Congress  could  not  figure  out  a  uni¬ 
versal  way  to  collect  tax  money  it  would 
just  let  the  old  ban  expire.  That  would  let 


Enterprise  Applications _ 

Postponing  the  inevitable 


state  and  local  governments  go  hog-wild 
figuring  out  how  to  do  to  the  Internet  what 
has  been  done  to  the  phone  services  — 
tax  it  almost  to  the  point  of  pain.  But  this 
month  Congress  passed  another  two-year 
extension  of  the  ban  (see  www.nwfu 
sion.com,  DocFinder  7035). 

I  am  surprised  at  the  lack  of  taxes  be¬ 
cause  figuring  out  how  to  tax  things  is 
part  of  “Being  a  Congresscritter  101.”  I  am 
also  shocked  because  there  has  been  so 
much  pressure  at  the  local  level  to  enact 
Internet-related  taxes.  There  are  occa¬ 
sional  lapses  where  Congress  reduces 
taxes,  but  those  lapses  are  few  and  of 
short  duration.  Maybe  the  government 
reduces  taxes  so  that  it  can  get  an  oppor¬ 
tunity  to  feel  good  when  raising  them 
again. 

I  do  not  expect  that  the  current  ban  will 
survive  its  two-year  lifetime.  I  expect  that 
Congress  will  come  up  with  some  way  out 


of  its  inability  to  formulate  a  taxing  mech¬ 
anism  before  then,  and  new  legislation 
will  be  approved  to  correct  the  problem. 

The  Internet  tax  issue  is  more  than  a 
bit  facetious  because  it  is  somewhat 
illogical  to  have  one,  or  actually  two 
ways  of  doing  business  exempted  from 
the  normal  tax-full  society.  There  is 
something  off-kilter  if  your  requirement 
to  pay  sales  taxes  depends  on  the 
method  of  purchase.  There  is  no  differ¬ 
ence  in  concept  between  buying  a  set 
of  drills  at  the  local  hardware  store  or 
over  the  Internet.  You  are  exchanging 
money  for  drills.  Why  should  there  be  a 
difference  in  taxes? 

Note  that  this  is  not  just  an  Internet  vs. 
brick-and-mortar  store  kind  of  thing.  The 
same  is  true  for  mail-order  catalogs.  Local 
authorities  have  tried  to  get  these  compa¬ 
nies  to  pay  taxes  on  the  sales  to  cus¬ 
tomers  within  the  geographic  scope  of 


www.nwfusion.com 


the  local  authority.  A  few  years  ago  the 
Supreme  Court  said  that  the  requirement 
was  fine,  but  enforcing  it  was  not,  at  least 
for  companies  without  a  substantial  pres¬ 
ence  in  the  local  geographic  scope.  Con¬ 
gress  will  have  to  deal  with  both  cases  to 
move  forward. 

But,  facetiousness  aside,  I  expect  that 
Congress  will  figure  out  a  way  to  keep  the 
lifeblood  of  governments  flowing  even  in 
the  new  world  of  the  Internet  as  most  con- 
gresscritters  have  gone  on  to  graduate 
school  in  the  ways  of  revenue  raising. 

Disclaimer:  Parts  of  Harvard  may  have 
helped  in  the  advanced  degrees,  but  I 
did  not  ask  them  their  opinion  on  this 
issue. 

Bradner  is  a  consultant  with  Harvard 
University  University's  Information  Sys¬ 
tems.  He  can  be  reached  at  sob@sobco 
.com 


Web  strategies 

continued  from  page  19 

chose  two  Web  development  platforms  on 
which  to  standardize:  Click  Commerce  for 
its  most  complex  Web  sites  and  IBM  Web¬ 
Sphere  for  all  other  sites.  Today  40  of  its  53 
Web  sites  operate  on  one  of  those  two  plat- 
forms.Thirteen  sites  still  use  other  software 
but  will  shift  to  Click  Commerce  or  Web¬ 
Sphere  as  they  outgrow  their  current  envi¬ 
ronments,  says  Charlie  Peters, 
senior  executive  vice  presi¬ 
dent  at  Emerson. 

As  part  of  its  Web  overhaul, 

Emerson  also  opted  to  out¬ 
source  hosting  of  its  Web 
sites.  By  first  restricting  the 
number  of  Web  software  plat¬ 
forms,  Emerson  could  negoti¬ 
ate  large-scale  hosting  con¬ 
tracts  based  on  bundles  of 
sites,  rather  than  site-by-site 
terms.  This  approach  also  allows  the  com¬ 
pany  to  consolidate  its  Web  security  efforts, 
Peters  says. 

“We  can  build  our  firewall  strategy 
around  these  40  hosted  sites  and  be  very 
effective,"  Peters  says.  But  for  the  other  13 
sites  that  are  running  on  nonstandard  soft¬ 
ware,  the  company  has  to  procure  hosting 
and  develop  security  strategies  for  each 
one.  He  estimates  the  company  saves 
roughly  $5  million  per  year  by  centralizing 
the  hosting  of  its  sites,  rather  than  hosting 
each  site  independently. 

In  conjunction  with  its  infrastructure  con¬ 
solidation,  Emerson  is  working  to  stream¬ 
line  its  image,  so  customers  see  some  con¬ 
sistency  across  divisions. One  way  it’s  doing 
this  is  through  portals. 

Currently, there  are  three  significant  portal 
projects  underway  at  Emerson.  One  of 
them  will  pool  content  from  10  of  Emer¬ 
son’s  process-management  divisions,  which 
often  sell  to  the  same  customers.The  appli¬ 
cation  work  required  to  integrate  the  differ¬ 
ent  divisions  is  considerable,  Peters  says. 

Going  forward,  the  work  being  done  for 


the  process-management  portal  will  yield  a 
corporate  standard  for  EAI  software. 

A  common  Web  ground 

At  Barclays  Global  Investors  (BGI),  the 
focus  is  on  unity 

BGI  operates  in  five  geographic  regions, 
and  the  investment  services  it  offers  differ 
in  each  region.  Two  years  ago  BGI  took  a 
look  at  its  corporate  Internet  strategy  and 
realized  it  didn’t  have  a  cohesive  one. 


Each  region  had  its  own  Web  site,  dedi¬ 
cated  IT  resources  for  creating  HTML  pages 
—  plus  various  tools  for  generating  the  Web 
pages  —  and  different  methods  for  dissem¬ 
inating  information  to  clients.  Navigation 
features  were  dissimilar,  and  functions  var¬ 
ied  from  site  to  site. 

“With  the  old  Web  sites,  we  didn’t  look 
like  a  global  organization,  we  just  looked 
like  a  federation  of  loosely  coupled  local 
groups,”  says  Mike  Kelley,  manager  of 
Internet  technology  at  BGI. 

With  the  launch  in  April  of  the  new 
Barclaysglobal.com,  the  company  has  a 
single  site  that  serves  all  five  regions. 
Personalization  tools  filter  content  based 
on  users’  locations  as  well  as  their  relation¬ 
ship  with  Barclays. 

“We  were  able  to  build  that  one  infra¬ 
structure,  and  using  personalization  and 
other  tools  that  we  had  available,  create  a 
single  Web  presence  that  satisfies  multiple 
locations,”  Kelley  says. 

BGI  also  rebuilt  its  corporate  intranet  and 
its  retail  investment  site,  iShares.com.  All 
three  sites  were  built  on  ATG’s  Dynamo 


Web  platform  and  share  content  manage¬ 
ment  tools  from  Documentum. 

When  it  rolled  out  its  new  sites,  BGI  at  the 
same  time  revamped  its  IT  structure.  A  cen¬ 
tralized  IT  group  sets  all  its  e-commerce 
software  standards  and  maintains  the  Web 
infrastructure.  Responsibility  for  Web  con¬ 
tent  has  been  offloaded  to  regional  sites, 
because  the  Documentum  tools  let  non-IT 
personnel  publish  and  maintain  content. 

At  an  intermediary  level,  a  group  of  peo¬ 
ple  called  “estrategists”collect 
information  about  Internet 
projects  that  are  in  the  works, 
Kelley  says.  These  strategists 
meet  weekly  with  corporate 
IT  to  discuss  new  initiatives, 
compare  similarities  across 
regions,  and  identify  gaps 
where  the  infrastructure  may 
not  be  complete  enough  to 
deliver  what  they  want  to 
deliver. 

By  reducing  the  number  of  software  plat¬ 
forms  and  standardizing  Web  content  pro¬ 
cesses,  BGI  is  eliminating  duplicate  efforts 
and  stretching  its  IT  dollars  further,  al¬ 
though  they  won’t  say  by  how  much. 

“If  we  had  been  going  along  the  way  we 
were  going  with  the  old  sites,  we  would 
have  had  to  grow  our  IT  resources  signifi¬ 
cantly”  to  keep  up  with  Web  development 
demand,  Kelley  says.  “In  fact,  we  have  not 
had  to  do  that.”  ■ 


More  online! 

Read  about  how  one  cable  manufacturer  consolidated  its 
ERP  systems  before  launching  its  Web  portal. 

DocFinder:  7030 


1 1  With  the  old  Web  sites,  we  didn’t  look  like  a 
global  organization,  we  just  looked  like  a  feder¬ 
ation  of  loosely  coupled  local  groups.  91 

Mike  Kelley 

Manager  of  Internet  technology,  BGI 


Patches 
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less  than  two  hours,  according  to 
ConfigureSoft. 

ConfigureSoft  has  linked  SUM  with 
Microsoft’s  XML  Security  Database, 
which  provides  a  knowledge  base  of 
new  patches.  When  a  new  patch  is  re¬ 
leased,  SUM  screens  the  patch  to  deter¬ 
mine  the  products  and  current  service 
packs  that  are  affected  to  ensure  only  rel¬ 
evant  patches  are  applied.  The  software 
also  lets  administrators  search  for 
machines  to  be  patched  by  such  criteria 
as  application  and  registry  entry. 

SUM  includes  an  automated  deployment 
mechanism  for  centralized  rollouts.  Users 
can  choose  to  modify  automatically  gen¬ 
erated  target  lists,  and  specify  additional 
patches  to  install  and  schedule  deploy¬ 
ment  times  and  reboots. 

The  software  also  includes  a  Patch  Mon¬ 
itor  to  ensure  that  patches  are  installed 
properly. 

“Configuration  data  collected  by  ECM  is 
key,”  says  Alex  Goldstein,  CEO  of  Config¬ 
ureSoft.  “ECM  knows  the  machines  and 
which  ones  have  patches  and  service 
packs.  Marrying  that  data  with  Microsoft’s 
Security  Database  lets  us  create  a  list  of 
target  machines.” 

ConfigureSoft  isn’t  the  only  vendor  at¬ 
tacking  the  patching  problem.  Bindview 
with  its  bv-Control,  Patchlink’s  Patchlink 
Update,  Ecora’s  MyEcora  and  Shavlik’s 
Network  Security  HF  Checker  all  track 
patches  installed  on  networked  comput¬ 
ers.  Microsoft  also  has  two  tools  for  check¬ 
ing  patches  HFNetChk  and  Personal 
Security  Advisor  for  the  desktop. 

Pricing  for  SUM  is  $25  per  server  and  $5 
per  workstation.  ECM  is  priced  at  $775 
per  server  and  $30  per  workstation.  ECM 
supports  Windows  2000  and  NT  servers, 
Windows  NT  4.0  and  Professional  desk¬ 
tops,  and  Microsoft  SQL  Server  7.0  and 
higher. 

ConfigureSoft:  www.configuresoft.com 
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Introducing  Dell  PowerConnect  Network  Switches. 

We're  performance,  reliability  and  value,  like  you'd  expect  from  Dell  PowerEdge  Servers,  now  in  a  network  switch 


Dell  |  Small  Business 

PowerConnect"  2016/2024*  Switch 

Cost-Efficient  and  Easy-to-use  Unmanaged  Switches 

•  16  and  24  Port  Fast  Ethernet  Switches 

•  Easy  to  Install;  No  Configuration  Needed 

•  Slim.  Rack  Mountable  1U  Form  Factor 

•  1-Yr  NBD  Parts  Included* 

From 

s169 


Recommended  upgrade: 

•  3-Yr  NBD  Parts*;  from  $29  99 


PowerConnect"  3024*  Switch 

Scalable.  Flexible  Managed  Switches 

•  24  Fast  Ethernet  Ports  plus  2  Gigabit  Ethernet  Ports 

•  12.8  Gbps  of  Total  Switching  Capacity 

•  Remote  Access  and  Management  Capabilities 

•  Built-in:  2  GBIC  Slots  and  2  Gigabit  Ethernet  Ports 

•  3-Yr  NBD  Parts  Included* 

Business  Loan.  $19/mo„  48  mos." 

*699 


Recommended  upgrade: 

•  3-Yr  4  Hour  Parts*  (7x24);  add  $79  99 


PowerConnect™  5012*  Switch 

High  Performance  All-Gigabit  Managed  Switches 

•  10  Full  Wire-Speed  Copper  Gigabit  Ports 

•  24  Gbps  of  Total  Switching  Capacity 

•  Built-in:  2  GBIC  Slots  for  Copper  or  Fiber  Uplinks 

•  Remote  Access  and  Management  Capabilities 

•  3-Yr  NBD  Parts  Included* 

P «(  Business  Loan:  S35/mo  .  48  mos." 

5iZ99 


PowerEdge™  500SC  Server 

NEW  Basic  Server  at  Our  Lowest  Price 

•  Intel*  Celeron*  Processor  at  900MHz 

•  128MB  133MHz  ECC  SDRAM 

•  20GB5  (7200  RPM)  IDE  HD 

•  Embedded  Intel*  10/100  NIC 
48X  Max  IDE  CD-ROM 

•  1-Yr  NBD  On-Site  Service1, 1-Yr  Parts2 

•  7x24  Phone  Tech  Support 


Business  Loan:  $17/mo„  48  mos." 

O  fl  1 E-VALUE  Code: 
vtW  10200-291106 

Recommended  upgrades: 

•  Intel®  Pentium®  III  Processor  at  1  0GHz,  add  $200 

•  Same-Day  Service  4-hour  (5x10)  On-Site  Service'1,  add  $349 


PowerEdge™  2550  Server 

NEW  Scalable,  Rack-Optimized  Server 

•  Intel®  Pentium®  III  Processor  at  933MHz 

•  Dual  Processor  Capable 

•  256KB  Integrated  L2  ECC  Cache 

•  128MB  133MHz  ECC  SDRAM 

•  18GB  10.000  RPM  Ultra3  SCSI  HD 

•  2  Embedded  NICs  •  One  Gigabit  and  One  Intel  10/100 

•  3-Yr  NBD  Bronze  On-Site  Service1 


$1899 


Business  Loan:  $50/mo.,  48  mos.' 

©E-VALUE  Code: 
10200-291118 


Recommended  upgrades: 

•  Redundant  Power  Supplies,  add  $229 

•  Embedded  Dual-Channel  ROMS,  add  $299 


Recommended  upgrade: 

•  3-Yr  4  Hour  Parts*  (7x24);  add  $129.99 


I  Oh,  did  we  mention  that  you  can  save  up  to  50%  or  more  on 
our  switches  versus  those  other  switches?  When  you  combine 

- - 1  reliable  Dell  PowerEdge™  servers  -  powered  by  Intel5’ Pentium1"  III 

P  processors  -  with  Dell  PowerConnect™  Network  Switches,  you 
can  expand  your  network  without  breaking  the  bank.  And  we're  all  backed  by 
Dell's  award-winning  service  and  support.  Which  means 
you  get  one  single  point  of  contact.  So,  whether  you're 
expanding  your  network  with  Dell  PowerEdge  servers  or 
with  Dell's  new  line  of  PowerConnect  Network  Switches, 
you  get  quality  technology  at  an  affordable  price.  pentium®/// 


Growing  your  network.  Easy  as 


KK4.L 


Visit  www.dell.com/switch  or  call  toll  free  1-877-292-3355. 


Dell  PCs  use  genuine  Microsoft"  Windows® 

www.microsoft.com/piracy/howtotell 


Cais  M-F  7a  9p  Sat  I2p-6p  Son  12p-5p  CT  Val*d  with  Small  tBSO  and  8ASD)  Business  Center  purchases  only.  Offer  valid  on  new  system  purchases  Limit  b  systems  per  customer  Prices,  specifications  and  availability  may  change  without  notice,  lavas  arid 
stepping  charges  extra,  and  vary  Can  be  combined  with  other  otters  o»  discounts.  U  S  only. 

•This  device  has  not  beer,  approved  by  the  Federal  Communications  Commission  tor  use  in  a  residential  enviionmen'.  This  device  is  not,  and  may  not  be,  ottered  tor  sale  or  lease,  or  sold  or  leased  tor  use  in  a  residents!  environment  until  the  approval  of 

ttie  TCC  lias  been  obtained 

To r  a  copv  of  our  Guarantees  or  Limited  Warranties,  write  Dell  USA  L  P  Attn  Warranties  One  Deli  W  av.  Round  Hock.  Texas  79882  "Service  may  be  provided  bv  thud  party  Technician  will  be  dispatched  <f  necessary,  following  phone-based  troubleshooting 
To  leu-'ve  Next-Busmess-Oay  service.  Dell  must  notify  service  provide'  before  5  pm  (depending  on  service  contract)  r.ustome»  time  Availability  vanes  ’For  Jiard  drives  68  means  *  billion  bytes  accessible  capacity  varies  with  operation  environment 
Monthly  pas  mem  based  on  48-MONTH  12  49°,.  INTEREST  HATE  FOR  OUAllFlfD  BUSINESS  CUSTOMERS  OFffR  VARIES  BY  CRE0H  WORTHINESS  OF  CUSTOMER  AS  DETERMINED  8Y  LENDER.  Taxes,  fees  and  shipping  charges  extia  and  vary  Business 
Loan  from  Clt  Online  Bank  to  snail  business  customers  with  approved  credit  Service  may  be  provided  by  a  third-party  provider  under  connect  with  Dell  Technician  will  be  dispatched  it  necessary  following  phone  based  troubleshooting  for  bx!0  service* 
Dell  wilt  dispatch  a  technician  to  the  customer  site  within  4  hours  of  determining  the  hardware  problem  The  service  technician  'nay  not  arrive  until  tne  foliowing  business  day  if  dispatched  after  4:00  pm  local  tune  Available  within  a  126- mile  radius  of 
over  80  metropolitan  areas  Customers  not  located  within  a  125-miJe  radius  of  the  stocking  ideations  are  not  eligible  for  this  offering.  Not  available  with  any  other  Dali  systems.  Available  in  the  U  S.  only  Replacement  unit  ^depending  or.  service  contract) 
may  be  provided  bv  third- path  provider  Replacement  unit  will  be  dispatched  if  necessary  following  phone  based  troubleshooting  For  7x24  service,  a  replacement  unit  will  be  dispatched  within  4  hours  of  determining  tne  hardware  problem  Available  within 
a  125  mile  radius  of  over  80  metropolitan  areas  Customers  not  located  within  a  125*mile  radius  of  the  stocking  locations  are  net  eligible  ior  this  offering.  Available  in  the  U  S.  only.  ’Service  or  replacement  unit  '.depending  .to  service  contract)  my>  be 
provided  bv  third-parts  provide*  Technician  or  replacement  unit  will  be  dispatched  if  necessary  following  phone-based  troubleshooting  To  receive  next  business  day  service  DeJl  must  notify  the  service  provider  before  bpm  (depending  on  service  contract; 

nme  Ava-ao;te>  ^  ■  •  a  ■».  .  ;•:<  and  PowerConnect  are  trademarks  of  DeN  Computer  Corporation.  Intel,  the  Intel  Inside  logo.  v'ed  trademarks  of  Intel 

Corporation  or  its  subsidiaries  in  the  United  States  or  other  countries  MS  Microsoft.  Windows  NT  and  Windows  are  registered  trademarks  of  Microsoft  Corporation.  3Com  and  fast  ttherunk  are  registered  trademarks  of  3Com  Corporation  Trinitron  <*  a 
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VALUE 


USE  THE  POWER  OF 
THE  E-VALUE  CODE. 

Match  oui  latest  technology 
with  our  latest  prices  Enter  the 
E-VALUE  code  online  or  give  it 
to  your  sales  rep  over  the  phone 
www  dell  com/evalue 


•fnrr  CMnmumcatiom  »nc  2001  All  rights  reserved  Nokia  and  Nokia  Connecting  People  arc  registered  trademarks  of  the 
Other  product  and  company  names  mentioned  herein  may  be  trademarks  or  trade  names  of  their  respective  owners. 


"Nokia  led  the  parade. ..in  the  firewall/VPN  security  appliance  market." 

— IDC,  June  2001 


"Closer  to  high-availability  nirvana  than  any." 

-Network  World,  December  11,  2000 


"The  Nokia  IP530  is  truly  the  best-of-breed  platform  in  the  firewall  market." 

—Information  Security  Magazine,  September  2001 


"A  formula  for  earning  our  Editors'  Choice." 

-PC  Magazine,  September  25,  2001 


"Easy  to  install  and,  more  important,  easy  to  restore." 

-Network  Computing,  May  14,  2001 


;  wm-(0>>KIiD  »w>tos 


You  don’t  have  to  take  our  word  for  it.  Nokia  firewalls  and  VPNs  are  the  preferred  choice  of  IT  departments  and 
third-party  reviewers  everywhere.  To  find  out  more,  visit  us  at  www.nokia.com/internet/na.  Welcome  to  the  real  world. 


IMOKIA 

Connecting  People 


www.nwfusion.com 

11/26/01 
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FOR  TYING  TELEWORKERS  TO  THE  ENTERPRISE 


Small  offices  going  Gigabit 

Need  more  speed?  We  put  five  Gigabit  Ethernet  starter  kits  through  their  paces. 


■  BY  MIKE  AVERY 

When  it  comes  to  performance,  so  much 
depends  on  what  you  do.  Small  shops  may 
be  small,  but  if  they’re  using  CAD/CAM, 
multimedia  and  other  bandwidth-intensive 
applications,  they’ll  enjoy  the  benefits  of  a 
gigabit  hardware  upgrade  as  much  as  a  big 
firm.  Prices  are  coming  down,  and  vendors 
are  responding  with  gigabit  starter  kits 
aimed  at  small  to  midsize  networks. 

Even  so,  questions  remain  about  perfor¬ 
mance.  Would  a  typical  small  office  using 


■  CiSCO  and  IBM  last  week  joined 
forces  to  provide  their  customers 
high-speed  access  and  other  connec¬ 
tivity  services  for  home  and  mobile 
workers.  IBM  Global  Services  will 
provide  the  wireless  network  consult¬ 
ing,  systems  integration,  site  services 
and  help  desk  piece,  while  Cisco  will 
contribute  the  network  hardware  and 
security  through  its  Cisco  Mobile 
Office  initiative.  Initial  target  markets 
include  the  travel  and  hospitality  in¬ 
dustry,  and  enterprise  companies  in 
financial  services,  business  services, 
government  and  healthcare. 
www.ibm.com, www.cisco.com 

■  The  first  book  to  spell  out  the  legal 
aspects  of  telework  was  just  pub¬ 
lished  by  the  American  Law  Inst  it  ute- 
American  Bar  Association.  The  Law 
of  Telecommuting,  by  attorney  Nicole 
Belson  Goluboff  ($79)  tackles  such 
subjects  as  employee  interstate  taxa¬ 
tion  and  corporate  state  qualification; 
how  Occupational  Safety  and  Health 
Administration  laws  affect  home 
workers;  workplace  privacy  rules, 
home-office  zoning  requirements,  per¬ 
sonal  injury  liability  and  insurance 
coverage.  The  appendix  includes  a  list 
of  "key  matters"  every  telework 
agreement  should  include. 
www.ali-aba.org 
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Gigabit  starter  kits 

Word  or  Excel  benefit  from  a  gigabit  up¬ 
grade?  Most  importantly,  when  is  it  worth 
the  cost? 

We  tested  equipment  from  3Com,  Com- 
pex,  D-Link,  Linksys  and  SMC,  and  our  leg¬ 
acy  10/100  network  configuration.  We  were 
pleased  with  the  speed  boost  these  kits  of¬ 
fered,  and  impressed  by  the  Linksys  EG- 
080 1SK  Instant  Gigabit  Etherfast  10/100/ 
1000  8+1  Workgroup  Gigabit  Starter  Kit. 

We  found  for  a  typical  small  office,  10/100 
Ethernet  network  serving  business  applica¬ 
tions,  the  processor  speeds  of  client  PCs 
and  servers  will  prevent  it  from  taking  full 
advantage  of  the  speed. So  if  your  network’s 
running  fine,  don’t  buy  But  if  you  need  new 
gear,  good-quality  gigabit  is  available  for 
the  same  price  as  10/100  equipment. 

Noises  off! 

First  off,  3Com  sent  us  the  wrong  switch 
—  one  designed  for  a  server  room,  com¬ 
plete  with  industrial  strength  fans.  There 
wasn’t  time  to  get  one  of  3Com’s  SOHO/ 
small-  to  midsize-business  switches,  so  we 
continued  testing  the  model  we  had. 

Because  most  small-office  equipment 
shares  space  with  staff,  noise  is  a  big  issue. 

Linksys  has  done  away  with  the  fan  alto¬ 
gether  by  designing  a  case  punched  with 
holes,  which  sits  on  a  stand  when  stacked, 
ensuring  adequate  air  flow  among  units. 
While  the  box  was  slightly  warm  to  the 
touch,  it  never  got  hot.The  silence  isn’t  the 
only  thing  welcome  —  no  fan  equals  one 
fewer  point  of  failure.  The  Compex, 
D-Link  and  SMC  switches  used  fans,  but 
their  noise  wasn’t  bothersome. 

Installation  issues 

Network  interface  card  installations  were 
uniformly  easy:  We  turned  off  the  server, 
swapped  the  existing  NIC  with  the  gigabit 
one,  plugged  the  cable  into  the  card  and 
swapped  our  hub  with  the  gigabit  switch. 
We  turned  on  the  server  and  installed  the 
drivers.  The  manuals  were  adequate,  and 
the  process  only  took  about  20  minutes. 

Under  Windows,  all  the  products  worked 
well.  NetWare  support  was  another  matter. 


We’ve  found  about  65%  of  our  readers  still 
use  NetWare  in  their  shops,  as  do  a  fair 
number  of  small  offices,  most  of  whom 
won’t  budget  money  to  replace  an  operat¬ 
ing  system  that  works.  However,  D-Link 
doesn’t  offer  NetWare  drivers  with  the 
products  or  on  its  Web  site,  so  we  couldn’t 
test  the  D-Link  card  in  our  IntraNetWare 
server. When  we  loaded  NetWare  drivers  for 
the  Compex  and  Linksys  cards,  our  server 
became  unstable.There  were  no  updates  at 
either  company’s  Web  site.  E-mails  to  each 
company  yielded  drivers  in  a  day  or  two. 
3Com  and  SMC  worked  well  with  NetWare. 

Switch  shopping 

Because  the  3Com  and  SMC  switches 
were  pure  gigabit  (all  gigabit  ports),  you 
could  connect  each  machine  at  gigabit 
speeds,  assuming  it  has  a  gigabit  NIC  card 
installed.  Because  SMC  sent  us  four  gigabit 
cards,  overall  system  performance  was 
excellent. 

So  what  to  buy?  If  you’re  using  band- 
width-intensive  applications  or  are  trying 
to  connect  the  servers  in  a  small  server 
farm,  consider  pure  Gigabit  switches.  If  you 


have  two  key  servers,  or  a  key  server  and  a 
single  greedy  or  needy  user,  two  gigabit 
ports  should  do  the  trick.  If  you  have  one 
server  used  by  most  staff,  a  switch  with  a 
single  Gigabit  port  should  provide  a 
healthy  performance  boost. 

In  terms  of  cost,  D-Link  or  Linksys  can 
take  care  of  modest  speed  enhancements 
for  about  $250  to  $300,  plus  installation 
costs.  If  you  do  the  installation  yourself,  cost 
will  equal  downtime  and  staff  time.  If  you 
hire  someone,  figure  an  hour  per  machine 
multiplied  by  your  contractor’s  rate.  To 
update  up  to  four  servers,  SMC  equipment 
will  cost  about  $  1 , 1 00.  But  then  again,  if  you 
aren’t  suffering  performance  problems, 
consider  buying  a  good  printer  or  new  tires 
for  the  company  delivery  truck  instead. 

All  the  products  tested  scored  high 
enough  to  earn  our  “World  Class”  award. 
But  because  smaller  offices  are  most  dri¬ 
ven  by  cost  and  ease  of  use,  we  gave  the 
nod  to  the  Linksys  system.  It  was  less  ex¬ 
pensive  than  the  D-Link  (which  came  in 
second)  and  had  comparable  features  and 
cost,  NetWare  drivers  that  worked  —  and  of 
course  that  great  fanless  design.  ■ 


WORLD  1 
CLASS 

WINNER , 


Net  Results 


Linksys  EG0801SK  Instant  Gigabit  Etherfast  10/100/1000  8+1 
Workgroup  Gigabit  Starter  Kit  8 


4.7 


RATING 


Company:  Linksys,  (800)  546-5797,  www.linksys.com  Price:  $250. 
Pros:  Silent  because  there's  no  fan;  excellent  price;  good  performance. 
Cons:  Not  a  pure  gigabit  switch,  hard  to  find  latest  NetWare  drivers. 


What’s  the  score? 


Linksys  Gigabit  Starter  Kit 


Performance  30% 


4.5 


Ease  of  use  and  installation  30% 


4.5 


Price  30% 


Documentation  10% 


TOTAL  SCORE 


4.7 


Individual  category  scores  are  based  on  a  scale  of  1  to  5.  Percentages  are  the  weight  given 
each  category  in  determining  the  total  score.  ■  Scoring  Key:  5:  Exceptional  showing  in  this 
category.  Defines  the  standard  of  excellence.  4:  Very  good  showing.  Although  there  may  be  room 
for  improvement,  this  product  was  much  better  than  the  average.  3:  Average  showing  in  this 
category.  Product  was  neither  especially  good  nor  exceptionally  bad.  2:  Below  average.  Lacked 
some  features  or  lower  performance  than  other  products  or  than  expected.  1:  Consistently  subpar, 
or  lacking  features  being  reviewed. 

Go  online  to  get  our  ScoreCard,  results  box,  performance  testing  and  an  overview  on 
bow  we  arrived  at  our  results,  www.nwfusion.com,  DocFinder:  7031. 


IBM  sees  big  growth  for  e-business  hosting  services 


Despite  recent  troubles  in  the  hosting  mar¬ 
ket,  IBM  says  its  hosting  division  is  on  a  roll. 
Big  Blue  reported  $600  million  worth  of  new 
customer  business  during  the  third  quarter 
and  says  hosting  revenue  so  far  this  year 
totals  $1.7  billion,  about  double  a  year  ago. 
Network  World  Senior  Writer  Jennifer  Mears 
recently  spoke  with  Jim  Corgel,  who  took 
over  as  general  manager  of  IBM's  e-business 
hosting  services  in  April. 


How  important  is  the  hosting  business  to  IBM's  mission, 
and  how  does  it  fit  into  IBM's  overall  strategy? 

E-business  hosting  services  are  clearly  an  impor¬ 
tant  element  of  any  e-business  strategy  Customers 
have  been  working  with  us  since  the  mid-’90s  on 
‘What  is  the  Internet,  and  how  do  I  put  it  to  work 
for  me?’ 

So  the  e-business  hosting  services  is  nothing  but  an  extension  of  e-business. 
. . .  It  was  kind  of  a  natural  flow  for  customers  to  say, ‘Look  I  don’t  have  the  skill. 


What  types  of  services  are  you  seeing  the  most  demand  for 
today? 

It’s  in  three  groups. . .  .The  least  complicated  thing  we 
do  is  to  provide  collocation  services.  But  the  vast  major¬ 
ity  of  all  our  relationships  are  with  firms  that  say,  ‘Not 
only  do  I  want  you  to  get  me  connected  with  the  ser¬ 
vices  I  already  have,  but  I’m  interested  in  the  experience 
that  you  have,  the  know-how  that  you  have  in  helping 
me  get  more  for  my  buck  from  the  Internet  than  ever 
before.’ 

|  So  we  tend  to  quickly  move  into  another  set  of  more  man- 
1  aged  hosting  services  where  we  deliver  an  infrastructure 
|  that  is  managed  by  IBM,  not  by  the  customer. 

And  then  you  get  to  a  third  level,  which  is  almost  where 
we  run  it  all.  It’s  very  close  to  traditional  outsourcing, so  the  infrastructure  is  far 
more  comprehensive. 

See  Corgel,  page  26 


I  don’t  have  the  confidence  that  I  can  securely  manage 
Web  applications  to  my  benefit.  So  why  don’t  you  get  in¬ 
volved,  IBM,  and  do  this  for  us,  as  well.’ 


■  NextWave  has  reached  a  settle¬ 
ment  with  the  Federal  Communic¬ 
ations  Commission  and  other  wire¬ 
less  providers  over  the  disputed  spec¬ 
trum  it  acquired  at  auction  in  1996. 
The  deal  will  give  the  bankrupt  car¬ 
rier  more  than  $6  billion.  The  govern¬ 
ment  will  receive  $10  billion,  and  the 
wireless  service  providers  will  get 
NextWave's  C  and  F  block  spectrum 
licenses.  NextWave  bid  $4.74  billion 
for  the  licenses,  but  filed  for  bank¬ 
ruptcy  in  1998.  The  FCC  reauctioned 
the  spectrum  to  Verizon  Wireless, 
AT&T  Wireless  and  Cingular  Wireless. 
But  NextWave  argued  successfully 
that  bankruptcy  laws  protect  it  from 
license  revocation. 

■  More  users  who  want  high-speed 
access  at  home  are  choosing  cable 
services  over  DSL,  according  to  an 
ARS  report.  The  report  says  624,000 
users  signed  up  for  cable-modem  ac¬ 
cess  in  the  third  quarter,  compared 
with  392,000  who  opted  for  DSL. 


Paxson  finds  security  in  frame  relay 

Family-oriented  TV  network  uses  mature  technology  to  connect  its  65  stations. 

Paxson  s  frame  setup 


■  BY  DENISE  PAPPALARDO 

Keeping  65  TV  stations  connected  across  the  U.S.  can  be  a 
challenge,  but  Paxson  Communications  has  found  flexibility 
and  reliability  with  frame  relay. 

Although  frame  relay  at  more  than  a  decade  old,  is  consid¬ 
ered  a  mature  technology  more  users  are  buying  the  service 
today  than  ever  before. Vertical  Systems  predicts  users  around 
the  world  will  spend  $12.7  billion  on  frame  relay  services  by 
year-end,  compared  with  $10.7  billion  in  2000. 

Paxson  is  one  of  those  users  that  continues  to  expand  its 
frame  relay  network  and  has  done  so  for  the  past  five  years. 
Paxson  originally  chose  frame  relay  because  “it’s  cost  effective 
and  didn’t  require  point-to-point  lines  to  keep  all  sites  connect¬ 
ed, "says  Lance  Singer,  network  manager  at  the  Tampa,  Fla.,  com¬ 
pany  And  the  technology  has  continued  to  meet  Paxson’s 
needs  as  it  grew  from  a  small  broadcasting  company  to  one  of 
the  largest  in  the  U.S. 

When  Paxson  first  signed  up  for  frame  relay  it  only  had  a  few 
TV  stations.  By  building  new  stations  and  acquiring  others,  the 
company  has  grown  every  year.  Singer  says  frame  relay  has 
made  that  growth  a  much  smoother  process.  It’s  painless  to 
have  additional  frame  relay  permanent  virtual  circuits  added 
for  every  new  site,  he  says. 

Paxson  uses  fractional  T-l  frame  relay  connections  from  World¬ 
Com  at  all  its  TV  stations  and  full  T-l  lines  at  its  headquarters  in 
Tampa  and  its  operational  site  in  West  Palm  Beach,  Fla.,  where 
Singer  is  based. The  company  has  Nortel  frame  relay  routers  de- 


Paxson  keeps  its  65  television  broadcast  stations 
connected  to  its  operations  site  and  the  Internet  through 
its  frame  relay  network.  The  company  also  runs  a  thin 
client  Citrix  environment,  which  fits  well  with  its 
centralized  network  model. 


Operational  site  in 
West  Palm  Beach,  Fla. 


Citrix  server 
that  supports 
all  corporate 
apps 

Internet 

server 


128K-bit/sec  frame 
relay  connection 


B 


Station  A 


64K  bit/sec  frame 
relay  connection 


El 


Station  B 


All  stations  have  Nortel  frame  routers 


ployed  at  all  its  sites. 

The  broadcasting  company  is  satisfied  with  WorldCom’s  cus¬ 
tomer  service  and  says  it  gets  competitive  pricing. 

The  company  uses  its  frame  relay  network  to  monitor  quality 

See  Paxson,  page  26 
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In  recent  weeks,  Cingular  has  gone  on  a 
virtual  tear  of  seemingly  important  stra¬ 
tegic  announcements.  But  in  many  re¬ 
spects,  its  directional  statements  leave 
more  questions  than  answers. 

It’s  the  unanswered  questions  that  are 
most  significant  to  companies. 

Let’s  examine  the  formation  of  a  joint 
venture  between  Cingular  and  Voice- 
Stream,  which  will  support  GSM  roaming 
between  three  significant  home  territo¬ 
ries:  those  Cingular  controls  in  California 
and  Nevada,  and  those  VoiceStream  owns 
in  New  York. 

This  is  not  the  first  time  they’ve  cooper¬ 
ated  with  each  other;  they  began  a  co¬ 
marketing/GSM  roaming  arrangement 
late  last  year.  Neither  provider  has  enough 
customers  in  the  others’  territory  to  war¬ 
rant  the  expense  associated  with  a  full 


Cingular-VoiceStream:  Joint  venture?  Merger? 


competitive  GSM/General  Package  Radio 
Service  (GPRS)  spectrum  buildout.  That’s 
the  rationale  for  this  business  agreement. 

The  long-term  question  for  each  carrier 
is:  Will  this  strategy  provide  each  with 
enough  breathing  room  to  build  up  a 
local  in-region  customer  base  —  enough 
of  a  base  to  someday  warrant  returning  to 
business  as  usual? 

Of  course,  the  industry  wants  to  know  if 
this  is  truly  a  joint  venture.  In  my  view,  too 
many  important  questions  remain, such  as 
how  the  venture  will  handle  personnel  or 
capital  investments,  local  asset  manage¬ 
ment,  customer  service  and  support  is¬ 
sues,  or  expenses  associated  with  plant 
maintenance.Two  important  forward-look¬ 
ing  issues  are  how  they  will  reach  a  con¬ 
sensus  on  the  demand  forecasts  each  will 
develop  for  these  (shared)  markets,  and 
how  they  will  determine  the  contribution 
each  will  make  on  any  requisite  incremen¬ 
tal  capital  expense. 

Based  on  the  lack  of  information,  I’d  cat¬ 
egorize  this  as  more  of  a  co-marketing 
effort  than  a  joint  venture,  along  the  lines 
of  the  now-defunct  WorldPartners.“Who?” 
you  ask.  My  point  exactly. 


Even  if  this  were  a  joint  venture  in  which 
the  two  providers  put  some  skin  in  the 
game,  it  would  face  immense  challenges. 
The  telecommunications  landscape  is  lit¬ 
tered  with  the  rusting  hulks  of  such  ar¬ 
rangements.  They  simply  don’t  work.  Con¬ 
cert  is  a  recent  case  in  point. 

At  this  time, the  most  likely  long-term  out¬ 
look  for  Cingular  is  an  all-out  merger  with 
VoiceStream.  Certainly  this  would  occur  if 
BellSouth  merged  with  Sprint  (and  Sprint 
PCS). In  so  doing.it  would  have  no  need  to 
retain  its  share  of  Cingular.  In  all  probabil¬ 
ity  SBC  Communications  would  seek  a 
buyer  for  BellSouth’s  40%  stake  —  enter 
VoiceStream. 

Absent  the  BellSouth/Sprint  scenario, 
VoiceStream’s  small  market  share  casts 
long  shadows  over  its  long-term  prospects 
as  an  independent  entity.  Its  most  likely 
suitors  are  other  GSM  providers,  thus  its 
ultimate  fate  lies  with  AT&T  Wireless  or 
Cingular. 

No  point  in  looking  at  AT&T,  so  will 
Cingular  be  interested?  Eighty  percent  of 
Cingular’s  network  uses  Time  Division 
Multiple  Access  technology,  and  the  cost 
to  upgrade  to  GSM,  GPRS  and  Enhanced 


Data  for  Global  Evolution,  and  to  acquire 
and  retain  customers,  is  very  significant. 
Capital  expense  associated  with  these 
activities  is  currently  estimated  at  $5.8  bil¬ 
lion.  That’s  $5.8  billion-plus  worth  of  in¬ 
centive  to  merge  with  VoiceStream,  so  I 
anticipate  it  will. 

Given  the  uneven  success  rate  enjoyed 
by  previous  telecom  mergers,  should 
companies  be  concerned  about  this  pre¬ 
diction?  Not  this  time.  Unfortunately,  the 
joint  venture’s  functions  are  so  amor¬ 
phous  that  a  merger  will  almost  certainly 
result  in  improvements  along  critical  di¬ 
mensions  such  as  network  reliability  and 
customer  service  and  support  —  particu¬ 
larly  for  customers  in  New  York,  California 
and  Nevada. 

Additionally,  Cingular  itself  is  a  joint  ven¬ 
ture  and  obviously  is  having  a  tough  go  in 
one  critical  national  market  —  New  York. 
Ultimately  here’s  the  relevant  question:  Why 
not  merge  with  VoiceStream  sooner  rather 
than  later? 

Pierce  is  a  research  fellow  at  Giga  Infor¬ 
mation  Group.  She  can  be  reached  at 
lpierce@gigaweb.  com. 
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How  do  you  see  the  hosting  industry  these 
days? 

As  something  that’s  growing.  Knock  on 
wood. I  like  the  hosting  business.and  we 
see  a  lot  of  opportunities. 

Has  the  downturn  affected  IBM's  hosting 
strategy? 

Not  yet.  We  still  see  growth  in  our 
opportunity 

Has  demand  slowed  at  all? 

There’s  no  question  there’s  been  some¬ 
what  of  a  slow  growth  in  the  U.S.  But 
we’ve  had  uptick  in  Europe.  So  overall,  1 
look  at  my  business  on  a  global  basis.  I 
see  a  breakthrough  in  a  country  [such 
as]  Japan,  where  culturally  in  years  past 
the  word  “outsourcing”  wasn't  totally 
accepted. . . .  But  the  tragedy  on  Sept.  1 1 
has  caused  every  businessperson  to 
pause,  and  surely  we  see  some  effect 
from  that. 

What  type  of  flexibility  do  customers  have 
as  far  as  hardware  they  can  use  within  an 
IBM  Global  Services  data  center? 

The  first  thing  we  ask  a  customer  is 
what  their  current  investment  is.  First 
and  foremost,  we’re  a  services  business. 
So  we  do  run  into  an  awful  lot  of  IBM 
technology  that’s  been  purchased  in 
the  past. . . .  But  if  you  walk  through  the 
aisles  of  my  data  centers  around  the 


world,  you’d  see  a  wide  variety  of  tech¬ 
nology.  That’s  what  makes  us  an  attrac¬ 
tive  service  provider  because  we  have 
skills  and  capability  in  any  brand  you 
can  name. 

What  sets  IBM  apart  from  managed  hosting 
providers  such  as  Digex  and  Digital  Island? 

It’s  mostly  our  experience.  We’ve 
been  moving  data  centers  around  for 
30  years,  so  whether  it’s  building  an  in¬ 
frastructure  that’s  secure  and  reliable, 
whether  it’s  taking  an  investment  for  a 
start-up  and  making  sure  that  it’s  well 
lit  on  the  Internet,  that  doesn’t  frighten 
us  a  bit.  And  it’s  primarily  because 
we’ve  got  so  many  years  of  experience 
in  making  the  right  kind  of  infra¬ 
structure  investment  so  we  can  be 
affordable  and  competitive  in  the  way 
we  price  our  offerings. 

What  is  IBM  planning  to  invest  in  IBM  Global 
Services?  Will  more  data  centers  be  built? 

If  there’s  a  need.  Today,  we’re  pretty 
comfortable  with  what  we  have. ...  We 
have  an  outstanding  relationship  with 
people  like  Bell  Canada,  Qwest,  Equinex 
and  Shanghai  Tel. We  have  a  good  strong 
partner  strategy. . . .  We’re  not  interested 
in  empty  spaces  any  more  than  any¬ 
body  else  is. 

What  can  companies  expect  from  IBM 
Global  Services  in  the  future? 

You’ll  see  us  spend  a  lot  of  time  on 
what  I  would  call  an  e-sourcing  strategy. 
An  e-sourcing  strategy  more  often  than 
not  goes  something  like  this:  Customers 
will  tell  us  that  they  have  right-sized  their 


IT  infrastructure.  .  .  .  Many  customers, 
though,  are  stopping  and  realizing  that 
the  next  big  thing  perhaps  is  how  do 
you  provision  hardware,  software  and 
services  as  quickly  as  possible  and  as 
flexibly  as  possible  right  over  the  Web. 
And  so  we’re  working  with  a  number 
of  clients  today  to  begin  to  build  a 
game  plan  that  allows  for  provisioning 
of  hardware,  software  and  services 
over  the  Web. 

As  you  move  into  e-sourcing,  will  there  be 
services  available  that  aren't  available 
today? 

Oh  yeah.  Customers  today  are  ask¬ 
ing  for  what  I  call  seasonal  provision¬ 
ing.  So  if  you’re  a  retailer,  you  don’t 
know, you  can’t  predict  often  what  the 
capabilities  are  that  you’re  going  to 
need  from  November  to  mid-January. . 
. .  Providers  like  IBM  need  to  change 
and  be  as  flexible  as  we  can  for  those 
kind  of  customer  situations  and  be 
the  first  to  market  with  that  kind  of 
flexibility.  ■ 


More  online! 

Read  why  outsourcing  option  are  on  the  rise  and 
get  links  to  our  breaking  outsourcing  news. 

DocFinder:  7032 


Paxson 

continued  from  page  25 

control  at  its  broadcast  facilities. 

“We  have  remote-control  access  over  all 
the  equipment  at  the  stations, which  allows 
us  to  review  quality  and  make  sure  every¬ 
thing  looks  as  it  should,”  Singer  says.  Pax- 
son  monitors  all  its  sites  regularly,  but  the 
schedule  of  that  monitoring  changes  peri¬ 
odically  he  says.  Engineers  in  West  Palm 
Beach  access  broadcast  content  from  sites 
throughout  the  country 

Singer  also  supports  a  thin-client  Citrix 
environment  for  Paxson  employees.  Users 
access  the  main  Citrix  server  in  West  Palm 
Beach,  where  they  access  Paxson’s  corpo¬ 
rate  applications.  This  lets  Singer  more  eas¬ 
ily  support  users  around  the  country,  while 
keeping  network  costs  down. 

“We’re  using  a  variety  of  fractional  T-l 
bandwidth  at  all  sites,”  he  says. “Frame  re¬ 
lay  allows  us  to  easily  upgrade  bandwidth 
when  traffic  usage  increases.” 

WorldCom  offers  its  Private  IP  service, 
which  lets  users  set  up  a  fully  meshed 
frame  relay  network,  but  Singer  is  not  in¬ 
terested.  His  centralized  Citrix  environ¬ 
ment  eliminates  the  need  for  each  site  to 
directly  communicate. 

Users  also  access  the  Internet  through 
Paxson’s  frame  relay  network.  Paxson  has 
a  separate  dedicated  T-l  connection  to 
WorldCom’s  UUNET  backbone  at  its 
headquarters.  Employees  click  on  differ¬ 
ent  server  icons  that  appear  on  their  PC 
screens  when  they  want  to  connect  to  the 
’Net. 

Before  moving  to  frame  relay,  Paxson 
used  dial-up  for  all  its  sites,  which  was 
time-consuming  and  unreliable.  Singer 
says  Paxson  can  continue  to  grow  with 
frame  relay,  especially  because  higher 
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■  SERVICE  PROVIDER  DEVELOPMENTS 

AT  THE  JUNCTURE  BETWEEN  THE  ENTERPRISE 
AND  THE  NEW  PUBLIC  NETWORK 


Start-up  intros  new  mobile  gateway 

Starent’s  ST  16  is  a  router  with  a  mobile  brain. 


■  BY  TERRI  GIMPELSON 

TEWKSBURY  MASS.  —  Wireless  start-up 
Starent  Networks  unveiled  its  first  product, 
the  ST16  intelligent  Mobile  Gateway,  which 
is  designed  to  put  more  data  traffic  into  the 
wireless  network. 

Starent  was  founded  in  August  2000  to 
develop  products  that  integrate  voice  and 
data  for  wireless  networks.  Its  initial  IMG 


■  Nortel  last  week  announced  ship¬ 
ment  of  a  new  release  of  its  metropol¬ 
itan  dense  wavelength  division  multi¬ 
plexing  systems.  OPTera  Metro 
5200  Release  4.0  includes  software 
enhancements  to  simplify  deployment 
and  configuration,  and  new  hardware 
with  per-wavelength  scalability  up  to 
10G  bit/sec  and  support  for  SONET/ 
SDH,  OC-192/STM64  and  lOG-bit/sec 
Ethernet  applications.  Nortel  says  it 
will  also  offer  the  OPTera  Metro  5200 
Release  4.0  as  a  smaller,  easier-to- 
install  cabinet.  OPTera  Metro  Cabinet 
is  designed  for  deployment  times  of 
four  hours,  vs.  typical  deployments, 
which  can  exceed  30  hours.  The  cabi¬ 
net  will  be  available  in  December. 
www.nortelnetworks.com 

■  Cisco  and  Cirpack,  a  vendor  of 
packet  telephony  equipment,  have 
announced  that  Cisco’s  integrated 
access  devices  are  compatible  with 
Cirpack’s  voice  gateways  and  soft- 
switches.  The  combination  of  Cisco’s 
IAD2420  and  Cirpack  s  G16M  V5.2 
gateway  and  S5  Class  5  softswitch 
lets  service  providers  offer  voice- 
over-DSL  services  without  investing 
in  local  exchange  switches,  the  com¬ 
panies  say.  The  Cirpack  G16M  gate¬ 
way  connects  the  DSL  local  loop  to 
the  Class  5  local  exchange  switch 
equipped  with  E-1  or  SDH  time-divi¬ 
sion  multiplexer  interfaces. 
www.cisco.com, www.cirpack.com 


will  feature  only  data  capabilities. 

The  ST16  takes  data  traffic  from  the 
radio  network  and  puts  it  on  an  IP  net¬ 
work,  such  as  the  Internet,  at  150K 
bit/sec.  Traffic  from  the  radio  network  is 
packetized  via  a  reformatting  scheme 
that  Starent  designed  for  transportation 
through  the  Starent  box. 

The  ST16  classifies  the  traffic,  applies 
quality-of-service  metrics,  bills  network 
usage  to  customers  and  manages  opera¬ 
tion  and  performance,  Starent  officials  say 
Voice  capabilities  will  be  added  for  the  sec¬ 
ond  phase  of  the  product  release,  expected 
by  year-end  2002. 

The  box  was  also  designed  with  the  abil¬ 
ity  to  evolve  from  2.5G  to  3G  and  onto  all-IP 
technology  It  supports  Linux,  and  Starent  is 
working  with  several  service  providers  to 
develop  mobile  applications  for  the  ST16. 

The  IMG  is  capable  of  1-to-l  and  Ro¬ 
many  redundancy  Starent  says,  and  can 
serve  as  a  Packet  Data  Servicing  Node/ 
Home  Agent  (PDSN/HA)  and  a  Gateway 


General  Packet  Radio  Services  Sup¬ 
port  Node  (GGSN).  A  PDSN/HA 
connects  the  radio  access  network 
to  the  application  or  service,  and 
the  subscriber’s  anchor  point  for 
identity. 

A  GGSN  is  the  interface  between 
GPRS  and  IP  traffic.  It  also  can  con¬ 
nect  the  GPRS  service  nodes  to  IP 
data  networks. 

The  ST16  can  also  work  as  an  ac¬ 
cess  gateway  and  a  media  gateway, 
the  company  says. 

Starent  recently  announced  that 
Samsung  chose  its  ST16  product  for 
“significant”  infrastructure  deploy¬ 
ments.  Samsung  will  use  the  box  in 
its  Korean  infrastructure  as  part  of  a 
3G  deployment  of  Code  Division 
Multiple  Access  2000  lx  technology 

The  ST16  is  currently  in  beta  tests. 
It  will  be  generally  available  in  the 
second  quarter  of  2002. 

Starent:  www.starentnetworks.com 


■  PROFIL  STARENT 


Location: 

Tewksbury,  Mass.,  and 
Chicago 

Founded: 

August  2000 

Product: 

ST16  Intelligent  Mobile 
Gateway 

Financing: 

$32  million  total  from  Matrix 
Partners,  North  Bridge 
Venture  Partners  and 
Highland  Capital  Partners. 

Competitors: 

IncludeTahoe  Networks, 
WaterCove  Networks. 

Employees: 

100 

Fun  fact: 

Ashraf  Dahod,  the 
company's  president, 
developed  the  patent  for  the 
cable  modem.  The  company 
also  has  an  annual  Fall 
Classic  dart  tournament. 

Equipe  preps  ATM/IP  switch  for  MPLS 


■  BY  JIM  DUFFY 

ACTON,  MASS.  —  ATM/IP  switch  start-up 
Equipe  Communications  plans  to  unveil 
next  spring  the  IP  portion  of  its  switch,  a 
processor  that  lets  users  set  up  Multi-proto- 
col  Label  Switching  paths  over  an  ATM  or 
IP  core  network. 

The  MPLS  Interworking  processor  will  de¬ 
but  around  June.  Equipe  will  demonstrate 
it  at  SuperComm  2002,  interoperating  with 
Juniper  Networks  routers  to  set  up  MPLS 
Label  Switched  Paths  (LSP),  passing  traffic 
and  maintaining  quality  of  service,  Equipe 
officials  say 

However,  they  would  not  say  if  the  de¬ 
monstration  would  support  voice  and 
video  traffic  over  the  LSPs. 

The  lOG-bit/sec  MPLS  Interworking  proc¬ 
essor  for  Equipe’s  E3200  switch  will  ship  in 
the  first  half  of  2002, Equipe  says.The  com¬ 
pany  proposes  a  three-phase  strategy  for 
service  providers  migrating  an  ATM  core 
to  IP/MPLS. 

The  first  phase  is  to  scale  the  current  ATM 
core  beyond  25G  bit/sec,  which  is  the  ca¬ 
pacity  of  Lucent’s  current  core  ATM  offer¬ 
ing,  the  GX  550  (Equipe  says  with  Auto¬ 


matic  Protection  Switching  turned  on, 
the  GX  550  actually  only  delivers  12. 5G 
bit/sec).  Equipe’s  E3200  scales  to  320G 
bit/sec. 

The  second  phase  would  be  to  migrate 
nonreal-time  traffic  over  to  MPLS  LSPs.  In 
this  phase,  end-to-end  ATM  signaling  and 
service  provisioning  is  preserved,  Equipe 
says.  Constant  bit-rate  and  variable  bit-rate 
traffic  stays  in  ATM  permanent  virtual  cir¬ 
cuits,  while  unspecified  bit  rate  is  mapped 
onto  the  MPLS  LSPs. 

Equipe  says  there’s  a  1-to-l  mapping  of 
ATM  virtual  circuits  to  MPLS  LSPs  in  the 
E3200  switch,  which  it  says  supports 
256,000  virtual  circuits. 

In  phase  three,  real-time  traffic  migrates 
to  the  MPLS  core.  Because  of  service  pro¬ 
viders’  current  reliance  on  an  ATM  core  for 
revenue  generation  and  the  immaturity  of 
MPLS,  Equipe  does  not  envision  this  phase 
for  four  or  five  more  years. 

Equipe  plans  to  keep  ATM  and  MPLS  sig¬ 
naling,  control  planes  and  traffic  separate 
to  minimize  any  service  disruption. 

The  company  is  not  currently  testing 
MPLS  interoperability  with  Cisco’s  GSR 
12000  routers,  but  expects  to  have  one  in 


its  labs  within  two  months.  Equipe  is  also 
anticipating  a  new  version  of  Cisco’s  MGX 
8850  ATM  switch,  with  MPLS  migration  ca¬ 
pabilities,  soon. 

Meanwhile,  the  Equipe  3200  switch  will 
ship  in  an  ATM-only  iteration  in  the  first 
quarter  of  2002,  with  OC-192.  It  will  inter¬ 
operate  with  Lucent’s  GX  550  and  CBX  500 
ATM  switches  via  a  Virtual  Network  Nav- 
igator-to-Private  Network-to-Network  Inter¬ 
face  gateway  on  the  Lucent  switches. 
Virtual  Network  Navigator  is  Lucent’s 
Open  Shortest  Path  First-based  routing 
architecture.  ■ 


More  online! 


Read  how  Equipe  Communications  will  unveil  its  flagship 
product  to  bridge  ATM  and  MPLS  networks. 

DocFinder:  7029 
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THE  CODERNAUTS  WERE  ON  A  SEARCH  FOR  A  DATABASE  THAT  RUNS  ON  LINUX,  UNIX  AND  WINDOWS  2000.  THEY  DISCOVERED: 


DB2  outperforms  ORACLE 

j  CUSTOMERS  KNOW  IT,  PARTNERS  KNOW  IT,  BENCHMARKS  PROVE  IT  | 


IT’S  A  DIFFERENT  KIND  of  WORLD. 

YOU  NEED  A  DIFFERENT  KIND  of  SOFTWARE. 


business  software  ibm.com/db2/outperform 


SHAPING  YOUR  NETWORK 


Point-to-Multipoint  DWDM  raises  optical  reach 


■  BY  JEFF  GWYNNE 

Foint-toFbint  dense  wave  division  multi¬ 
plexing  is  a  technology  that  lets  service 
providers  transmit  more  than  one  lambda, 
or  wavelength,  between  two  locations. 

Given  the  enormous  capacity  multiple 
wavelengths  provide,  in  most  applica¬ 
tions  the  two  locations  connected  by 
Point-to-Pbint  DWDM  are  typically  central 
offices  or  large,  multitenant  office  build¬ 
ings  that  generate  and  consume  large 
amounts  of  bandwidth. 

Taking  the  concept  of  Point-to-Point 
DWDM  to  a  new  level  is  Fbint-to-Multipoint 
DWDM,  which  differs  in  the  number  of 
endpoints  that  receive  the  traffic. 

In  metropolitan  areas,  DWDM  initially 
provided  carriers  with  the  ability  to  sig¬ 
nificantly  increase  the  capacity  of  fiber 
strands,  thereby  providing  favorable 
economics. 

However,  the  downside  to  the  technol¬ 
ogy  is  that  a  positive  return  on  invest¬ 
ment  is  achieved  only  when  it  serves  the 
largest  enterprise  customers  that  gener¬ 
ate  significant  recurring  monthly  rev¬ 
enue  streams. 

That  ignores  90%  of  enterprise  cus¬ 
tomers,  however.  The  emergence  of  Passive 
Optical  Networking  (PON)  makes  it  possi¬ 
ble  for  carriers  to  deploy  wavelength,  mul¬ 
tiwavelength  and  fractional  wavelength 
services  to  enterprise  customers  over  the 
same  fiber  infrastructure. 

Now  carriers  can  use  one  infrastructure 
to  serve  all  their  customers  —  large  and 
small  —  while  easily  scaling  to  provide 
higher  service  levels  as  more  customers 
embrace  value-added  services  such  as  stor¬ 
age-area  networks  (SAN)  and  virtual  LANs. 


■  HOW  IT  WORKS 


Point-to-Multipoint  DWDM 

Point-to-Multipoint  Dense  Wave  Division  Multiplexing 
(DWDM)  lets  many  companies  share  a  single  optical 
wavelength. 


Customer  premises- 
based  Intelligent  Optical 
Terminals  enable  multiple 
businesses  to  share  a 
single  wavelength,  with 
each  company  using  up  to 
100M  bit/sec  of  service. 


© 


Packet  and  cell  traffic 
consisting  of  broad¬ 
band  voice  and  data  is 
transported  over  a 
single  low-cost  Passive 
Optical  Network  (PON) 
infrastructure. 
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Customer  premises-based 
Optical  Terminals  provide 
high-end  users  with  a  full, 
dedicated  wavelength. 
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The  Optical  Access 
Switch  aggregates 
broadband  services 
from  hundreds  of 
customers  and  connects 
to  the  phone  network. 
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DWDM  switch  adds 
multiple  wavelength 
functionality  to  the  PON.  J 

•  Passive  optic  coupler 


DWDM 

switch 


The  components  of  Lamda-PON 

Point-to-Multipoint  DWDM  based  on 
PON  consists  of  these  elements: 

•  A  DWDM  switch  collocated  with  an 
Optical  Access  Switch  (OAS)  in  the  cen¬ 
tral  office. 

•  An  Optical  Transponder  or  Intelligent 
Optical  Terminals  (depending  on  the  rate 
of  service)  on  the  customer  premises. 

•  A  PON  between  the  central  office  and 
the  customer  premises. 

Among  the  key  elements  of  a  PON  are 
the  passive  couplers  and  splitters  deployed 
in  the  outside  plant  that  combine  or  split 
the  laser  signal  at  each  junction  point. 
Because  these  splitters  and  couplers  are 
fiber,  once  the  carrier  installs  the  outside 


plant  network,  all  changes  and  upgrades 
occur  only  at  the  endpoints.This  eliminates 
the  need  and  expense  of  making  changes 
to  the  outside  plant. 

The  collocation  of  the  DWDM  switch 
and  the  optical  access  switch  in  the  cen¬ 
tral  office  allows  the  transmission  of  frac¬ 
tional  and  dedicated  wavelength  services 
over  the  same  PON.  For  customers  requir¬ 
ing  a  dedicated  wavelength,  the  DWDM 
switch  transmits  wavelengths  through  the 
OAS  and  onto  the  PON  at  a  frequency 
predetermined  for  each  end  customer. 
While  this  traffic  travels  through  every 
splitter  and  coupler,  and  reaches  all  end¬ 
points,  each  optical  transponder  is  outfit¬ 
ted  with  a  filter  that  only  receives  the  sig¬ 


nal  that  is  intended  for  it,  ensuring  that 
data  is  secure  and  that  each  customer  is 
receiving  the  correct  service  level. 

For  customers  receiving  fractional  wave¬ 
length  offerings,  service  is  originated  and 
aggregated  at  the  optical  access  switch  in 
the  central  office,  without  involving  the 
DWDM  switch. 

The  traffic  then  travels  at  a  maximum 
speed  of  622M  bit/sec  downstream  along 
the  PON  and  is  terminated  at  each  cus¬ 
tomer  location  by  optical  terminals 
equipped  withT-1  and  Ethernet  interfaces. 

Enterprise  customers  receiving  fractional 
wavelength  services  have  the  option  of 
choosing  between  10M  and  100M  bit/sec 
of  service. 

When  demand  surpasses  100M  bit/sec, 
companies  can  upgrade  to  a  dedicated 
wavelength  offering  (2.5G  bit/sec)  with¬ 
out  changes  to  the  outside  plant  or  ser¬ 
vice  disruptions. 

The  ability  to  operate  a  single,  future- 
proof  fiber  infrastructure  capable  of  serv¬ 
ing  all  types  of  enterprise  users  brings 
with  it  a  tremendous  opportunity  for  car¬ 
riers  and  corporations.  As  a  result  of  the 
precision  of  today’s  optics,  a  single  PON 
can  support  multiple  traffic  types  and 
data  rates  to  serve  businesses  of  all  sizes, 
minimizing  carriers’  operational  and  cap¬ 
ital  expenditures. 

For  companies,  the  economical  Point-to- 
Multipoint  DWDM  services  that  PON  en¬ 
ables  bring  with  them  a  new  breed  of 
applications  such  as  SANs  and  VLANs. 

Gwynne  is  a  co-founder  and  senior  vice 
president  of  marketing  at  Quantum  Bridge 
Communications  in  Andover,  Mass.  He  can 
be  reached  at  gwynne@quantumbridge 
.com. 


Dr.  Internet 


by  Steve  Blass 


Your  column  on  peer-to-peer  VPNs  (www.nwfusion 
.com,  DocFinder  7022)  was  interesting.  I  got  your 
Windows  2000  Professional  Routing  and  Remote 
Access  Services  VPN  suggestion  to  work,  but  it  is 
not  quite  what  we  were  looking  for.  Could  you  elab¬ 
orate  on  the  Web-based  gateway-type  services  you 
mentioned  at  the  end  of  the  column? 

Two  that  I  have  used  are  Groove  from  www. 
groovenetworks.com  and  GoToMyPC  from  www. 


gotomypc.com.  Groove  is  a  full-service,  peer-to- 
peer  networking  product  for  Windows  98  and 
above  that  provides  collaboration  tools  such  as  a 
whiteboard,  audioconferencing  and  file  sharing. 
The  preview  edition  of  Groove  is  free.  Installation 
is  straightforward,  and  you  invite  participants  who 
have  also  installed  Groove  to  join  workspaces  you 
create  using  the  tool  set.  GoToMyPC  is  a  Web- 
based  remote  access  solution  for  systems  run¬ 
ning  Windows  95  and  up.  Free  trial  use  is  available 


for  starters;  then  the  service  costs  about  $10  per 
month  for  a  single  PC.  You  install  the  server  com¬ 
ponent  on  your  PC  and  establish  a  logon  at  the 
site  and  a  personal  identification  number  for  your 
computer.  To  access  the  PC  from  the  Web,  log  on 
and  download  a  plug-in. 

Blass  is  a  network  architect  at  Change(a) 
Work  in  Houston.  He  can  be  reached  at 
dr.internet@changeatwork.com. 
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GEARHEAD 
INSIDE  THE 
NETWORK 
MACHINE 


If  we  didn’t  know  better  we  could 
swear  that  XI 0  is  dogged  by  malevo¬ 
lent  spirits  that  exist  just  to  foil  our  best 
endeavors.  Thus  it  is  that  we  must  defer 
our  final  X10  product  review  for  another 
week  and  resort  to  recommending  a  way- 
cool  Christmas  gift. 

The  product  in  question  is  a  tiny  radio 
controlled,  $60  tracked  vehicle  called  the 
Desktop  Rover  made  by  Plantraco  (www 
.plantraco.com). 

The  Rover  is  about  4.5  inches  long, 
slightly  less  than  2.5  inches  wide  and 
1.75  inches  tall  with  a  6-inch  whip  an¬ 
tenna.  You  can  order  a  Rover  set  to  one 
of  four  radio  control  frequencies  (26.995 
MHz,  27.095  MHz,  27.195  MHz  or  27.255 
MHz),  which  allows  up  to  four  vehicles 
to  run  simultaneously. 

Those  devices  are  way  cool  for  several 
reasons,  not  the  least  of  which  is  you  can 
control  the  machines  on  a  client/server 
basis  over  a  TCP/IP  connection  (that’s  our 
tenuous  tie  to  networking  and  the  whole 


Mark 

Gibbs 


Early  Christmas  presents 


reason  we  can  review  it). 

And  unlike  most  radio-controlled  de¬ 
vices,  the  radio  link  sends  commands  as 
binary  data  to  a  microprocessor  onboard 
the  Rover.  And  as  a  consequence,  Plan¬ 
traco  has  provided  a  RS232  serial  or  uni¬ 
versal  serial  bus  (USB)  interface  to  the 
transmitter. 

The  control  software  is  called  Telecom¬ 
mander  and  retails  for  $60  for  the  soft¬ 
ware  with  serial  cable  included,  or  $70 
with  USB  cable  included. 

We  had  fun  decoding  the  link  com¬ 
mands  —  a  process  that  simply  required 
us  to  plug  a  PC  running  the  Tele¬ 
commander  software  into  another  PC 
using  a  null  modem  cable  and  running  a 
serial  interface  analyzer.  Voila!  Code 
cracked. 

The  coding  is  simple:  Using  seven  bit 
bytes  with  no  parity,  if  the  least  signifi¬ 
cant  bit  is  set  to  one  it  represents  left- 
motor  reverse;  the  next  bit  left-motor  for¬ 
ward;  then  right-motor  reverse;  right- 
motor  forward;  fire  and  reload;  and  fin¬ 
ally,  a  byte  of  zeros  means  stop  whatever 
you’re  doing. 

Thus,  forward  has  a  decimal  value  of  10, 
rotate  clockwise  is  six,  and  so  on.  We’ll 
leave  it  as  an  exercise  for  you  to  fill  in  the 
rest  of  the  permutations. 

“Wait  a  second,”  you  exclaim  with  de¬ 


light,  “Did  you  say  fire 
and  reload?”  Yep,  there’s 
an  LED  at  the  front  of 
each  Rover  that  can  be 
fired  at  other  Rovers.  And 
when  six  hits  are  scored 
on  your  opponent,  the 
target  Rover  goes  inac¬ 
tive  and  requires  reset¬ 
ting  (and  the  device  is  therefore  dis¬ 
qualified  from  being  an  Ultimate  Couch 
Potato  Toy  because  you  have  to  get  up 
and  switch  it  off  and  on  if  you  want  to 
continue  playing). 

The  Telecommander  control  applica¬ 
tion  is  pretty  interesting  —  written  in 
Java  using  a  range  of  freeware  tools  with 
code  from  the  Sourceforge  open  source 
“finj”  FTP  project  (provides  embedded 
software  update  service)  and  a  whole  lot 
more  (see  Plantraco’s  interesting  soft¬ 
ware  development  overview  at  www.nw 
fusion.com,  DocFinder:  7047). 

Telecommander  can  be  run  in  manual 
mode  where  you  click  on  icons  and  the 
Rover  immediately  responds,  macro 
mode  where  the  Rover  executes  a  stored 
sequence  of  instructions,  and  server 
mode,  which  executes  its  local  macros 
for  another  PC  running  Telecommander 
in  remote  mode. 

We  found  some  bugs  in  the  first  ver¬ 


sion  of  the  software.  For 
example,  problems  with 
correctly  identifying  the 
client  IP  address  when 
multiple  adapters  were 
available.  But  we  suspect 
that  they  can  all  be  easily 
fixed. 

Another  Java  project 
Plantraco  has  on  exhibit  is  an  online 
Telecommander  demo.  This  is  an  applet 
that  streams  a  view  of  a  Rover  on  a  Mars- 
like  landscape,  and  you  can  control  it. 
(Note  to  Plantraco:  Could  you  please 
make  the  duration  we  get  to  control  the 
Rover  longer?  We’d  just  got  the  Rover 
unstuck  from  the  left  edge  of  the  screen 
when  we  timed  out  and  had  to  rejoin 
the  queue.) 

This  is  a  great  toy  and  one  that  every 
geek  parent  should  buy  for  their  child’s 
Christmas  stocking  (or  even  their  own). 
There’s  also  a  wireless  color  camera  mo¬ 
dule  that  can  be  mounted  on  the  Rover 
or  even  on  one  of  Plantraco’s  radio-con¬ 
trolled  blimps.  Perhaps  we’ll  have  a 
chance  to  review  these  products  at  some 
juncture. 

Great  gadget:  Ten  gearteeth  out  of  10! 

Roaming  thoughts  to  gearhead@ 
gibbs.com. 
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Lord  of  the  Things 


Apart  from  the  lines  of  people  waiting 
to  play  Microsoft’s  new  Xbox  video 
game  platform,  Comdex  2002  wasn’t 
as  crowded  as  previous  years.  That  said, 
there  were  still  plenty  of  cool  things  to  see 
on  the  show  floor,  especially  the  new  con¬ 
cepts  that  vendors  will  try  to  develop  into 
products  over  the  next  few  years. 

Mobility  and  wireless  continues  to  be  a 
trend,  with  almost  every  major  vendor 
adding  some  kind  of  wireless  connectivity 
to  their  products.  If  a  product  doesn’t  have 
either  an  802.11b  or  Bluetooth  connec¬ 
tion,  it  might  as  well  be  sitting  in  a  corner 
collecting  dust. 

But  1  noticed  another  trend  in  devices, 
something  I’m  calling  "the  Transformer 
Effect.”  It’s  more  than  just  convergence, 
which  has  been  happening  over  the  past 
few  years. The  Transformer  Effect  is  taking 
one  device  and  turning  it  into  another 
device  with  a  few  clicks, swivels  or  button 
pushes.  If  you’re  blocking  out  the  1980s, 
Transformers  were  toys  that  could  “trans¬ 
form”  into  other  toys  by  shifting  and  click¬ 
ing.  You  could  take  a  car  or  a  boat  and 


It's  a  camera,  a  PDA,  a  phone!  It's  Origami! 


turn  it  into  a  robot. 

Kyocera  Wireless  was  one 
of  the  first  vendors  to  do  this 
with  its  Smart  Phone.  At  first 
glance,  the  device  was  a  wire¬ 
less  phone,  but  when  you 
flipped  open  the  cover,  it  be¬ 
came  a  Palm  OS  PDA.  Other 
devices  are  continuing  this 
trend, as  Handspring  recently 
demonstrated  with  its  Treo 
communicators,  and  new 
phone/PDA  combos  coming 
from  LG  Electronics  and 
Nokia. 

At  Comdex,  National  Semi- 
conducor  showed  that  it’s  a 
believer  in  the  Transformer 
Effect.  In  demonstrating  the 
uses  for  its  Geode  SC3200 
Processor,  National  Semi  built 


The  Origami  concept 
device  can  be  different 
things,  depending  on 
how  you  shape  it 


a  concept  device  called  the  Ori¬ 
gami.  Like  the  ancient  Jap¬ 
anese  art  of  paper  folding, 
National  Semi’s  Origami 
can  become  different 
shapes, and  different  prod¬ 
ucts,  by  twisting  and  turn¬ 
ing  the  unit.  The  device 
can  function  as  a  digital 
camera,  a  digital  cam¬ 
corder,  a  videoconferenc¬ 
ing  terminal,  Internet  ac¬ 
cess  and  e-mail  terminal, 
Internet  picture  frame, 
MP3  player,  smart  phone 
and  a  PDA.  I  heard  one 
official  at  National  Semi 
call  it  a  “PDA  on 
steroids.” 


The  device  ran  on  a  Windows  XP  Em¬ 
bedded  operating  system,  and  included 
Compact  Flash  storage,  a  4-inch  640-by- 
480  pixel  LCD  display  with  a  touchscreen, 


a  mini  keyboard,  universal  serial  bus 
expansion  ports,  and  came  with  either 
Bluetooth  or  802.11b  wireless  LAN  op¬ 
tions.  It  also  had  a  camcorder  that  can 
double  as  a  digital  camera. 

Because  this  is  a  concept,  don’t  expect 
to  see  this  product  on  store  shelves  any 
time  soon.  But  National  Semi  has  a  good 
track  record  with  concept  devices;  a  few 
years  ago  it  developed  what  is  now  known 
as  Web  tablets  (or  Web  pads). 

Another  concept  device  I  saw  was 
from  Hewlett-Packard,  which  wanted  to 
share  its  vision  of  the  notebook  comput¬ 
er.  This  also  fits  into  the  Transformer 
Effect  trend,  because  the  notebook  can 
swivel  its  screen  around  180  degrees 
(perfect  for  PowerPoint  presenters). 
After  folding  again,  you  can  place  the 
notebook  onto  a  specially  designed 
docking  station  and  rotate  it  again  de¬ 
pending  on  whether  you  want  your 
screen  to  display  like  a  portrait  or  land¬ 
scape.  Again,  this  is  a  concept,  it  might 
look  much  different  by  the  time  produc¬ 
tion  models  are  released. 

Still,  it’s  pretty  cool  to  see  what  some 
really  smart  people  are  thinking  about  in 
terms  of  building  devices  that  can  im¬ 
prove  our  productivity.  Now  if  one  can 
just  turn  into  a  race  car,  we’ll  be  all  set. 

Send  news  of  cool  stuff  to  kshaw@ 
nww.com. 
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BUSINESS-CRITICAL 

Swi  tch  i  n 


IT  IS  AN  INDISPUTABLE  FACT  in  the  e-business  world  that 
the  speed  at  which  revenues  flow  from  new  applications  is 
directly  related  to  the  speed  at  which  these  applications  can 
be  deployed.  Quickly  deploying  these  applications  is  the 
cyber-world’s  equivalent  of  rapidly  building  brick-and-mor- 
tar  storefronts  to  capture  new  customers. 

And  because  new  business  applications  can  sometimes  generate  sudden  and 
sustained  bursts  of  increased  business  activity,  the  underlying  network  infra¬ 
structure  must  be  both  scalable  and  full-featured  to  support  the  demands  of 
client  services. 

To  meet  these  and  other  lofty  requirements  of  Internet  business  applications, 
Cisco  Systems  offers  the  Catalyst  6500  Series  platform  for  both  enterprise  and 
service-provider  networks.  In  addition  to  being  the  fastest  switch  series  avail¬ 
able  today,  the  Catalyst  6500  Series  is  designed  from  the  ground  up  to  address 
the  toughest  network  challenges,  including: 

■  High  availability,  performance,  and  scalability 

■  Intelligent  multilayer  switching 

■  Increased  requirements  for  gigabit  switching  density 

■  Voice  and  data  integration 

■  LAN/WAN/MAN  convergence 


Performance, 
scalability,  and 
services  packed  into 
the  Cisco  Catalyst 
6500  Series 


PROOF  POSITIVE 

"With  the  recent  introduction  of  the  Cisco  Catalyst  6513,  the  latest  member  of  the 
Catalyst  6500  Series,"  says  Ben  Goldman,  manager,  product  marketing  for  the 
Catalyst  6500  Series,  “Cisco  has  proven  that  we  can  continue  to  scale  bandwidth, 
performance,  and  density  while  maintaining  line-rate  intelligent  services." 

That’s  been  borne  out  by  independent  lab  tests  of  Cisco’s  Catalyst  6509  and 
Catalyst  6513  switches,  which  showed  stun¬ 
ning  aggregate  throughput  with  equally  stun¬ 
ning  services  enabled  performance.  Test  engi¬ 
neers  from  Princeton,  NJ-based  Miercom,  a 
leading  independent  product  testing  lab,  put 
the  switches  through  a  comprehensive  set  of 
tests  that  included  “abnormally  stressful  tasks 
and  network  failures.” 

Even  under  extreme  duress,  the  Catalyst 
6500  series  switches  delivered  “full  line-rate 
performance  with  low  levels  of  latency  and  no 
packet  loss,  no  matter  how  large  the  packet  in 
the  test.”  By  maintaining  a  consistent  and  low 
level  of  latency,  the  switches’  performance 
clears  a  major  and  business-critical  hurdle  in 
supporting  delay-sensitive  applications,  includ¬ 
ing  IP  telephony  and  video  conferencing. 

When  Miercom’s  engineers  configure  the 
Catalyst  6500  Series  switches  with  multiple 

advanced  features,  the  switches  suffered  no  performance  degradation  or 
changes  in  latency.  And  as  shown  in  the  chart,  the  aggregate  throughput  of  each 
switch  equaled  the  theoretical  maximum — better  than  210  Mpps,  for  the 
Catalyst  6513.  (A  complete  report  of  this  stunning  test  is  available  as  a  printable 
PDF  at  www.cisco.com/go/6500miercom). 


Cisco  Systems  offers  the  Cisco  Catalyst  6500  Series  platform- 
Catalyst  6513  Switch. 


-with  the  latest 


Throughput  to  the  Max 


The  results  shown  are  based  on  testing  with 
64-byte  IP  packets 
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Moreover,  Miercom’s  tests  found  that  the  Catalyst  6500  switches  continued 
to  provide  advanced  services  while  consistently  maintaining  performance  under 
heavy  traffic  loads.  Such  performance  and  service  provisioning  is  vital  for  envi¬ 
ronments  in  which  users  expect  a  switch  to  maintain  peak  performance,  even  if 
it  is  employing  multiple  advanced  features  while  being  hit  with  various  network 
flaps  and  glitches. 

CATALYST  FOR  QUALITY 

The  Catalyst  6500  Series  supports  Cisco  IOS  software,  which  delivers  a  com¬ 
prehensive  suite  of  services  for  managing  network  security,  allocating  and 

enforcing  QoS,  and  enabling  network 
resilience.  Quality  of  service  is  the  lifeblood  of 
Internet  business  applications.  In  its  tests, 
Miercom  simulated  various  system  failures, 
and  each  time  the  Catalyst  switches  posted  the 
“exact  same  results,  confirming  that  common 
logic  failure  has  no  effect  on  QoS  enforce¬ 
ment." 

“For  today’s  enterprise  and  service  provider 
networks,  it  is  essential  to  have  the  capability 
to  deploy  Internet  business  applications  on  a 
highly  scalable  infrastructure,”  notes  Peter 
Alexander,  vice  president  of  marketing  at 
Cisco’s  Internet  Systems  business  unit.  “The 
Catalyst  6500  Series  is  not  only  scalable,  it  also 
has  the  high  availability  and  key  network  serv¬ 
ices  required  by  today’s  most  demanding  busi¬ 
ness  environments.” 

The  Catalyst  6500  Series  is  a  key  element  of 
the  Cisco  Content  Networking  architecture,  designed  to  deliver  Internet  busi¬ 
ness  applications  including  e-commerce,  supply  chain  management,  and  work¬ 
force  optimization. 

For  more  information  on  the  Catalyst  6500  Series  and  on  Cisco’s  Internet  net¬ 
working  solutions,  click  on  www.cisco.com/go/catalyst6500. 
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EDITORIAL 

John  Dix 


New  realities, 
post-9/11 


In  this  issue  we  bring  you  a  collection  of  stories  about 
the  role  technology  played  in  the  aftermath  of  the 
Sept.  1 1  attacks  and  where  we  go  from  here  (cover¬ 
age  starts  on  page  36). 

There  are  more  than  a  few  lessons,  but  perhaps  the 
overarching  one  is  that  technology  designed  to  help  or¬ 
ganizations  cope  with  disaster  actually  works  and  is 
worth  every  penny.  Could  we  do  better?  Yes. This  was  a 
wake-up  call  that  has  companies  across  the  country 
second-guessing  everything  from  disaster  recovery  to 
data  security. 

But  our  spending  survey  (see  page  53)  also  shows  com¬ 
pany  confidence  in  the  resilience  of  existing  infrastruc¬ 
ture.  While  37%  of  our  readers  say  the  events  of  Sept.  1 1 
have  forced  them  to  ratchet  up  or  reallocate  their  IT  bud¬ 
gets,  63%  say  they  will  stay  their  current  course. 

In  fact,  the  souring  economy  is  causing  more  havoc 
with  IT  than  Sept.  1 1.  Some  80%  of  our  survey  respon¬ 
dents  said  the  economy  is  responsible  for  delaying  tech¬ 
nology  upgrades  vs.  only  5%  who  cited  the  attacks  as 
being  the  cause  of  those  delays.  Of  course  the  attacks 
only  further  affected  the  economy  so  it  is  something  of  a 
chicken-and-egg  problem. 

But  there  may  be  light  at  the  end  of  the  tunnel.  Anec¬ 
dotally  consider  that  Comdex  two  weeks  ago  was  smaller 
than  usual  but  still  vibrant,  Ciscos  sales  have  rebounded 
a  bit,  and  the  Nasdaq  is  up  34%  from  the  low  it  hit  in 
September. 

More  good  news:  Our  spending  survey  shows  IT  bud¬ 
gets  increasing  almost  4%  next  year.  While  that  pales 
compared  with  the  10%  jump  between  2000  and  2001,  it 
isn’t  bad  considering  the  current  environment. 

Is  the  hike  sufficient  to  fund  the  initiatives  you  need 
to  launch  given  increased  concern  in  the  boardroom 
over  things  such  as  disaster  recovery  and  data  security? 
Most  of  you  say  no,  meaning  you’ll  be  whipsawed  by 
the  obvious  conflict. 

Innovation  and  creative  reallocation  will  be  key  to 
making  do  in  2002. 

Of  course  some  technologies  answer  the  post-Sept.  1 1 
workforce  demands  while  saving  money,  a  win-win.  Web- 
and  videoconferencing  tools  that  reduce  the  need  to 
travel  seem  to  be  gaining  favor,  and  there  seems  to  be  a 
marked  uptick  in  demands  to  work  from  home,  which  is 
all  the  easier  with  advances  in  everything  from  VPNs  to 
home  gateways. 

One  thing  is  clear: Things  have  simply  changed.  IT  spend¬ 
ing  from  here  on  will  need  to  reflect  new  realities. 


www.nwfusion.com 


Comfort  zone 

In  his  “Backspin”  column  “The  new  battleground” 
(www.nwfusion.com,  DocFinder:  7024),  Mark  Gibbs 
states:  “. .  .but  there’s  a  general  feeling  of  gloom  that 
also  makes  traipsing  around  stores  unappealing  . . . 
and  as  a  consequence  of  not  wanting  to  go  out, 
many  of  us  will  shop  online.” 

I’m  not  so  sure  we’ll  see  a  huge  increase  in  e-shop- 
ping  this  year.  Despite  the  security  risks  Gibbs  men¬ 
tions,  there’s  also  the  perceived  risk  of  having  pack¬ 
ages  delivered  to  your  doorstep. 

After  the  first  anthrax  report,  my  wife  forbade  our 
three  children  —  all  teenagers  —  from  getting  the 
mail  out  of  our  mailbox. 

Many  people  feel  more  comfortable  going  to 
stores  to  buy  something  than  getting  cryptically 
identified  brown  cardboard  boxes  in  the  mail. 

Art  Kraus 
Meteorologist 
National  Weather  Service 
Mount  Holly  N.J. 

Cheapest  may  not  be  best 

I  am  an  engineer  for  a  local  exchange  carrier.  Ho¬ 
ward  Anderson’s  column  “A  tale  of  two  countries” 
(www.nwfusion.com,  DocFinder:  7025)  underscores 
the  frustrations  we  face  trying  to  solve  customer 
problems.  Until  our  regulatory  agencies  decide  to 
establish  unilateral  codes  of  business  practices  and 
all  players  in  the  field  are  playing  by  the  same  rules, 
the  incumbents  will  find  it  difficult  and  sometimes 
disadvantageous  to  continue  to  build  new  infra¬ 
structure  and  services. 

As  a  nation,  we  seem  to  have  forgotten  the  element 
of  public  service  in  our  public  utilities.  What  will 
happen  when  the  “lowest  bidder”  or  “cheapest  pro- 

E-mail  letters  to  jdix@nww.com  or  send  them  to  John  Dix.  editor  in 
chief.  Network  World,  1 18  Turnpike  Road,  Southborough,  MA  01772. 
Please  include  phone  number  and  address  for  verification. 


vider"  is  asked  to  enhance  or  strengthen  our  public 
communications  networks  and  services?  Will  they 
have  the  desire,  resources  or  ability? 

Is  it  time  for  us  to  re-evaluate  our  current  course 
and  methodology  in  delivering  services  in  our  coun¬ 
try  —  or  do  we  wait  until  services  finally  reflect  the 
absolute  cheapest  service  that  can  be  provided? 

Dan  Kline 
West  Bend.Wis. 

Overstating  Cisco 

Regarding  “Cisco’s  big  bet”  (www.nwfusion.com, 
DocFinder:  7026):  I  am  amazed  at  the  amount  of 
coverage  Cisco  has  received  for  its  voice-over-lP 
products,  which  lack  basic  features  that  voice-over- 
IP  products  from  vendors  such  as  Nortel  and 
Avaya  offer.  I  am  also  skeptical  of  the  figures  that 
indicate  Cisco  market  leadership  in  the  voice-over- 
IP  arena.  I  know  that  Nortel  and  Avaya  have 
shipped  thousands  of  voice-over-IP  products  — 
many  more  than  3Com  and  I  suspect  more  than 
Cisco  if  you  subtract  the  number  of  voice-over-IP 
units  returned. 

Horace  Spreen 
Network  design  specialist 
Bay  Data  Consultants 
St.  Petersburg,  Fa. 

Cisco  probably  has  invested  more  money  and 
devoted  more  resources  to  voice  over  IP  than  any 
other  company.  The  problem  is  the  various  IP 
phone  technologies  do  not  interoperate. There  also 
does  not  seem  to  be  much  momentum  in  the  in¬ 
dustry  to  standardize  the  technology 

At  the  recent  Internet  telephony  conference  in  San 
Diego,  I  asked  all  the  vendors  about  compatibility 
between  different  phones. The  answers  1  got  ranged 
from  “we  don’t  know”  to  “we  are  testing.” 

Randall  Shimizu 
San  Diego 


More  online!  www.nwfusion.com  Find  out  what  readers  are  saying  about  these  and  other  topics.  DocFinder  7023 


—  John  Dix 
Editor  in  chief 
jdix@nww.com 
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YANKEE  INGENUITY 

Tim  Kraskey 

It  has  been  said  that  two  things  in  life  are 
constant:  death  and  taxes. Well,  there’s  an¬ 
other:  history  repeating  itself.  Specifically 
we  are  in  the  midst  of  returning  to  private 
networks  —  again. 

When  the  AT&T/Bell  System  broke  up  in 
1984,  companies  began  building  private  T-l 
networks  because  the  economics  justified  doing  so.  A  company  could 
connect  offices  in  New  York  and  Chicago  and  save  a  boatload  of 
money  The  cost  justification  was  on  the  voice  traffic, and  data  rode  free. 

Fast  forward  10  years,  and  we  start  to  see  the  shift  to  public  net¬ 
working,  as  companies  began  moving  their  voice  networks  to  out¬ 
sourced  public  VPN-based  networks.  If  you’ve  been  in  the  business 
long  enough,  you  may  remember  Tariff  12s  —  public  network-based 
special  tariffs  for  large  users  of  voice-based  VPNs.  On  the  data  front, 
the  Internet  became  the  public  network.  A  company  just  needed  a 
premises  router  connected  to  the  giant  carrier-based  network  of 
owned  and  hosted  routers  in  the  sky. 

Fast  forward  a  few  more  years  to  the  Telecommunications  Act  of 
1996,  which  was  supposed  to  usher  in  local  and  intrastate  long-dis¬ 
tance  competition  for  public-based  networks.  Competition  could  only 
happen  if  all  carriers  were  on  a  level  playing  field. They  weren’t  —  the 
incumbents  owned  the  local  loop  and  thus  had  the  advantage.  The 
real  or  perceived  threat  of  some  sort  of  carrier-based  competition,  in 
the  form  of  competitive  local  exchange  carriers  or  ISPs,  was  short- 


History  repeating  itself 


lived.  We  moved  to  where  voice  services  were  pennies  on  the  minute, 
data  was  virtually  free  to  flow,  and  the  limitation  was  the  price  you 
were  willing  to  pay  and  the  size  of  your  access  pipe. 

Fast  forward  to  today,  and  we  see  the  flaws  in  the  telecom  act.  First,  it 
did  not  provide  any  real  local  competition  in  last-mile  connectivity 
services.  Second,  it  let  incumbent  local  exchange  carriers  provide 
intrastate  long-distance  service,  thus  driving  the  price  of  a  long-dis¬ 
tance  call  so  low  that  no  one  could  make  money  or  invest  in  next- 
generation  technologies.  Third,  the  act  did  not  free  up  the  wireless 
spectrum  to  provide  any  real  alternative  for  last-mile  delivery  or  open 
up  the  cable  operators’  networks.  Instead,  it  let  local  exchange  carriers 
and  cable  TV  monopolies  crush  competition  through  the  many  legal 
and  public  utility  commission  channels. 

Two  constants  are  always  present  in  monopolies:  Price  goes  up,  and 
service  goes  down.  As  regional  monopolies  take  further  hold  through 
carrier  consolidation,  these  two  constants  will  become  ever  more  ap¬ 
parent.  In  addition,  carriers  have  done  a  poor  job  of  adding  new, 
enhanced  services  to  their  networks.  As  service  levels  degrade  and 
price  starts  to  creep  up,  the  most  demanding  and  innovative  compa¬ 
nies  will  start  to  build  private  networks  —  though  these  new  networks 
will  be  built  entirely  on  IP-based  services  for  voice,  data  and  video. 
History  does  repeat  itself. 

Kraskey  is  managing  director  at  YankeeTek  Ventures,  a  Cambridge, 
Mass.,  incubator.  He  can  be  reached  at  tim@yankeetek.com. 


We  are  in  the 
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networks  — 
again. 


SPEANNG  THE  LANGUAGE 

Linda  Musthaler 


They  started  coming  in  the  mail  in  the 
spring,  first  a  trickle  and  then  several  per 
day.  Privacy  statements.  From  credit  card 
companies,  insurance  companies,  banks,  fi¬ 
nancial  planners.  It  seemed  that  anyone  who 
had  information  about  my  personal  health  or 
wealth  was  telling  me  their  policy  on  how  it 
would  safeguard  my  private  information. 

Or  at  least  I  thought  it  was  private.  1  had  to  read  the  fine  print  to  learn 
that, unless  1  took  some  specific  action  —  usually  returning  some  post¬ 
card  or  letter  —  my  personal  data  could  be  shared  with  other  com¬ 
panies  “to  provide  better  service”  to  me. 

Web  sites,  too,  can  collect  a  lot  of  information  about  an  individual. 
Sometimes  the  collection  of  information  is  very  obvious, such  as  when 
you  complete  a  purchase  transaction  or  register  to  enter  a  portal  for 
“members  only.”  Sometimes  the  data  collection  takes  place  in  the 
background,  and  you  aren’t  even  aware  of  it,  such  as  with  “click¬ 
through”  ads  that  trace  what  other  Web  sites  you’ve  visited. 

However,  privacy  is  more  than  just  a  daunting  issue  for  the  computer 
user:  it  can  be  a  real  economic  drag  for  companies  wanting  to  con¬ 
duct  business  over  the  Internet.  In  the  recent  report  “CommerceNet 
2000  Survey:  Barriers  to  Electronic  Commerce,”  computer  users’  con¬ 
cerns  over  “security  and  encryption”  and  “trust  and  risk”  were  cited  as 
the  top  impediments  to  e-commerce  growth. 

If  the  IT  industry  could  do  more  to  gain  users’  confidence  and  trust 
in  online  privacy  and  security, ordinary  people  might  feel  better  about 
the  Internet  for  business  and  personal  use. 

That’s  the  impetus  for  the  Platform  for  Privacy  Preferences  Project 
(P3P),  which  the  World  Wide  Web  Consortium  (W3C)  is  spearhead¬ 
ing.  P3P  “is  emerging  as  an  industry  standard  providing  a  simple,  auto¬ 
mated  way  for  users  to  gain  more  control  over  the  use  of  personal  in¬ 
formation  on  Web  sites  they  visit,”  the  W3C  says. 

By  answering  a  few  standardized,  multiple-choice  questions,  users 
develop  their  own  policies  on  how  they  would  accept  online  compa¬ 
nies  using  their  personal  data.  Each  Web  site  deploying  the  P3P  speci- 


Preserving  our  privacy 


fication  also  has  a  policy  of  how  it  uses  personal  data.The  P3P  speci¬ 
fication  makes  it  easy  to  compare  the  user’s  policy  with  the  Web  site’s 
policy,  giving  the  user  the  choice  of  whether  or  not  to  enter  the  Web 
site  and  conduct  business  there.lt  puts  control  into  the  user’s  hands  in 
a  simple-to-execute,simple-to-understand  fashion. 

Of  course,  P3P  has  its  critics,  most  of  whom  say  the  specification 
doesn’t  do  enough  to  safeguard  privacy  Perhaps  not,  but  at  least  it’s  a 
start  on  a  consistent  approach  to  the  problem.  Learn  more  about  P3P 
on  the  W3C’s  Web  site  at  www.w3c.org/p3p/. 

One  thing  is  almost  certain:  If  the  IT  industry  doesn’t  figure  out  how 
to  solve  this  issue  itself,  the  federal  government  will  step  in  to  strength¬ 
en  current  privacy  legislation. Congress  has  acknowledged  being  impa¬ 
tient  about  the  industry’s  lack  of  progress  toward  protecting  online  pri¬ 
vacy  At  the  very  least,  the  Federal  Trade  Commission  has  said  it  will 
more  strictly  enforce  existing  privacy  policies.  That  means  we'll  start 
seeing  a  crackdown  on  online  companies  that  don’t  do  enough  to  safe¬ 
guard  your  personal  information. 

The  strange  thing  is,  since  Sept.  1 1  .“privacy”  has  a  different  definition 
as  far  as  the  government  is  concerned.  On  Oct.  26,  President  Bush 
signed  the  Patriot  Act  of  2001  into  law.  This  new  law  gives  federal  au¬ 
thorities  more  leeway  in  monitoring  Internet  usage  and  expands  the 
way  data  is  shared  among  different  agencies.  Of  course,  the  law  is 
designed  to  target  shadowy  figures  that  are  suspected  of  terrorist  activ¬ 
ities.  But  like  the  poor  dolphins  in  tuna  nets,  law-abiding  citizens  may 
get  caught  up  in  such  investigations  and  find  their  personal  data  com¬ 
promised.  However,  this  is  the  price  we’ll  pay  for  homeland  security. 

I’d  like  to  see  more  companies  get  behind  the  industry’s  attempt  at 
self-regulation.  P3P  may  not  be  perfect,  but  it’s  better  than  having  some 
government  agency’s  view  of  privacy  policy  forced  upon  us.  Like  all 
technology  solutions.it  may  take  a  few  version  of  the  P3P  specifications 
to  meet  everyone’s  needs.  Now  is  the  time  to  offer  your  input  to  this 
specification.  As  the  saying  goes:  Speak  now  or  forever  hold  your  peace. 


Congress  has 
acknowledged 
being  impatient 
about  the  indus¬ 
try’s  lack  of  prog¬ 
ress  toward 
protecting  online 
privacy. 


Musthaler  is  nice  president  of  Currid  &  Company,  a  Houston  technol¬ 
ogy  assessment  firm.  She  can  be  reached  at  linda@currid.com. 
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Disaster  recovery: 


Companies  are  looking  be¬ 
yond  tape  backups  and  hot 
sites,  and  toward  “business 
continuity  plans." 


Security 


Doors  that  were  usually  left 
open  prior  to  Sept.  11  at 
Precise  Software  in  Dallas 
are  now  locked. 


ready 


Service  providers  say  their 
network  readiness  prevented 
widespread  disruption  Sept. 

11. ..but  they're  still  doing  more. 

The 

network 

Al  Qaeda  has  been  suspected 
of  using  advanced  stegano- 
graphy  over  the  Internet  along 
with  couriers  carrying  mes¬ 
sages  across  the  desert. 


Planning  for  the 
worst: 


More  online 

*  How  to  start  the  disaster- 
recovery  planning  processes. 


•  Disaster-recovery  planning 

advice.  7045 

•  The  latest  disaster-recovery 

news.  7046 


Expert  advice  is  available  for 
drawing  up  disaster-recovery 
and  business  contingency 
pie 
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IT  resources  are  being  shifted 
to  disaster  recovery  and 
security  for  2002  budgets. 


Investment  giant  doesn't  miss  a  beat  after 
IT  headquarters  is  leveled  in  WTC  attack. 


BY  SHARON  GAUDIN 


oments  after  American  Airlines  Flight  1 1  slammed  into  the  Tower 
One  of  the  World  Trade  Center,  Bob  Schwartz,  managing  director  and  CTO  of 
Lehman  Brothers,  looked  out  his  40th-floor  window  to  see  the  roofs  of  near¬ 
by  buildings  on  fire  and  pieces  of  his  own  building  raining  down.  In  the 
lobby  outside  his  office,  water  was  shooting  out  of  the  elevator  banks. 

Minutes  later,  Schwartz  and  his  managers  began  moving  their  workers  —  the 
core  of  the  global  investment  banks  IT  staff  —  down  the  stairwell,  away  from 
the  fire  and  chaos, as  well  as  from  the  network  that  kept  the  company  running. 

As  he  made  his  way  down  the  stairwell,  the  only  thing  Schwartz  had  with 
him  to  trigger  Lehmans  disaster  plan  and  alert  the  company’s  CIO, working 
in  London  that  day,  was  the  BlackBerry  pager  in  his  jacket  pocket. 


“The  BlackBerries  let  us  e-mail  back  and  forth,  and  our 
colleagues  in  the  New  Jersey  office  told  us  what  was 
going  on,” says  Schwartz,  who  made  it  out  of  the  tower  30 
minutes  before  it  collapsed.  “From  the  stairwell  .  . .  we 
decided  to  trigger  the  disaster-recovery  plan,  open  up  a 
command  center  and  put  voice  bridges  in  place  for  con¬ 
ference  calls.” 

All  but  one  of  Lehman’s  625  IS  employees,  who  worked 
on  floors  38  to  40  of  Tower  One,  made  it  out  alive. 

And  despite  the  devastation,  Lehman  s  treasury  depart¬ 
ment  moved  to  the  back-up  recovery  site  —  the  day  of 
the  attack  —  and  performed  its  cash-management  func¬ 
tions.  The  day  after  the  attack,  the  company  was  trading 
fixed-income  products  and  had  400  traders  online  to 
handle  equities  when  the  New  York  Stock  Exchange 
reopened  the  next  Monday. 

“The  network  was  the  hero,”  says  Schwartz,  who  adds 
that  all  their  preplanning  and  network  buildup  paid  off. 
“No  information  was  lost.  I’m  sure  there  were  a  couple 
little  things  here  and  there,  but  nothing  that  interfered 
with  our  ability  to  provide  service  to  our  customers.” 

A  network  destroyed 

Along  with  the  human  toll,  Lehman  suffered  a  devas¬ 
tating  blow  to  its  offices,  computer  network  and  infra¬ 
structure.  Lehman’s  worldwide  headquarters  were  in 
Manhattan,  with  offices  in  four  buildings  in  the  World 
Trade  Center  area.  The  IT  department  —  application 
developers,  engineering  teams  and  the  technology  man¬ 
agement  team  —  was  housed  in  Tower  One,  and  Lehman 
also  had  people  in  three  buildings  in  the  World  Financial 
Center  next  door. 

All  the  desktops,  servers  and  other  hardware  in  Tower 


One  are  now  rubble,  and  the  other  three  buildings  are 
unusable  as  welkin  all, the  company  lost  5,000  desktops, 
an  entire  data  center  and  all  its  networking  gear. 

Schwartz  says  the  company  has  not  put  a  figure  on  the 
losses  the  company  suffered  Sept.  11.  But  whatever  it 
adds  up  to  be,  the  financial  hit  would  have  been  multi¬ 
plied  if  the  company’s  lifeblood,  its  information,  had 
been  lost. 

“In  the  planning  process, you  can  never  guess  what  the 
disaster  might  be,”  Schwartz  says.dt’s  always  hard  to  pic¬ 
ture  what’s  going  to  work.  We  were  cautiously  optimistic 
we  would  be  able  to  restore  all  the  important  applica¬ 
tions  on  a  timely  basis.” 

Preparing  for  disaster 

“We  had  completely  redundant  networks  on  both  sides 
of  the  river,”  Schwartz  says,  referring  to  his  offices  in  Man¬ 
hattan  and  the  back-up  site  in  Jersey  City,  N.J.“  Every 
application  that  ran  in  New  York  also  ran  in  New  Jersey. 
All  wide-area  links  were  completely  duplicated.  We  had 
two  lines,  one  terminating  in  New  York  and  one  termi¬ 
nating  in  New  Jersey.  When  we  lost  access  to  everything 
in  New  York,  we  still  had  access  through  New  Jersey  to  all 
our  other  45  branches.” 

Schwartz  says  Lehman  also  had  two  identical  data  cen¬ 
ters,  one  in  Manhattan  and  one  in  New  Jersey,  linked  by 
fiber-optic  cable  running  under  the  Hudson  River. 
Backups  were  automatically  performed  —  one  center 
backing  up  the  other  —  so  each  set  of  backups  would  be 
remotely  stored  from  its  original  site. 

“We  were  prepared  for  the  loss  of  either  one  of  those 
two  data  centers,”  Schwartz  says.  “When  we  were 
attacked,  we  were  able  to  increase  the  amount  of  band- 
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Lehman  Brothers' 
CTO  Bob  Schwartz 


Less  than  an  hour  before  Tower  One 
of  the  World  Trade  Center  collapsed,  ^ 

Bob  Schwartz  thought  he  was  out  of 
danger  as  he  worked  bis  way  down  the 
stairwell  from  his  office  on  the  40th  2*** 

floor. 

< 

“I  felt  once  we  were  in  the  stairwell, 
we  were  safe,”  says  Schwartz, 

Lehman’s  CTO,  who  said  the  thousan 
of  people  escaping  down  the  stairwell  alternately  p 
jammed,  slowing  their  descent  to  a  crawl  at  times.  “Nothin 
is  going  to  happen  tc  the  building,  I  thought.  We  bad  sunm 
the  big  bomb  eight  or  nine  years  ago.  Not  in  my  wildest 
dreams  did  I  think  the  building  would  come  dowB.” 

John  Manville,  Lehman's  manager  of  networks  and 
telecommunications,  says  if  they  bad  known  the  tower  was 
about  to  collapse,  there  would  have  been  more  panie  in  the 
stairwell  and  fewer  people  would  have  escaped  in  the 
confusion.  “In  one  sense,  it  was  fortunate,  we  didn’t 
how  much  danger  we  were  in,”  he  says. 
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Disaster  recovery  on  the  run 


TUESDAY,  SEPT.  11 

8:48  a  .III.  American  Airlines  Flight  11  hitsTowerOne  of  the 
World  Trade  Center,  l 


!r  .V;.. 


Minutes  later,  Lehman  Brothers'  CTO  Bob  Schwartz  and  his 
co-workers  head  down  the  stairwell.  2 


9:03  a.m.  United  Airlines  Flight  175  crashes  intoTowerTwo  of 
the  World  Trade  Center. 


Schwartz  uses  his  BlackBerry  to  alert  workers  in  New  Jersey  to 
fire  up  the  disaster-recovery  plan  while  he  continues  down  the 
stairwell  to  escape  the  building.  3 


Schwartz  uses  his  BlackBerry  to  update  Lehman's  CIO,  who  was 
in  London. 


Lehman’s  disaster  plan  goes  into  effect  and  the  command  center 
was  opened  in  New  Jersey  whileTower  One  was  still  being 
evacuated. 


9:40  a.m.  Trading  on  Wall  Street  was  called  off. 

9:45  a.m.  Schwartz  makes  his  way  out  of  the  building.  4 
9:50  a.m.  TowerTwo  collapses. 

10:29  a.m.  Tower  One  collapses. 


Later  in  the  day,  Lehman's  treasury  department  moves  into  its 
back-up  recovery  site  in  New  Jersey  and  perform  its  cash- 
management  functions. 


WEDNESDAY,  SEPT.  12 

Lehman's  fixed-income  trading  was  up  and  running. 

MONDAY,  SEPT.  17 

Lehman  was  back  trading  equities  when  the  New  York  Stock 
Exchange  reopened. 
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width  . . .  allowing  us  to  keep  all  of  our  other  offices  up 
and  running.  They  were  able  to  continue  their  normal 
operations  as  if  nothing  had  happened.” 

In  the  days  after  the  attack,  the  disaster-recovery  team 
began  rebuilding  the  company’s  IT  infrastructure. 
Vendors  such  as  Compaq  pitched  in  and  quickly 
shipped  the  hardware  and  software  Lehman  needed.  In 
the  first  three  weeks, Compaq  had  shipped  the  company 
2,500  PCs. 

The  disaster-recovery  team  created  a  trading  facility  in 
its  former  New  Jersey  data  center. 

It  also  worked  out  a  deal  with  Sheraton  Manhattan, 
taking  over  the  hotel  and  removing  beds  and  moving  in 
desktops  to  give  people  a  place  to  work.  The  hotel’s 
ballroom  became  an  IT  hub  with  VPN  connectivity  to 
New  Jersey. 

“We  were  able  to  almost  immediately  seat  the  most 
critical  people  to  get  the  business  back  up  and  run¬ 
ning,”  says  John  Manville,  manager  of  networks  and 
telecommunications,  and  a  senior  vice  president  at 
Lehman  Brothers. 

Manville  says  the  company  is  now  running  on  a  single 
data  center  and  working  on  setting  up  another  one  so  it 
can  once  again  have  needed  redundancy.Todayit  is  rely¬ 
ing  somewhat  on  its  London  data  center,  taking  advan¬ 
tage  of  its  spare  capacity  over  a  wide-area  network.  “It’s 
giving  us  a  site  to  back  up  some  of  our  more  critical 
applications,”  Manville  says. 

And  Lehman  remains  committed  to  keeping  its  opera¬ 
tions  in  Manhattan.  The  company  an¬ 
nounced  recently  that  it  was  purchas- 
ing  a  1-million-square-foot  office  ^ 

tower  on  Seventh  Avenue  to  serve  /  / 

as  its  new  headquarters.  ■  /  r\  // 


“The  network  was  the  hero” 


Lehman  Brothers’  CTO  Bob  Schwartz  largely  credits  the  redundancies  in  the  network  for 
keeping  the  company  running  after  the  terrorist  attacks.  The  company's  5,000  desktops 
in  Manhattan  were  spread  out  through  four  sites  —  one  in  the  World  Trade  Center  and 
three  in  the  World  Financial  Center  next  door.  A  site  in  Jersey  City,  N.J.  mirrored  the 
Manhattan  network  and  backed  it  up.  After  the  attack,  the  New  Jersey  site  served  as 
disaster-recovery  headquarters,  as  well  as  a  trading  facility.  Lehman  took  over  the 
Sheraton  Manhattan,  turning  bedrooms  into  offices  and  using  the  ballroom  as  an  IT  hub 
with  VPN  connectivity  to  New  Jersey.  The  company  also  used  its  London  data  center  to 
back  up  some  of  its  more  critical  applications. 
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s  Storage  Networks? 
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Hard  at  work  at  the  very  heart  of  the  world's  most  demanding  and  reliable  storage 
networks,  you'll  find  McDATA  enterprise  solutions.  In  over  70  of  the  Fortune 
100, 10  of  the  15  largest  U.S.  banks,  and  9  of  the  10  top  ISPs.  We've 
leveraged  our  open  storage  networking  technology  and  fabric  management  software 
expertise  to  create  a  full  family  of  open  enterprise  solutions  —  core-to-edge. 
Day-in  and  day-out  delivering  99.999%  availability  to  some  of  the  world's  most 
prominent  companies,  we  have  the  experience  you  can  rely  on,  too.  So  go  to  our 
web  site  or  give  us  a  call.  Without  a  doubt,  we've  got  a  solution  that  fits  your  needs. 


. ,  Core-to-Edge 
Enterprise  Solutions 

V 

ftispan  from  the  data  center,  to  the  department  level, 
all  fhd  way  to  the  very  edge  of  your  enterprise. 


Co  re  •  to  Edge  Enterprise  Solutions 

1.800.545.5773 
www.mcdata.com/ nww 
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BY  JOHN  FONTANA  AND  DENI  CONNOR 


rom  his  office  in  lower  Manhattan,  Alen  Teplitsky  has  a  clear 
view  of  where  the  World  Trade  Center  towers  once  stretched  into  the 
sky. Today,  with  the  buildings  in  rubble,  he  sees  a  constant  reminder  of  a 
new  world. 


Teplitsky  won’t  ever  forget  the  human  loss  and  prop¬ 
erty  destruction  from  that  tragic  day  in  September,  but 
as  he  moves  forward  he  continues  to  ask  himself:  Could 
our  company  recover  from  such  a  direct  attack? 

“We  had  a  straight-on  view  of  the  World  Trade  Center, 
and  you  have  to  know  now  that  anything  can  happen. 
We’re  taking  that  very  seriously”  says 
Teplitsky,  a  network  administrator  for  a 
phone  company  that  serves  the  Northeast. 

Teplitsky  says  it’s  not  only  the  loss  of  sys¬ 
tems,  but  also  the  loss  of  the  building  that 
houses  those  systems  and  the  people  who 
run  them. 

“Before,  if  we  planned  that  our  whole 
data  center  would  be  destroyed  people 
would  have  said  we  were  crazy?’  he  says. 

“But  that’s  what  we  are  doing  now” 

It’s  the  same  “crazy”  notion  that  so  many 
network  executives  are  now  thinking 
about  and  acting  on. 

More  than  backup  and  recovery 

The  conclusion  many  are  coming  to  is 
that  disaster  recovery  includes  a  lot  more 
than  the  type  of  backup  and  recovery  that 
involves  tapes  and  hot  sites.They’re  realiz¬ 
ing  disaster  recovery  is  only  part  of  what 
should  be  a  companywide  business  conti¬ 
nuity  plan. 

Gartner  estimates  that  85%  of  large  orga¬ 
nizations  have  some  sort  of  disaster-recov¬ 
ery  plan,  but  that  only  25%  of  them  have  a 
broader  business-recovery  plan,  and  only 
10%  to  15%  of  those  are  up-to-date. 

“This  tragedy  has  awakened  boards  of 
directors  and  CIOs  to  business  continuity 
planning,”  says  Donna  Scott,  an  analyst  for 
Gartner.’The  thought  process  is  to  expand 
the  planning  for  loss  of  life  and  destruction  of  property 
Every  company  was  unprepared  for  that.” 

John  Glenn,  a  certified  business  continuity  planner, 
agrees  there  has  been  an  awakening. 

“What  corporations  typically  have  done  is  focus  on 
IT  at  the  expense  of  the  rest  of  the  business,”  he  says. 

Glenn  says  business  continuity  planning  is  a  three- 
step  process: 

•  Conduct  an  analysis  that  defines  an  organization’s 
critical  business  functions,  identifies  and  prioritizes 
risks  (such  as  natural  disasters  or  terrorist  attacks)  to 
those  functions,  and  establishes  policies  to  avoid  or 
mitigate  those  risks. 


•  Devise  a  disaster-recovery  plan  for  critical  systems 
and  data,  including:  establishing  primary  and  alternate 
recovery  teams;  setting  up  notification  procedures 
such  as  call  trees;  determining  primary  and  alternate 
meeting  sites;  tracking  inventories  of  software  and 
hardware;  having  readily  accessible  contact  informa¬ 


- - - 

Consultant  John  Glenn  says  corporations  should  go  through  a 
series  of  basic  steps  to  get  rolling  on  the  creation  of  a  business 
continuity  plan: 

• 

Identify  key  business  units,  the  functions  they  perform  and  how 
critical  they  are  to  the  overall  business. 

• 

Specify  tools  —  such  as  office  and  production  wares,  workstations 
and  communication  products  —  needed  to  perform  business  unit 
functions.  Identify  suppliers. 

• 

Pinpoint  risks  —  man-made,  natural  or  technological  —  to  business 
unit  functions. 

• 

Develop  risk/avoidance  and  mitigation  recommendations,  and  rate 
them  by  effectiveness. 

• 

Create  a  disaster-recovery  team  with  a  reporting  structure  based 
on  a  hierarchy,  and  define  team  members  by  assignment. 

• 

Specify  a  procedure  for  declaring  disasters  that  have  some 
forewarning  (such  as  a  hurricane)  and  those  that  do  not. 

• 

Create  a  non-employee  notification  list,  including  vendors,  and 
government  and  regulatory  agencies. 

• 

Devise  a  disaster  team  training  methodology  and  planning  schedule. 

• 

. _ 

Have  a  plan  that  includes  a  schedule  for  routine  maintenance  and 
a  list  of  “triggers”  for  maintenance  reviews  (such  as  an  upgrade  to 
desktop  operating  systems). 

Emergency  Management  Agency. 

The  events  of  Sept.  1 1  have  shown  companies  just 
how  narrow  their  planning  may  have  been. 

“People  were  not  taken  into  account.  Are  people  still 
alive?  Do  they  have  the  mental  capacity  to  work?”  says 
Rich  Corcoran,  business  recovery  information  manager 
for  Eastman  Kodak  and  one  of  the  most  respected  IT 
executives  in  the  continuity-planning  field.  He  has 
spent  15  years  crafting  Kodak’s  continuity  plan. 

Corcoran  says  other  planning  deficiencies  were  work¬ 
station  recovery  and  detailed  plans  to  store  and  recover 
vital  records, such  as  those  on  microfilm  or  digitized. 

Kodak’s  plan  ensures  100  fully  functional  worksta¬ 
tions  are  available  in  24  hours  and  300 
within  three  days.  And  the  recovery  time 
for  Kodak’s  enterprise  resource  planning 
(ERP)  application  is  four  hours  for  basic 
availability  and  30  hours  for  total  re- 
store.“That  is  an  extremely  aggressive  . . . 
plan,”  he  says. 

Tom  Kelly,  senior  director  of  customer 
services  for  SunGard.a  leading  business 
continuity  services  firm,  says  a  major  defi¬ 
ciency  he  saw  was  in  the  scope  of  plan- 
ning.“We’ve  been  having  a  lot  of  discus¬ 
sions  with  clients  on  business  dependen¬ 
cies”  he  says.“Many  hadn’t  thought  that 
through.  Peripherals, such  as  printers,  were 
commonly  overlooked.” 


tion  for  vendors;  and  clearly  defining  back-up  and 
recovery  techniques. 

•  Set  up  intervals  of  training  and  testing  for  the  disas¬ 
ter-recovery  team  and  the  business  continuity  plan  as 
a  way  to  make  revisions  and  stay  confident  the  plan 
is  battle  tested. 

Some  may  see  such  extensive  planning  as  merely  a 
fire  drill  in  the  wake  of  tragedy,  but  history  bears  out 
the  importance  of  a  business  continuity  plan.  Con¬ 
sider  Hurricane  Andrew,  which  struck  in  1992  and  is 
the  worst  natural  disaster  on  record.  Within  two  years, 
80%  of  the  affected  companies  that  lacked  a  business 
continuity  plan  had  failed,  according  to  the  Federal 


Setting  a  new  course 

Zamba  Solutions,  a  consulting  firm,  had 
basic  contingency  plans  such  as  tele¬ 
phone  lists,  vendor  contact  numbers  and 
data  backup,  but  now  all  that  is  under 
review  as  the  company  develops  a  formal 
written  plan. 

“The  organization  as  a  whole  now  rec¬ 
ognizes  that  some  sort  of  plan  has  to  be 
in  place.  We  have  a  lot  of  visibility  with 
upper  management,”  says  Tom  Booth, 
director  of  ITThe  work  is  less  on  disaster 
recovery  right  now  and  more  on  business 
continuity  planning.” 

Booth  is  helping  define  10  to  12  of 
Zamba’s  core  business  processes,  such  as  payroll  and 
benefits  coordination,  and  the  internal  and  external 
dependencies  on  those  processes  that  are  key  to  sus¬ 
taining  the  business  during  an  emergency 

“It’s  an  eye-opening  experience  just  to  do  the  depen¬ 
dencies  for  payroll  to  figure  out  all  that  is  needed  to 
get  that  up  and  running  again,"  he  says. 

He  says  the  biggest  realization  is  “that  this  is  more 
than  a  systems  problem.” 

That  realization  happened  in  June  for  Rich  Obrecht, 
the  IT  representative  for  the  disaster-recovery  team  at  a 
leading  oil  and  gas  company  in  Texas,  when  Tropical 
Storm  Allison  paralyzed  Houston. 
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We’ve  started  to  form  disaster-recovery  teams  by 
business  unit,"Obrecht  says.“We’ve  had  fairly  lengthy 
interviews  with  the  business  unit  people  to  discuss 
what  they  need  when  an  emergency  hits,  when  you 
don’t  have  an  office  and  you’ve  lost  paperwork.” 

The  questions  are  “Where  is  my  engineer,  my  accoun¬ 
tant?  How  will  they  get  data,  tools,  mail?  We  are  just 
realizing  how  big  this  animal  is,”  he  says. 

Pat  Parker,  director  of  data  systems  for  CBS  Market- 
watch.com, says  the  notion  of  property  loss  is  chang¬ 
ing  how  the  news  organization  inputs  and  replicates 
data  between  three  data  centers  in  New  York,  Minne¬ 
apolis  and  Redwood,  Calif. 

“The  data  for  our  live  tickers  use  to  flow  into  one 
data  center.  Now  it  flows  into  all  three,”  Parker  says. 

He  says  the  company’s  focus  is  to  get  everything 
in  writing  and  form  a  cohesive  back-up  and  recov¬ 
ery  plan  that  is  identical  at  every  data  center. “And 
now  we  are  considering  network  switching,  data 
routing,  replicating  domain  controllers,  equipment 
needs,  electricity  and  efficient  means  to  restore 
backup,”  Parker  says. The  plan  is  expected  to  take  six 
months  to  complete. 

Experts  say  disaster-recovery  plans  should  evalu¬ 
ate  the  need  for,  or  the  configuration  of,  replication, 
redundancy  clusters,  software  change  management, 
remote  access,  access  to  back-up  tapes  or  servers, 
and  hot  or  cold  sites.  Companies  also  should  estab¬ 
lish  “quick  ship”  programs  from  vendors  for  product 
replacement. 


Plans  also  should  include  remote  management  in 
case  of  biological  attack. 

“If  your  site  is  evacuated,  can  you  manage  from  a 
remote  site  if  you  can’t  get  to  your  servers?  That  takes 
planning  to  assure,  for  instance,  that  your  servers  can 
be  booted  remotely  Gartner’s  Scott  says. 

Testing,  testing 

Kodak’s  Corcoran  says  that  without  testing  you 
don’t  have  a  plan. “At  a  minimum  you  have  to  test 
once  a  year  for  critical  applications  and  infrastruc¬ 
ture.  Our  ERP  recovery  plan  is  tested  three  times  a 
year,”  he  says. 

Corcoran  says  testing  must  be  conducted  only  in  a 
plan’s  established  recovery  center. “That  sticky  note  on 
the  server  is  of  no  help  at  that  point,”  he  says. 

Chris  Leach,  national  director  of  technology  risk 
management  for  Grant  Thornton,  a  global  accounting 
firm,  agrees  that  it  is  all  about  testing.“lt’s  sobering 
when  you  run  your  first  test  and  see  what  you  missed.  I 
have  never  seen  a  test  that  did  not  involve  surprises,” 
he  says. 

He  says  companies  are  now  asking  if  backup  is 
enough  and  if  they  are  doing  it  right.“We  ask  them  in 
response, 'Can  you  pull  out  your  IT  department  and 
have  it  run  somewhere  else?”’ he  says. 

Cost  vs.  risk 

However,  the  extent  of  many  organizations’  recovery 
plans  eventually  will  boil  down  to  costs,  which  can  be 


hard  to  determine. 

Experts  say  spending  can  start  at  $20,000  and  go 
through  the  roof  from  there. 

Corcoran  says  cost  is  hard  to  quantify  because  effec¬ 
tive  continuity  planning  has  to  be  second  nature. 

“Any  good  corporate  business  continuity  plan  should 
be  part  of  the  culture,”  he  says.“When  you  do  some¬ 
thing  in  the  corporation  you  have  to  ask  what  it 
changes,  if  it  increases  risks.  Continuity  planning  has  to 
be  part  of  the  business  process  model.” 

But  Gartner’s  Scott  says  there  are  low-cost  steps  that 
can  be  taken  immediately. 

“You  can  put  together  a  crisis  management  team 
that  puts  flashlights  in  desks,  [and]  maintains  call  lists 
of  personal  phone  numbers  and  e-mail  addresses,” 
she  says. 

Teplitsky  the  network  administrator  at  the  Northeast 
telephone  company  who  views  those  costs  against  the 
backdrop  that  use  to  feature  the  World  Trade  Center 
towers,  says  his  company  is  considering  spending 
$400,000  just  to  install  redundant  storage  that  would 
replicate  data  daily 

Overall,  he  estimates  the  company  could  spend 
more  than  $1  million  just  to  ensure  up-to-the-day  data 
restoration.  And  that  figure  doesn’t  take  into  account 
ongoing  maintenance  and  testing  or  other  parts  of  the 
continuity  plan. 

However,  it  is  those  kinds  of  figures  corporate  execu¬ 
tives  will  wrestle  with  in  trying  to  determine  how 
much  risk  they  can  endure.  ■ 
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oors  that  were  usually 
left  open  before  Sept.  1 1  at  Pre¬ 
cise  Software  in  Dallas  are  now 
locked.  Workers  are  quick  to 
report  anything  suspicious  — 
either  in  the  building  itself  or 
online.  And  when  something  is 
reported,  the  company  is  a  lot 
quicker  to  respond. 

Precise  Software  may  not  have  doubled  its  security 
budget  or  locked  down  its  network  since  terrorist  at¬ 
tacks  ripped  into  the  World  Trade  Center,  but  employ¬ 
ees  are  on  a  heightened  state  of  alert. 

“1  guess  we  have  added  to  the  security  staff,”  says 
Kurt  Ziegler,  executive  vice  president  of  the  $50  mil¬ 
lion  performance  software  company“Now,  everyone  is 
on  the  security  staff.  Now  everyone  is  involved,  and 
that’s  good.” 

Corporate  users  and  industry  watchers  say  IT  exec¬ 
utives  are  well  aware  of  the  threat  from  conventional 
and  cyber  terrorism. The  Sept.  1 1  attacks,  and  the  dev¬ 
astation  that  so  many  companies  faced,  sent  IT  staffs 
across  the  country  running  to  double-check  their 
back-up  tapes  and  put  in  nervous  calls  to  their  hot- 
swap  sites. 

What  Sept.  1 1  fears  haven’t 
done,  at  least  yet,  is  cause 
CEOs  and  executive  commit¬ 
tees  to  recalculate  and 
expand  their  security  bud¬ 
gets.  In  this  time  of  economic 
belt-tightening,  even  the  fear 
of  a  corporate  attack  hasn’t 
made  extra  monies  flow. 

On  the  other  hand,  secu¬ 
rity  budgets  are  being  kept 
intact  while  other  areas  are 
being  cut. 

In  many  cases,  enhanced  security  already  was  in 
the  works.  And  users  interviewed  say  there’s  no  plans 
to  curtail  those  expenditures. 

“What  we're  seeing  is  that  security  accountability 
has  shifted  from  the  IS  staff  to  the  CEO," says  Elad 
Yoran,  executive  vice  president  of  RipTech.a  network 
security  firm  in  Alexandria, Va. 

“Security  now  is  a  strategic  issue  rather  than  a  tac¬ 
tical  issue.  Woe  is  the  CEO  who  hasn’t  taken  the  mea¬ 
sures  to  protect  the  company  he  adds. 

Yoran  says  client  calls  dropped  to  nearly  nothing  in 
the  two  weeks  after  Sept.  1 1  and  then  immediately 
spiked  back  up  early  in  October  to  rates  much  higher 
than  before  the  attacks. 


“SECURITY  NOW  IS  A 
STRATEGIC  ISSUE  RATHER 
THAN  A  TACTICAL  ISSUE. 
WOE  IS  THE  CEO  WHO 
HASN’T  TAKEN  THE 
MEASURES  TO  PROTECT 
THE  COMPANY’ 

ELAD  YORAN, 

EXECUTIVE  VICE  PRESIDENT,  RIPTECH 


Companies  put  more 
emphasis  on  security 
after  Sept  1 1 
attacks. 

■  BY  SHARON  GAUDIN 

Dave  Jarrell,  computer  security  officer  at  the  Federal 
Communications  Commission  in  Washington,  D.C., says 
the  terrorist  attacks  forced  the  agency  to  be  more  vigi¬ 
lant,  both  in  monitoring  its  network 
and  in  keeping  upper  management 
informed  about  their  efforts. 

“We’ve  always  been  very  aggres¬ 
sive  about  system  monitoring  and 
having  a  proactive  approach  to  com¬ 
puter  security  says  Jarrell,  who  mon¬ 
itors  the  perimeter  of  the  network 
and  traffic  on  the  inside.“We’re  just  a 
little  bit  more  aware  of  what’s  going 
on. . .  .The  entire  population  that 
focuses  on  security,  whether  cyber  or  physical,  is  more 
concerned  about  their  programs.” 

And  Jarrell  says  he  used  to  report  on  security 
issues  to  his  bosses  as  they  occurred  but  now  he 
makes  weekly  reports  regardless  of  what  is  happening 
on  the  system. 

“They  have  the  assurance  that  on  the  cyber  side  of 
the  house,  everything  is  more 
attended  to,”  Jarrell  says.“There’s 
more  communication.  It’s  more 
fluid  now. ...  If  nothing  has  hap¬ 
pened,  I  let  them  know  that  so 
they  have  peace  of  mind.” 

That  peace  of  mind  —  or  lack 
of  it,  actually  —  is  most  of  the 
problem,  according  to  some  ana¬ 
lysts  and  users. 

Most  major  companies  have 
been  aware  for  years  of  the 
potential  of  a  large-scale,  coordi¬ 
nated  attack  on  corporate  America.  But  now  those 
concerns,  which  were  in  the  back  of  people’s  minds, 
are  in  the  forefront  of  their  security  thoughts  . . .  and 
those  fears  come  with  visuals,  thanks  to  the  images  of 
the  attacks  that  were  played  repeatedly  on  24-hour 
news  stations. 

“There’s  more  of  an  awareness  of  what  could  hap¬ 


pen,”  says  David  Smith,  network  manager  of  C&S 
Wholesale  Grocers,  a  $9  billion  company  in  Brattle- 
boro, Vt. “It’s  that  knowledge  of  one’s  mortality ...  It 
makes  it  all  seem  more  critical.” 

That  feeling  of  vulnerability  —  both  at  home  and  in 
the  workplace  —  has  users  testing  the  security  mea¬ 
sures  they’ve  already  had  in  place,  according  to 
Daniel  Woolley,  COO  of  NetSec,  a  security  company  in 
Herndon,  Va.  Woolley  says  NetSec  has  seen  a  three-  to 
fourfold  increase  in  customers  asking  for  vulnerability 
assessments.  And  he  says  for  the  first  time,  nearly 
every  client  calling  in  wants  to  know  if  NetSec’s  peo¬ 
ple  have  gone  through  security  checks. 


“THERE’S  MORE  OF  AN  AWARENESS  OF  WHAT 
COULD  HAPPEN.  IT’S  THAT  KNOWLEDGE  OF 
ONE’S  MORTALITY  ...  IT  MAKES  IT  ALL  SEEM 

MORE  CRITICAL.” 

DAVID  SMITH,  NETWORK  MANAGER,  C&S  WHOLESALE  GROCERS 


At  First  American  Bank  in  Illinois,  a  $1.6  billion 
financial  institution  with  32  branches,  checking 
its  own  security  strategy  in  light  of  the  Sept.  1 1 
attacks  means  creating  a  plan  to  split  up  the  com¬ 
pany’s  IT  team. 

“Since  Sept.  1 1 ,  the  issue  of  the  geographical  disper¬ 
sion  of  our  staff  really  heightened,” says  Noel  Levasseur, 
executive  vice  president  of  IT  at  First  American  Bank. 
“All  of  our  IT  department  is  in  one  location.  If  we  had 
something  catastrophic  ...  we  might  have  systems  run¬ 
ning  but  no  one  to  run  them.” 

Levasseur  says  he  now  needs  to  figure  out  how  to 
split  up  his  IT  team,  whose  members  are  used  to  work¬ 
ing  together.“I  don’t  think  it  makes  it  more  difficult  to 
work  but  it  makes  the  management  challenging  and 
the  teamwork  challenging,”  he  says.“You  can’t  always 
leave  someone  at  a  remote  location.You  need  to 
rotate  it.” 

Ziegler  of  Precise  Software  says  it’s  important  to 
make  sure  that  changes  in  security  strategy  are 
changes  with  which  workers  can  live  —  and  work. 

“People  are  much  more  amenable  to  security 
Ziegler  says. 

“Before,  it  was  a  bother.  Now  they  see  the  need.  When 
someone  puts  rules  in  place,  they’re  not  complaining 
about  it. . .  .This  is  a  good  thing.  It  hasn’t  affected  busi¬ 
ness.  It’s  not  intrusive  and  offensive,”  he  adds.  ■ 


“THE  ISSUE  OF  THE  GEOGRAPHICAL  DISPERSION  OF  OUR  STAFF 

REALLY  HEIGHTENED,  ALL  OF  OUR  IT  DEPARTMENT  IS  IN  ONE 
LOCATION.  IF  WE  HAD  SOMETHING  CATASTROPHIC  . .  .WE  MIGHT 
HAVE  SYSTEMS  RUNNING  BUT  NO  ONE  TO  RUN  THEM.” 

NOEL  LEVASSEUR,  EXECUTIVE  VICE  PRESIDENT  OF  IT,  FIRST  AMERICAN  BANK 
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■  BY  DENISE  PAPPALARDO  AND 
CAROLYN  DUFFY  MARSAN 

J  ^  isaster  preparedness 
isn’t  new  for  carriers  and  ISPs, 
which  have  had  to  guard  against 
earthquakes,  floods  and  hurri¬ 
canes  since  networks  began  criss¬ 
crossing  the  country 
But  no  one  had  planned  —  at 
least  not  fully  —  for  the  disaster 
that  hit  the  U.S.  on  Sept.  1 1 . 

Most  national  network  service  providers  were 
affected  when  terrorists  attacked  the  U.S.  Most  claim 
their  network  readiness  prevented  a  national  tragedy 
from  also  becoming  a  technical  catastrophe.  How¬ 
ever,  a  heightened  vigilance  has  emerged  in  the  two 
months  since. 

Experts  agree  that  the  Internet  performed  better  than 
the  circuit-switched  telephone  network  during  the 
attacks,  but  that’s  because  the  two  networks  are  de¬ 
signed  differently. 

The  U.S.  military  designed  the  Internet  to  route 
around  structural  problems  like  those  occurring  in 
Verizon’s  main  switching  facility  in  New  York. 

But  when  an  entire  central  office  switch  site  that 
serves  thousands  of  customers  is  annihilated,  it  takes 
time  to  reroute  calls  to  a  different  switching  facility 

Verizon’s  West  Street  central  office  switch  facility, 
which  sits  directly  across  from  where  World  Trade 
Center  Building  7  stood,  was  severely  damaged. This 
site,  which  connected  200,000  voice  lines  and  3  mil¬ 
lion  specialized  private  data  lines,  was  pretty  much 
out  of  commission.  But  with  engineers  at  Ground 
Zero,  Verizon  had  back-up  switches  and  power  sup¬ 
plies  on  the  sidewalks  in  front  of  its  West  Street  facility 
to  get  customers  back  online. 

An  unknown  number  of  users  were  knocked  off  the 
Internet  because  several  ISPs  had  points  of  presence 
in  the  World  Trade  Center.  However,  the  Internet’s  dis¬ 
tributed  nature  let  most  users  maintain  access. 

Genuity  last  a  POP  in  the  World  Trade  Center.  While 


it  took  time  for  the  ISP  to  get  customers  back  online, 
Genuity  says  it  couldn’t  have  done  it  without  the  help 
of  Verizon. 

ISP  dependency  on  local  networks  is  considered  a 
vulnerability  of  the  Internet,  but  it’s  a  necessary  evil. 

Users  who  accessed  Genuity’s  POP  in  the  World 
Trade  Center  were  looking  to  reconnect  to  the  Inter¬ 
net  from  different  sites  around  New  York  City  and  else¬ 
where.  Genuity  brought  all  of  its  customers  back  on¬ 
line  in  a  matter  of  days,  says  Chris  Yetman,  vice  presi¬ 
dent  of  technical  support  at  the  ISP 

While  all  of  the  service  providers  interviewed  for 
this  story  had  disaster-recovery  and  redundancy  plans 
built  into  their  operations  before  Sept.  1 1 ,  all  agree 
there  is  room  for  improvement. 

This  event  triggered  Genuity  to  examine  its  data  cen¬ 
ters  and  POP  locations  to  ensure  these  facilities  have 
broadband  connectivity  that  guarantees  redundancy 

“In  the  past  we  would  allow  a  data  center  to  be 
homed  to  the  same  POP  on  our  backbone  if  it  made 
the  most  sense  from  a  network  efficiency  perspective,” 
Yetman  says.“We  didn’t  think  it  affected  redundancy  be¬ 
cause  we  weren’t  thinking  about  losing  a  whole  data 
center.  We  thought  about  routers 
going  offline  or  a  backhoe  chew¬ 
ing  up  a  fiber  line.” 

“It  didn’t  take  much  to  map 
things  differently  he  says. 

Genuity  redirected  OC48  con¬ 
nections  from  its  data  centers 
and  POPs  to  different  routers  on 
its  network  for  redundancy’s 
sake.  If  Genuity  lost  a  facility  to  a 
bombing  today  traffic  would  be 
automatically  rerouted. 

Genuity  has  also  taken  steps  to 
ensure  that  “certain  high-profile  customers  such  as  gov¬ 
ernment  agencies”  are  easily  and  quickly  identified 
and  serviced  in  the  case  of  an  emergency  These  gov¬ 
ernment  customers  typically  need  additional  circuits 
when  a  disaster  strikes,  but  Genuity  also  has  to  ensure 
circuits  aren’t  taken  away  from  emergency  relief  efforts 
at  hospitals  or  Red  Cross  facilities.  Genuity  has  devel¬ 
oped  a  plan  to  better  locate  and  contact  these  cus¬ 
tomers  when  disaster  strikes,  a  plan  it  did  not  have  pre¬ 
viously  in  place. 

And  while  the  ISP’s  network  operations  center 
(NOC)  —  essentially  the  heart  of  Genuity’s  backbone 
—  has  a  back-up  facility  that  could  replicate  all  moni¬ 
toring,  this  site  is  only  12  miles  away  The  main  NOC  is 
in  Woburn,  Mass.,  and  the  backup  is  in  nearby  Burling¬ 
ton,  Mass.The  ISP  also  has  a  back-up  facility  in  Colum¬ 
bia,  Md.,  but  this  site  is  not  as  robust  as  the  one  in 


Burlington. 

“We’re  aware  of  how  close  they  are,  and  we’re  exam¬ 
ining  ways  to  lessen  that  vulnerability  Yetman  says. 

While  redundant  ISP  networks  play  a  key  role  in  the 
reliability  of  the  Internet,  the  fact  that  this  is  a  network 
based  on  hundreds  of  private  and  public  traffic  ex¬ 
change  points  is  also  a  key  element  of  its  resiliency. 
The  ’Net  was  designed  to  withstand  outages. 

In  the  late  1990s  there  were  stories  written  about 
how  vulnerable  WorldCom’s  Metropolitan  Area  Ex¬ 
change  (MAE)  East  was  because  it  was  housed  in  the 
basement  of  a  parking  garage.  However,  even  if  MAE 
East  were  knocked  out,  the  Internet  would  survive,  al¬ 
though  users  would  likely  notice  a  slowdown. 

Neither  WorldCom  nor  Sprint,  which  also  operates 
an  Internet  network  access  point  in  New  Jersey  would 
grant  interviews  for  this  story,  citing  security  concerns. 

But  other  providers  that  operate  exchange  points 
on  the  Internet  talked  about  how  operations  were 
affected  by  the  events  of  Sept.  11. 

“We  have  facilities  in  NewYork.The  one  that  was 
close  to  Ground  Zero  suffered  some  struggles  such  as 
power  failures  as  well  as  carrier  failures,”  says  Ali 


Marashi.vice  president  of  technical  services  at 
InterNap,  which  operates  37  “global  service  point” 
exchanges.“But  we  had  another  facility,  which  kept 
kicking  right  along. 

"The  recent  tragedy  shows  that  even  the  best  sys¬ 
tems  can  have  some  weaknesses,”  he  says.“lt’s  a  wake- 
up  call  to  operations  centers  to  better  ensure  that 
their  back-up  plans  work  as  advertised.” 

Equinix,  which  operates  six  exchanges  on  the  In¬ 
ternet,  says  it  hasn’t  had  to  make  changes  to  its  physi¬ 
cal  environment  or  operational  procedures  since  Sept. 
1 1  because  security  was  already  high. 

“What  has  changed  since  Sept.  1 1  is  that  customers 
are  focusing  on  three  areas:  geographic  diversity  net¬ 
work  diversity  and  contractual  diversity  says  Jay  Adel- 
son.CTO  and  founder  at  Equinix.“Our  customers  are 

See  Readiness,  page  46 


“...WE  WOULD  ALLOW  A  DATA  CENTER 
TO  BE  HOMED  TO  THE  SAME  POP  ON  OUR 
BACKBONE  IF  IT  MADE  THE  MOST  SENSE 
FROM  A  NETWORK  EFFICIENCY  PERSPECTIVE. 
WE  DIDN’T  THINK  IT  AFFECTED  REDUNDANCY 
BECAUSE  WE  WEREN’T  THINKING 
ABOUT  LOSING  A  WHOLE  DATA  CENTER.” 

CHRIS  YETMAN, VICE  PRESIDENT  OF  TECHNICAL  SUPPORT,  GENUITY 
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free  shipping 
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server  trade-in 
program  

We’re  making  it  ridiculously  easy  to  get  the  ProLiant  servers  and 
the  Compaq  technology  your  business  needs.  So  take  advantage  of 
these  offers  before  our  accountants  come  to  their  senses. 

COMPAQ  PROLIANT. 

THE  SERVERS  THAT  SET  INDUSTRY  STANDARDS. 


visit  compaq.com/proliantj  or  call  1-800-AT-COMPAQ  to  find  out  more  RGD 

Financing  and  the  Server  Trade-in  program  available  through  Compaq  Financial  Services  Corporation  (CFSC).  Financing  to  qualified  commercial  customers  in  the  U.S.  Financing  subject  to  credit  approval  and  execution  of  standard  CFSC  documentation.  Monthly  lease 
payments  are  based  on  48-month  lease  with  a  fair  market  end-of-lease-term  purchase  option  and  do  not  include  taxes,  fees,  or  shipping  charges.  Customers  may  defer  lease  payments  for  4  months  from  lease  start  date,  to  be  followed  by  44  monthly  payments.  Other 
lease  terms  available.  Leases  must  start  between  10/1/01  and  12/31/01  to  qualify. Trade-in  program  offers  credits  for  qualified  Intel-based  or  selected  Sun  UNIX-based  servers  traded  in  based  on  specific  product  configurations  and  the  units  being  in  good  working 
order  and  repair.  It  requires  that  you  lease  from  CFSC,  or  purchase  from  a  Compaq  authorized  reseller,  a  minimum  of  one  qualified  Compaq  ProLiant  or  TaskSmart  server  for  each  traded-in  system.  The.  program  cannot  be  combined  with  any  other  special  discounting 
without  Compaq's  permission.  CFSC  reserves  the  right  to  alter  or  cancel  these  programs  at  any  time  without  notice.  Free  shipping  and  handling  with  online  purchases  for  UPS  ground  orders  in  the  continental  U.S.  only  through  12/31/01.  Shipping  charges  will  be 
reflected  on  Web  order,  but  will  be  deducted  prior  to  processing  transaction. The  free  installation  offer  includes:  unpacking  and  inspecting  new  equipment;  installation  of  Compaq  options  purchased  with  system  and  intended  to  go  into  the  system,  installation  of 
all  necessary  cables  to  integrate  printers,  monitors  and  external  storage  devices;  if  the  computer  is  part  of  a  rack  system,  the  computer  will  be  inserted  into  the  rack;  system  power  on  with  initial  diagnostic.  ©2001  Compaq  Information  Technologies.  L.P.  Compaq, 
the  Compaq  logo,  ProLiant  and  Inspiration  Technology  are  trademarks  of  Compaq  Information  Technologies  Group,  L.P.  in  the  U.S.  and  other  countries.  Compaq  is  not  liable  for  editorial,  pictorial,  or  typographical  errors  in  this  advertisement. 
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Networks  find  safety 
m  numbers 


London 
London  Internet 
Exchange: 

Operated  by  a  not-for- 
profit  partnership  between 
ISPs  around  the  world. 


San  Jose 

MAE  West.: 

WorldCom  owned 
and  operated. 


Chicago 

NAP:  Ameritech 
owned  and 
operated. 


Pennsauken,  N.J. 

NAP:  Sprint  owned  and 
operated. 


Vienna,  Va. 

MAE  East:  WorldCom 
owned  and  operated. 


Dallas 

MAE  Central: 

WorldCom  owned 
and  operated. 


I 


MAEs  and  NAPs 

There  are  hundreds  of  exchange  points,  called  metropolitan 
area  exchanges  (MAE)  or  network  access  points  (NAP),  where 
ISPs  trade  traffic  destined  for  their  networks.  Here  is  a 
sampling  of  some  of  the  larger  facilities  around  the  world. 
If  one  site  were  knocked  out,  there  would  be  many  other 
places  where  traffic  exchanging  could  continue. 


Amsterdam 

Amsterdam  Internet  Exchange: 

A  nonprofit  association  consisting 
of  representatives  from  five  vendor 
companies  that  run  the  exchange. 


_ 


Tokyo 

Japan  Internet  Exchange: 

Established  by  a  cooperative 
of  companies  including  Fujitsu, 
NEC  and  KDDI. 


Miami 

NAP  of  the  Americas: 

Terremark  Worldwide 
owned  and  operated. 


Paris 

Service  for  French  Internet  Exchange: 

Owned  by  Renater,  but  managed  by  FranceTelecom. 


Hong  Kong 
Hong  Kong  Internet 
exchange:  A  nonprofit 
operation  run  byThe 
Chinese  University  of 
Flong  Kong. 


Network  reliability  begins  with  the  NOG 


As  service  providers  establish  their  own  fully  redundant  back-up  network  operations  centers  (NOC),  it’s  possible  to  see  how  the  Internet 
is  not  as  vulnerable  as  some  think.  The  Internet  consists  of  thousands  of  ISP  networks  with  hundreds  of  public  peering  points.  If  one  goes 
down,  others  pick  up  the  slack. 


^  AT&T  has  a  massive  NOC  in  Bedminster, 
N.J.,  where  it  can  monitor  and  manage 
its  voice,  data  and  Internet  networks. 
The  site  operates  under  stringent 
security  guidelines.  AT&T  has  a  fully 
redundant  NOC  somewhere  in  the  U.S., 
but  has  never  revealed  its  location  for 
security  reasons. 


Equant,  an  international  service  provider 
operates  three  NOCs  around  the  world. 
Each  site  can  monitor  and  manage 
traffic  on  any  of  the  provider’s  networks 
and  are  fully  redundant.The  sites  are  in 
Paris,  Reston.Va.,  and  Singapore. 


i  WorldCom  has  NOCs  around  the  U.S. 
and  in  London.  Here’s  a  list  of  some  of 
its  sites  based  on  a  previous  interview, 
as  the  company  would  not  talk  about 
such  locations  for  this  story: 

•  Ashburn,  Va.  ‘London 

•  Dallas  •  Sacramento, 

•  Cary,  N.C.  Calif. 


'A' Genuity,  one  of  the  largest  national  ISPs, 
operates  a  NOC  in  Woburn,  Mass.  Its 
backup  is  nearby  in  Burlington,  Mass., 
with  a  smaller  facility  in  Columbia,  Md., 
that  can  mimic  some  of  the  operations 
of  the  Woburn  facility. 
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Readiness 

Continued  from  page  44 

really  getting  deep  into  their  understanding  of  how  net¬ 
works  are  actually  built  so  they  can  find  out  if  Network 
A  and  Network  B  are  actually  riding  on  the  same  glass.” 

International  service  provider  Equant  understands 
the  need  for  geographic  diversity.  Equant,  which  offers 
voice,  data  and  Internet  services  around  the  world,  has 
five  NOCs,  but  it’s  in  the  process  of  consolidating  those 
locations  into  three  since  its  merger  with  Global  One. 
Equant  will  maintain  three  NOCs,  in  Reston.Va.,  Paris 
and  Singapore.  While  these  NOCs  run  regional  net¬ 
work  monitoring,  they  each  have  the  capability  of  run¬ 
ning  full  backup  for  the  other. 

“Any  other  NOC  can  watch  the  other,  which  is  part 
of  the  reason  the  locations  follow  the  sun” says  Jack 
Norris,  director  of  customer  service  at  Equant. 

Equant  has  learned  new  lessons  about  network  reli¬ 
ability  since  Sept.  1  l.The  service  provider  lost  connec¬ 
tivity  to  Canada  after  the  attacks. 

“One  of  the  circuits  we  purchased  to  be  diverse 
was  routed  through  Wall  Street,”  Norris  says.That  was  a 
surprise  because  the  circuit  was  to  connect  New 
York's  Long  Island  to  Toronto  and  Montreal. 

"We  didn’t  expect  that  particular  facility  would  be 
in  a  different  borough,  and  we  didn’t  expect  it  to  go 
thiough  lower  Manhattan.  If  we  knew,  we  would  have 
asked  for  a  change,”  Norris  says. 

Equant  has  reexamined  local  connectivity  for  its 
networks. The  service  provider  is  committed  to  run¬ 
ning  more  frequent  audits  to  be  sure  local  connect¬ 


ivity  is  in  the  best  location. 

Equant  has  also  stepped  up  physical  security  at  its 
NOCs  and  offices. 

“There  have  been  more  advisories  about  travel  to 
different  countries,  information  about  suspicious  pack¬ 
ages  and  building  security”  Norris  says.  Instead  of  leav¬ 
ing  the  front  doors  open  with  a  security  guard,  Equant 
now  has  employees  “badge  in”  at  security  boxes  out¬ 
side  all  doors. 

AT&T  also  has  beefed  up  security  at  its  NOC  in 
Bedminster,  N.J. 

“I  was  able  to  drive  up  to  the  gate  and  put  my  ID  on  a 
sensor  and  gain  access  to  the  grounds.  Now  1  have  to 
physically  be  let  into  the  building,”  says  Art  Deacon,  vice 
president  of  network  operations. 

AT&T  has  one  back-up  NOC,  but  says  it  has  never 
publicly  revealed  this  location.  In  addition  to  a  fully 
redundant  NOC,  each  network  has  its  own  operations 
center,  Deacon  says.  Frame  relay  ATM,  private  line,  IP 
and  voice  each  has  its  own  mini-NOC. 

Deacon  says  that  on  Sept.  1 1,  AT&T’s  voice  network 
performed  exactly  as  it  should  by  handling  431  mil¬ 
lion  calls,  considerably  more  than  the  typical  volume 
of  330  million  calls. 

But  because  AT&T  shared  space  at  Verizon’s  West 
Street  facility  in  lower  Manhattan,  it  needed  to  deploy 
its  disaster-recovery  team  to  the  site. 

AT&T  had  its  switching  node,  which  is  essentially  a 
mobile  central  office  voice  switch  deployed  on  two  trac¬ 
tor  trailers,  in  New  York  within  48  hours. 

AT&T’s  typical  disaster-recovery  plan  calls  for  engi¬ 
neers  to  fly  into  the  disaster  site  from  parts  of  the 


country  that  were  not  affected. That  was  more  chal¬ 
lenging  in  this  case  because  flying  was  not  an  option. 
Deacon  says  staffers  drove  to  New  York  from  as  far 
away  as  Jacksonville,  Fla.  Engineers  manned  the 
mobile  facility  working  12-hour  shifts,  for  six  weeks. 

“We  spent  $300  million  to  have  the  ability  to  recover 
a  switching  facility’ he  says."We  have  tractor  trailers  in 
four  different  geographic  areas  in  the  country  that  can 
be  accessed  from  any  point  within  the  contingent  U.S. 
within  24  hours,”  he  says. 

Verizon,  which  suffered  the  bigger  blow  after  the 
attacks,  is  making  progress.The  core  of  Verizon’s  net¬ 
work  in  downtown  New  York  will  end  up  in  better 
shape  than  before  the  attack  because  many  compo¬ 
nents  are  being  upgraded.  Asynchronous  technology  is 
being  replaced  by  SONET.  And  many  buildings,  which 
formerly  had  copper  connections,  will  now  have  fiber. 

There  also  won’t  be  as  much  reliance  on  the  com¬ 
pany’s  damaged  West  Street  central  office. 

“We’ve  had  to  increase  the  infrastructure  in  the  other 
central  offices  with  West  Street  down,  and  they  will  con¬ 
tinue  to  take  a  heavier  load  in  the  future,” says  John 
Bell, senior  vice  president  of  network  operations  at 
Verizon. 

Details  of  preparing  for  another  catastrophe  will  dif¬ 
fer  from  one  carrier  to  the  next,  but  the  foundation  of 
all  plans  appears  to  be  common,  experts  say. 

“One  assumption  that  has  absolutely  changed,” 
Equinix’s  Adelson  says,“is  the  notion  that  you  can  build 
a  data  center  so  well  that  it  can  withstand  anything.” 

Senior  Writer  Michael  Martin  contributed  to  this  story. 


•  PRE-FAILURE  WARRANTY  Some  manufacturers  only  offer  warranties  to  cover  their 
products  after  they  break.  But  our  warranty  lets  you  replace  components  (like  processors,  memory  or  hard 
drives)  before  they  fail,  saving  you  potential  downtime. 

•  MEMORY  FAILOVER  PROTECTION  When  minor  memory  errors  reach  a  certain 

threshold,  other  servers  fail.  But  ours  can  automatically  copy  memory  contents  and  transparently  switch 
over  to  online  spare  memory,  giving  you  control  over  downtime. 

•  CONSISTENT  SMART  ARRAY  CONTROLLERS  A  new  server  can  mean  tedious 

RAID  controller  configuration.  Our  controllers  make  life  easier  with  consistent  upgradability,  data  transfer 
and  management  tools  between  generations,  saving  time. 


COMPAQ  PROLIANT.  THE  SERVER  THAT  SETS  INDUSTRY  STANDARDS. 

Fact:  a  server’s  purchase  price  is  only  about  20%  of  your  total  ownership  cost.  So  we  engineer  ProLiant  servers  with  dozens  of  features  that  save 
time  and  wipe  out  management  problems.  Where  other  servers  are  designed  to  be  less  expensive  to  make,  ours  are  actually  less  expensive  to  use. 
Add  in  Compaq’s  expert,  responsive  support,  great  financing  and  new  low  prices,  and  it’s  hard  to  make  a  case  for  using  anything  else. 


PROLIANT  DL360 

The  flexible  1U  rack  server  and  Network  Magazine's 
Product  of  the  Year  2001. 


•  1U  rack  form  factor 

•  Intel®  Pentium®  III  processor  1.26GHz  with 
133MHz  GTL  bus 

•  Dual  processor  capable 

•  512KB  level-two  ECC  cache 

STARTING  AT:  $2,379 

Or  lease  for  $0  down  and  $74  for  48  months 


PROLIANT  ML370 

High  performance,  flexibility,  and  affordability  for  Web 
hosting,  mail,  file/print  and  small  business  databases. 


•  5U  tower  form  factor  (rack  conversion  kit  available) 

•  Intel®  Pentium®  III  processor  1.26GHz  with 
133MHz  GTL  bus 

•  Dual  processor  capable 

•  512KB  level-two  ECC  cache 

STARTING  AT:  $2,899 

Or  lease  for  $0  down  and  $90  for  48  months 


PROLIANT  DL380 

Network  World:  "the  most  well  thought-out  server 
we’ve  seen." 

Winner,  Network  World  Best  of  the  Tests  Award,  Nov.  2001. 

•  2U  rack  form  factor 

•  Intel®  Pentium®  III  processor  1.26GHz  with 
133MHz  GTL  bus 

•  Dual  processor  capable 

•  512KB  level-two  ECC  cache 

STARTING  AT:  $3,429 

Or  lease  for  $0  down  and  $106  for  48  months 
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4-FOR-FREE  FINANCING  — $0  DOWN,  NO  PAYMENTS  FOR  4  MONTHS. 


CALL  1-800-AT-COMPAQ 
or  visit  compaq.com/proliantj 
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The  technology  behind  thi 


hechen  leader  Dzokhar  Dudayev  knew  he  needed  to  limit  the 
time  he  spent  using  the  satellite  phone  given  to  him  by  his  Islamic  allies 
in  Turkey  It  was  the  spring  of  1996,  and  the  survivor  of  two  Russian  assas¬ 
sination  attempts  was  wary  of  Russia’s  ability  to  home  in  on  his  commu¬ 
nication  signal  —  and  his  location. 

But  on  the  evening  of  April  21,  Dudayev,  baited  by  Russian  President 
Boris  Yeltsin’s  offer  of  peace  talks,  called  an  adviser  in  Moscow  to  dis¬ 
cuss  the  impending  negotiations. 

This  time,  Dudayev  stayed  on  the  phone  too  long. 


Osama  bin  Laden’s  Al  Qaeda  network  uses  a  range 
of  technology,  but  the  U.S.-led  coalition  is  on 
the  lookout  around  the  world,  waiting  for  the 
terrorists’  technology  to  give  them  away. 


American  spy  satellites,  trained  on  Iraq  and  Kuwait, 
were  quickly  turned  north  to  the  Caucasus  mountains 
and  Chechnya,  according  to  a  former  communica¬ 
tions  specialist  with  the  U.S.  National  Security  Agency 
(NSA).The  satellites  pinpointed  the  Chechen  leader’s 
location  to  within  meters  of  his  satellite  phone  signal, 
and  the  coordinates  were  sent  to  a  Russian  Sukhoi  Su- 
25  fighter  jet. 

Dudayev  was  killed  by  two  laser-guided  air-to-sur- 
face  missiles  while  still  holding  the  phone  that  gave 
him  away 

This  deadly  lesson,  which  the  U.S.  has  never  offi¬ 
cially  confirmed,  was  not  lost  on  Osama  bin  Laden,  a 
purported  Chechen  ally  who  fed  money  and  weapons 
to  their  fight  against  the  Russians.That  lesson  was 
complete  when  bin  Laden  subsequently  received 
word  that  U.S.  spy  satellites,  perhaps  the  very  same  that 
located  Dudayev,  had  eavesdropped  on  his  own  satel¬ 
lite  phone  conversations.  And  members  of  the  NSA 
played  the  tapes  for  visitors. 

“Bin  Laden  knows  what  has  happened  and  he’s  a 
smart  man,” says  Wayne  Madsen,  a  security  consultant 
and  former  communications  specialist  with  the  U.S. 
Navy  and  the  NSA.“He’s  learned  his  lesson...  and  he 
knows  technology  is  a  double-edged  sword  so  he’s 
using  it  carefully’ 

Today  bin  Laden  is  believed  to  school  his  soldiers 
in  high-tech  tools  of  communication.  E-mail,  online 
dead  drops, satellite  phones,  cell  phones,  encryption 
and  digital  camouflage  called  steganography  (see 
story,  next  page)  are  all  tools  of  Al  Qaeda,  bin  Laden’s 
terrorist  network.Those  high-tech  tools  enable  mem¬ 
bers  of  Al  Qaeda  to  communicate  with  terrorist  cells 
(or  groups)  hidden  around  the  world. 

But  bin  Laden  himself  uses  none  of  it. 

Instead,  he  has  fallen  back  on  ancient  methods  of 
communication,  denying  the  U.S.  and  its  allies  the 
chance  to  track  electronic  footprints,  satellite  signals 
or  even  the  radiation  emissions  from  cellular  phones. 
A  grid  of  trusted  human  couriers,  foot  soldiers  meld¬ 
ing  in  with  civilians,  crisscross  Afghanistan  and  flow 
into  neighboring  countries  carrying  written  and  whis¬ 
pered  messages  that  are  then  electronically  shot 
around  the  world. 


“It’s  a  hybrid  organization,” says  Frank  Cilluffo,  chair¬ 
man  of  the  Committee  on  Combating  Terrorism  with 
the  Center  for  Strategic  and  International  Studies.“We’re 
talking  very  high  tech  and  we’re  talking  rudimentary. . . . 
Messages  are  given  to  couriers  who  go  to  Pakistan  or 
Iran  or  Iraq  or  London  and  they  send  out  the  mes¬ 
sages  from  there.lt  makes  law  enforcement  and  intelli¬ 
gence  questions  very  difficult.” 

So  difficult  that  U.S.  forces  have  not  yet  ferreted  bin 
Laden  and  some  of  his  lieutenants  out  of  hiding. 
Security  analysts  and  former  military  personnel  say 
the  top  members  of  Al  Qaeda,  who  are  well  educated 
and  skilled,  know  where  high-tech  tools  will  help  the 
cause  and  paranoid  enough  to  distance  themselves 
personally 

“We  haven't  taken  any  action  [against  bin  Laden] 
yet  and  that  means  we  haven't  been  able  to  locate 
him,” says  Marc  Enger,  executive  vice  president  for 
Digital  Defense,  and  a  former  colonel  in  the  U.S.  Air 
Force  and  director  of  operations  for  the  Air  Intelli¬ 
gence  Agency.“If  we  had  an  electronic  footprint  of 
where  he  was,  we’d  be  there  giving  him  a  wake-up 
call, so  to  speak.” 


Al  Qaeda: 


Members  of  bin  Laden’s  terrorist  network  are 
reputed  to  be  well-trained  and  technically  savvy. 
They  don’t  want  the  U.S.  and  its  coalition  allies  to 
track  them  through  the  electronic  footprints  that 
cell  phones,  e-mail  and  even  satellite  phones  leave 
behind.  That  means  bin  Laden  and  his  top 
lieutenants  shun  the  personal  use  of  technology, 
passing  missives  and  warnings  through  a  network 
of  human  couriers.  But  the  lower  ranks  of  Al  Qaeda, 
most  hidden  in  cells  that  have  Infiltrated  countries 
around  the  world,  use  all  the  technology  available 
to  them. 


International  communications 

Members  of  Al  Qaeda  need  to  communicate  withterroris 


Out  of  the  cave 

The  fact  that  a  group  of  militant  religious  radicals, 
who  largely  are  hiding  in  caves  in  a  land  ravaged  by 
20  years  of  war  and  a  four-year  drought,  have  access 
to,  let  alone  expertise  in, state-of-the-art  communica¬ 
tion  tools  doesn’t  surprise  security  analysts  and  former 
U.S.  and  Israeli  military  officials. 

Members  of  Al  Qaeda  are  not  limited,  experts  add, 
by  Afghanistan’s  rudimentary  telecommunications 
infrastructure  that  only  supports  about  30,000  land¬ 
lines  in  the  whole  country  —  most  of  them  in  the 
cities  of  Kabul  and  Kandahar. 

Terrorist  organizations  worldwide  cover  the  entire 
spectrum  when  it  comes  to  technical  savvy;  according 
to  Jay  Hetherington.a  33-year  veteran  of  the  CIA  who 
managed  the  National  Signals  Intelligence  Depart¬ 
ment.  High-ranking  members  of  Al  Qaeda  —  some  of 
whom  are  doctors,  computer  scientists  and  mathe¬ 
maticians  —  are  on  the  top  end  of  that  spectrum. 
Many  security  analysts  say  bin  Laden,  formally 


cells  in  the  U.S.,  Europe  and  elsewhere  via  a  number  of 
methods: 


•  Online  dead  drops 

This  puts  a  digital  spin  on  an  old  spy  trick.  Information  or 
messages  can  be  left  in  a  company's  open  file  server  where 
a  colleague  can  retrieve  and  delete  them. 


schooled  in  economics  and  business  management, 
has  excellent  computer  skills. 

Far  from  laying  low  in  mountain  hideouts,  Al 
Qaeda  leaders  have  set  up  businesses  that  serve  as 
fronts  to  buy  needed  technology, send  messages, 
cover  up  Al  Qaeda-related  travel  and  raise  money  to 
fight  their  global  Jihad. 

Government  prosecutors  during  this  year's  trial  of 
the  1998  terrorist  bombings  of  two  U.S.  embassies  in 
Africa  contended  that  top  Al  Qaeda  officials  led  two 
lives,  running  the  terrorist  network  while  operating 
businesses  selling  gems  or  sugar  cane  or  even  operat- 
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Al  Qaeda  suspected  of  using 
everything  from  advanced 
steganography  over  the 
Internet  to  couriers  carding 
messages  across  the  desert. 

■  BY  SHARON  GAUDIN 


•  Online  semaphores 

Using  prearranged  signals,  a  terrorist  could  set 
Web  page  with  a  blue  background.  A  change  in  back¬ 
ground  color  could  signal  a  warning  or  call  to  action. 

•  Steganography 

y  This  is  the  art  of  digital  camouflage,  hiding  an  image, 
audio  file  or  even  a  spreadsheet  in  a  larger  digital  file, 
such  as  a  photo. 


•  Front  companies 

Al  Qaeda  members  use  the  cover  of  front  companies  to 
disguise  phone  calls,  faxes  and  even  terrorism-related  travel. 
The  companies  also  bring  in  money  that  can  fund  the  Jihad. 


•  Anonymizers  and  remailers 

This  lets  Al  Qaeda  members  hide  their  identities 
sending  e-mail  to  their  colleagues  orthose  outsic 
terrorist  group. 

•  Encryption 

It's  widely  used  to  cloak  communications  that  are  bemg 
transmitted  online  or  even  passed  hand-to-hand  on  a 
disk. 


•  Coded  messages 

Prearranged  codes  are  used  over  telephones,  cell 
phones,  satellite  phones,  e-mail  and  even  in  person  to 
disguise  actual  messages. 


Additional  tracking 
methods 

•  Watching  e-mail  traffic 

•  Wire  tapping 

•  Online  tapping 

•  Monitoring  software 

•  Decryption  software 

•  Software  to  sniff  out 
steganography 


•  Human  courier  network 

Al  Qaeda's  leaders  are  too  wary  of  letting  the  U.S. 
pinpoint  their  locations  by  tracing  electronic  footprints, 
so  they  pass  communications  through  a  network  of 
l  close,  trusted  human  runners  who  slip  through  the 
Afghan  countryside,  moving  farther  away  from  bin 
Laden  and  his  lieutenants. 


•  Cell  phones,  e-mail,  satellite  phones 

Once  beyond  Afghanistan's  borders,  Al  Qaeda's 
operatives  will  often  go  to  populated  areas —  Baghdad, 
London,  Islamabad  —  where  communications  can  be 
veiled  in  the  millions  of  other  phone  calls,  cell  phone  calls 
or  e-mails  being  sent  out.  Communications  using  these 
technologies  are  generally  encrypted  or  use  code  phrases. 
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Message  in  a  bitmap 

Steganography  is  thought  to  be  among  Al 
Qaeda’s  high-tech  communication  tools. 

Steganography  is  the  art  of  hiding  information  in  plain 
sight.  Some  security  and  terrorism  experts  say  soldiers  inside 
the  Al  Qaeda  terrorist  network  could  be  using  steganography 
to  send  each  other  secret  messages  embedded  in  ordinary 
looking  digital  photos. 

A  variety  of  files,  ranging  from  photos  to  text  documents, 
audio  and  spreadsheets,  can  be  hidden  inside  a  simple  digital 
photo, says  Chet  Hosmer.CEO  or  WetStone  Technologies,  a  sec¬ 
urity  company  in  Cortland,  N.YThere’s  a  variety  of  steganogra¬ 
phy  software  available  that  will  make  tiny  adjustments  to  the 
bits  in  an  image  and  then  insert  the  new  file  into  open  spaces. 

The  change  is  undetectable  to  the  human  eye,  and  the  only 
way  someone  would  know  to  check  for  a  hidden  message  in 
a  particular  picture  is  if  there  were  a  predetermined  type  of 
picture  to  be  on  alert  for.  An  operative  might  be  told  to  watch 
for  a  picture  of  a  brown-haired  girl  holding  a  flower,  for  in¬ 
stance.  A  software  program  would  be  used  to  scan  the  image 
for  a  hidden  file  and  then  extract  it.The  hidden  file  often 
would  be  encrypted,  as  well. 

—  Sharon  Gaudin 
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•  Spy  satellites 

The  U.S.  has  a  network  of 
spy  satellites  orbiting  the 
globe.  During  the  Gulf  War," 
some  of  those  satellites  were 
trained  on  Iraq  and  Kuwait,  but 
now  the  U.S.  satellite  system  is 
believed  to  be  scanning  the  Afghan 
mountains  and  surrounding  areas 
for  bin  Laden. 


Imaging  software 


and  its  allies  are  able  to  pick  out 
ground  movement,  such  as  transport 
trucks,  tanks  and  troop  movements. 

•  Triangulating  cellular  signals 

By  using  three  cellular  towers,  the 
source  of  a  cell  phone  call  can  be 
pinpointed  to  within  a  few  feet. 

•  Electronic  footprints 

Intelligence  agencies  around  the 
world  are  watching  for  signal 
sources  and  even  cellular  radiation. 


;error/^  The  U.S.  and  its  allies 


The  U.S.  is  employing  spy  satellites  and  imaging 
software  to  track  Al  Qaeda.  The  very  technology 
the  terrorists  use  to  communicate  can  give  away 
positions,  with  the  U.S.  scanning  for  cell 
radiation  emissions,  satellite  signals  and 
And  with  some  of  the  top  encryption 
on  its  team,  the  U.S.  is  throwing  its  might 
cracking  Al  Qaeda’s  code  and  weeding  out 
the  cells  worldwide. 
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ing  a  juice  bar. 

From  these  businesses,  they  passed  cryptic  mes¬ 
sages  using  land  lines  and  fax  machines,  prosecutors 
said.  One  fax,  intercepted  by  the  U.S.,was  sent  from 
the  Islamabad  Marriott  in  Pakistan. They  even  bought 
Adobe  Acrobat  software  to  manipulate  images  to 
make  fake  passport  stamps.  And  under  the  cover  of 
legitimate  business,  in  1996,  an  Al  Qaeda  member 
bought  a  satellite  phone  —  and  prepaid  minutes  — 
that  was  ultimately  shipped  to  bin  Laden. 

In  February  1998,  before  bin  Laden  gave  up  phone 
communication  completely,  he  used  that  satellite  phone 


to  issue  the  fatwah.or  edict,  to  kill  American  civilians. 

“They've  long  used  their  businesses  to  communi¬ 
cate,”  says  Thomas  Gouttierre.who  worked  in  Afghan¬ 
istan  with  the  United  Nations  and  now  is  director  for 
the  Center  for  Afghanistan  Studies  at  the  University  of 
Nebraska  at  Omaha. 

“And  they  know  we  have  the  capability  to  intercept 
calls. They  know  and  they  make  adjustments  every 
day . . .Calling  someone  and  saying, ‘I’ve  got  17  tons  of 
cane  to  go,’  could  mean  it’s  time  to  take  militant 
action.You  wouldn’t  know  that  if  you  didn’t  already 
know  the  code,”  he  says. 


Organized  and  clandestine 

Government  prosecutors,  during  the  U.S.  Embassy 
bombing  trial, said  Al  Qaeda  was  organized  around 
committees.  And  to  keep  its  communications  clandes¬ 
tine  and  secure,  Al  Qaeda  even  has  a  communications 
committee  that  decides  which  types  of  technology 
will  be  used  to  communicate  internally  and  with 
those  outside  the  group.  Prosecutors  said  Al  Qaeda 
even  runs  its  own  newspaper. 

“There’s  this  stereotype  that  they’re  Stone  Age  cave¬ 
men,”  says  Richard  Horowitz,  a  New  York  attorney  and 
a  former  captain  in  the  Israeli  Army“But  they’re  profes- 
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sionals.These  people  are  smart. . .  Just 
because  they  don't  have  skyscrapers 
doesn’t  mean  they’re  not  good  at  high- 
tech  things.” 

And  A1  Qaeda  members  have  access 
to  strong  encryption  software  that  gives 
their  enemies  two  hurdles  to  overcome  if 


their  messages  are  intercepted  —  first 
decoding  the  digital  encryption  and  then 
cracking  cryptic  code  words  and  phrases 
that  the  encryption  hides.  Different  cells 
would  most  likely  use  different  forms  of 
communication,  different  technology  and 
different  devices  —  all  based  on  what  is 


available  in  the  area  they  have  infiltrated. 
If  cell  phones  are  common  in  one  area, 
that  technology  will  be  used  so  a  call  will 
be  hidden  in  the  noise  coming  from  the 
millions  of  other  calls  in  the  region. 

Some  analysts,  such  as  Enger,  the  for¬ 
mer  Air  Force  colonel,  say  some  terror- 
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ist  cells  may  be  sending  messages  using 
steganography.  Others  could  be  putting 
a  digital  twist  on  an  old  spy  game  — 
dead  drops. 

Dion  Stempfley,  principal  security  engi¬ 
neer  at  security  firm  RipTech.and  a  for¬ 
mer  Emergency  Response  Team  member 
with  the  Department  of  Defense,  says  ter¬ 
rorists  are  suspected  of  finding  open  file 
servers  on  corporate  systems  and  turning 
them  into  a  diabolical  messaging  service, 
leaving  communications  that  can  be  re¬ 
trieved  and  deleted  without  company  IT 
workers  even  knowing  they  were  there. 

But  most  cell  operatives  probably  are 
trained  in  more  simple  forms  of  secretive 
messaging, says  Madsen,  a  10-year  Navy 
veteran. 

A  terrorist  could  set  up  a  Web  site  of 
seemingly  innocent  family  photos.  If  the 
normally  blue  background  turns  to  green 
or  if  a  picture  is  moved  from  the  top  to 
the  bottom,  it  could  be  a  warning  that 
government  investigators  are  closing  in  or 
it  could  be  instructions  to  carry  out  an 
order,  Madsen  says. 

The  myth  of  bin  Laden 

But  no  one  is  convinced  that  the  old 
spy  games  have  all  gone  digital. 

“Great  claims  are  part  of  the  myth 
behind  bin  Laden,”  Madsen  says.“Re- 
member  that  the  tools  they  used  to  con¬ 
duct  the  Sept.  1 1  operation  were  Stone- 
Age  tools  —  knives,  wire  transfers,  writ¬ 
ten  messages  on  pieces  of  paper. . .  .The 
one  reason  they  were  successful  in 
pulling  this  off  is  that  they  didn’t  use  a 
lot  of  technology” 

Whatever  technology  the  members  of 
A1  Qaeda  are  using,  the  U.S.  is  using  every 
technology  within  its  grasp  to  scan  for  it. 

“In  almost  every  case,  there  is  some 
sort  of  technical  footprint  that  will  help,” 
says  RipTech  s  Stempfley.“We  just  need  to 
figure  out  how  they  are  communicating. 
Once  we  know  that,  we  can  exploit  it.” 

Stempfley  says  the  U.S.  and  its  allies 
are  certainly  using  high-tech  imaging 
tools  and  spy  satellites  to  track  ground 
movement  of  people  and  vehicles.  He 
also  says  trackers  are  monitoring  lines  of 
communication  all  over  the  world,  as  well 
as  scanning  the  Afghan  countryside  for 
any  electronic  or  cellular  emissions. 

And  to  help  follow  the  money  trail, 
monitoring  software  identifies  unusual 
trading  patterns,  and  may  have  helped 
notify  investigators  that  terrorists  had 
worked  the  stock  market  to  profit  from 
the  Sept.  1 1  attacks. 

It’s  technology’s  double-edge  sword 
that  has  A1  Qaeda  members  nervous  and 
continuously  changing  the  means  they 
use  to  communicate  with  one  another. 

“It  starts  low-tech  at  the  top  rungs  and 
then  goes  high-tech  the  further  you  get 
out  from  the  core,” says  Harvey  Kushner.a 
military  studies  professor  and  author  of 
“The  Future  of  Terrorism:  Violence  in  the 
New  Millennium.” 

“They  know  how  to  use  technology 
but  ultimately  they’re  afraid  it  will  get 
them  in  trouble,”  he  says.  ■ 
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Some  of  the  organizations  that  specialize  in  business 
contingency  and  disaster  recovery  include: 


American  Red  Cross 

www.redcross.org/services/disaster/beprepared/busiJndustry. 

html 


BMC  Software 

www.bmc.com/products/rmds/index.htmt 

www.bmc.com/products/rmos390/index.html 


Comdisco  www.comdisco.com 


Connected 

www.connected.com/products/index.htm 


!  FEMA  www.fema.gov/library/bizindex.htm 


Hewlett-Packard 

www.managementsoftware.hp.com/products/index.asp 


IBM  Business  Continuity  and  Recovery  Services 

www-1.ibm.com/services/continuity/recover1.nsf/documents/home 


Institute  for  Business  &  Home  Safety  www.ibhs.org/ibhs2/ 


Sanrise  www.sanrise.com 


Storability  www.storability.com 


StorageNetworks  www.storagenetworks.com 


SunGard  www.recovery.sungard.com 


Tivoli  Systems 

www.tivoli.com/products/solutions/availability/ 

www.tivoli.com/products/solutions/security/ 

www.tivoli.com/products/solutions/storage/products.html 
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lining  for 


hinking  of  overhauling 
your  disaster-recovery  plan? 
Fortunately,  there  are  many  com¬ 
panies  that  can  give  you  some 
pointers. 

The  first  step,  of  course,  is  acknowledging  that  disaster 
could  affect  you.“Never  underestimate  the  human  gift 
called  denial,"  says  Bruce  Malik,  an  analyst  at  Gartner.  “I 
think  a  lot  of  folks  think  they’re  luckier  than  average.” 

Next,  recognize  that  there  is  a  difference  between 
business  contingency  and  disaster  recovery,  and  that 
plans  for  both  are  necessary.  Business  contingency 
means  planning  ahead  for  an  emergency  and  identify¬ 
ing  a  plan  to  ensure  critical  networks  and  systems  are 
up  and  running. 

Disaster  recovery,  on  the  other  hand,  refers  to  a  plan 
for  reacting  to  an  event. 

Companies  such  as  IBM  Global  Services’  Business 
Continuity  and  Recovery  Services,  Comdisco  and  Sun¬ 
Gard  can  help  you  formulate  business  contingency  and 
disaster-recovery  plans. 

These  organizations  interview  key  person-  - 

nel  and  evaluate  network, system  and  recov¬ 
ery  plans,  if  there  are  such  plans.They  then 
come  back  with  recommendations. 

When  developing  and  implementing  con¬ 
tingency  and  recovery  plans,  it’s  important  to 
keep  it  simple,  according  to  experts. 

“Disaster-recovery  planning  is  a  complex 
task,  but  organizations  make  it  more  compli¬ 
cated  by  throwing  everything  but  the  kitchen 
sink  into  the  plan,”  says  Damian  Walsh,  Corn- 
disco’s  senior  vice  president  of  professional 
services.The  tendency  is  to  spell  out  plans 
for  everything  —  each  unit,  facility  and 
employee,  and  “it  becomes  hundreds  of 
pages,”  he  says.“It’s  analysis  paralysis.” 

Walsh  says  companies  need  to  keep  plans 
to  one  to  two  pages. 

When  an  emergency  occurs,  consultants 
help  companies  restore  operations  by  dupli¬ 
cating  systems  at  a  vendor’s  recovery  site, 
shipping  hardware  replacements,  moving 
operations  and  employees  to  hot  sites,  or 
bringing  mobile  centers  to  companies. 

Build  it  in 

By  automating  data  recovery,  it  becomes 
one  less  matter  to  worry  about  when  disas¬ 
ter  strikes.“You  have  to  figure  the  senior 
technical  people  won’t  be  available  [to 
recover  data] ,  and  people  who  are  available 
will  be  inexperienced  or  not  mentally  ready 
to  do  the  job,”  says  Rick  Weaver,  BMC  Soft¬ 
ware’s  product  manager  for  OS/390  recov¬ 
ery  and  storage  management. “You  forget 
the  human  element, so  you  automate  as  I _ 
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Expert  advice  is  available  for  drawing  up 
disaster-recovery  and  business  contingency  plans. 


■  BY  KATHLEEN  OHLSON 

much  as  possible.” 

Network  management  tool  vendors  —  including 
BMC, Tivoli  Systems  and  Hewlett-Packard  —  offer  a 
range  of  software  that  can  back  up  and  recover  data  on 
databases,  monitor  performance,  recognize  when  new 
devices  join  a  network,  and  manage  who  accesses  cer¬ 
tain  information. 

Industry  analysts  say  that  up  to  60%  of  a  company’s 
critical  data  is  stored  on  individual  laptops  and  desk¬ 
tops.  Network  executives  looking  for  more  control  over 
PCs  can  turn  to  companies  such  as  Connected,  which 
provides  software  for  automated  desktop  backup  and 
recovery  to  rebuild  users’ systems,  right  down  to  the 
wallpaper. 

“Disaster  recovery  is  a  labor  of  love  that  needs  to  be 
nurtured,  but  it’s  everybody’s  stepchild,” says  Lou  Berger, 
a  StorageNetworks  executive.“It’s  done  begrudgingly 


and  not  often  done  well.” 

Some  businesses  are  turning  to  storage  service  pro¬ 
viders  (SSP),such  as  Sanrise,  Storability  and  Storage- 
Networks,  for  help.  SSPs  manage  data  storage  for  cus¬ 
tomers  at  their  headquarters  or  collocate  storage  with 
other  service  providers  in  major  cities,  providing  pri¬ 
mary  or  secondary  back-up  storage. 

Community  organizations 

Government  and  community  organizations, such  as 
the  American  Red  Cross  and  the  Federal  Emergency 
Management  Agency  help  businesses  when  it  comes  to 
personnel  issues  during  disasters. 

Before  a  disaster  strikes,  they  say  businesses  should 
find  out  about  available  resources  from  local  commun¬ 
ity  government  liaisons;  public,  fire  and  police  depart¬ 
ments;  telephone  companies;  and  electric  utilities. 

Other  recommendations  include: 

-  •  Compile  a  phone  list  of  key  employees 

and  customers,  and  provide  copies  to  staff 
members.  Create  emergency  call  lists  — 
preferably  wallet  size  —  of  all  persons  on-  or 
off-site  who  would  be  involved  in  an  emer¬ 
gency,  their  responsibilities  and  contact 
information. 

•  Designate  a  phone  number  for  re¬ 
corded  messages  and  provide  that  num¬ 
ber  to  employees. 

•  Meet  with  insurance  companies  and 
assess  the  potential  property  business  and 
human  interest  impact  of  a  disaster. 

•  Have  building  and  site  maps  featuring 
the  locations  of  utility  shutoffs,  gas  lines, 
exits,  stairways,  designated  escape  routes,  re¬ 
stricted  areas  and  high-valued  items. 

In  light  of  the  terrorist  attacks,  many 
vendors  have  seen  a  dramatic  increase 
in  businesses  seeking  advice  to  revamp 
or  create  contingency  and  disaster-recov¬ 
ery  plans. 

“It’s  going  to  take  a  long  time  to  forget 
those  images,  how  it  affected  so  many  and 
the  impact  on  businesses,”  BMC’s  Weaver 
says.  Businesses  are  thinking  about  data  pro¬ 
tection  beyond  their  own  business,  by  ex¬ 
panding  their  supply  manufacturing  and  dis¬ 
tribution  contacts. 

But  StorageNetworks’  Berger  is  skeptical 
about  businesses’  intentions  for  business 
contingency  and  disaster  recovery. 

“It’ll  likely  wane  in  certain  industries  — 
and  by  December,  you’ll  know  who’s  seri¬ 
ous  about  it  when  the  budgets  are  made,” 
he  says.  ■ 
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Outsourcing  Investment" 

Available  anytime  at  www.itworld.com/itwebcast/sprint_host 
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Spending  priorities 

How  will  spending  in  2002  compare 
with  last  year  in  these  specific  areas? 
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Disaster 

recovery 


Storage 
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Feelings  of 
inadequacy 

How  do  you  feel  about  the 
financial  resources  you 
have  relative  to  the  tasks 
at  hand? 


IT  resources  are  being  shifted 
to  disaster  recovery  and 
security,  as  total  spending  in 
2002  will  be  limited  because  of 
the  economic  slowdown. 
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Impact  of  9/11 
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■  BY  NEAL  WEINBERG 

The  events  of  Sept.  1 1  have  caused  many  IT  executives  to  shift  their 
spending  priorities  in  2002  toward  disaster  recovery,  security  and 
videoconferencing,  but  the  weak  economy  is  having  a  far  greater 
impact  on  IT  budgets  than  the  terrorist  attacks. 

Those  are  some  of  the  key  findings  from  Network  World's  annual  IT 
spending  survey  which  was  expanded  to  include  questions  relating  to 
the  September  attacks.  A  total  of  598  IT  professionals  responded  to  the 
survey  which  was  conducted  by  Research  Concepts  of  Berlin,  Mass. 

When  it  comes  to  overall  spending  for  2002,  IT  budgets  appear  to 
be  inching  up  only  3.9%. That’s  a  far  cry  from  the  9.9%  increase  seen 
in  2001.  Forty-two  percent  of  this  year’s  respondents  say  their  2002 
spending  is  increasing,  while  30%  say  their  budgets  will  be  flat  and 
28%  are  facing  budget  cuts. 

Not  surprisingly,  only  35%  of  the  IT  professionals  surveyed  said  that 
their  2002  budgets  are  adequate  or  more  than  adequate,  while  a 
sizeable  majority  —  65%  —  stated  that  their  2002  financial  resources 
will  be  inadequate  to  handle  the  tasks  at  hand. 

When  asked  which  specific  areas  will  receive  more  money  in  2002, 
the  top  answer  by  far  was  security,  which  was  listed  by  62%  of  the  IT 
professionals  surveyed.  Disaster  recovery  was  named  by  45%  of 
respondents,  followed  by  storage,  wireless,  servers,  remote  access/ 
teleworkers,  network  management  tools  and  LAN  infrastructure. 

Then  we  asked  about  the  impact  that  Sept.  1 1  had  on  spending. 
Thirty-six  percent  said  they’ll  be  spending  more  on  disaster  recov¬ 
ery  because  of  the  attacks,  33%  said  they’ll  increase  security  spend¬ 
ing,  17%  plan  to  boost  videoconferencing  and  14%  are  looking  at 
increased  remote  access  investments  specifically  because  of  the 
events  of  Sept.  1 1 . 

But  only  11%  of  respondents  said  they  will  receive  additional 
money  as  a  result  of  the  September  attacks,  while  63%  said  there  is 
no  change  in  their  budget,  and  26%  are  shifting  resources  within 
their  budget  to  areas  that  have  become  high  priorities. 

Finally,  nearly  30%  of  IT  professionals  had  to  delay  a  technology  up¬ 
grade  slated  for  2002. The  most  common  upgrades  that  are  being  put 
on  the  back  burner  are  operating  system  upgrades,  enterprise  appli¬ 
cations  such  as  customer  relationship  management  or  enterprise 
resource  planning,  wireless  and  infrastructure  or  backbone  upgrades. 

But  IT  professionals,  by  an  overwhelming  margin,  said  the  upgrade 
delays  are  due  to  the  economic  slowdown,  not  to  any  budget  shift¬ 
ing  caused  by  Sept.  1 1 .  ■ 

Budget-stretchers  i  •  Delay  purchases 

What  steps  are  you  taking  to  ~  Consolidate  servers 
stretch  your  budget?  5.  Renegotiate  contracts 

4.  Manage  remotely 

5.  Move  functions  to  the  Web 


Did  you  decide  to  increase  spending 
in  any  area  as  a  result  of  Sept.  11? 
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plan  to  increase  spending 
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JVIost  budgets  unchanged 

How  did  the  events  of  Sept.  11 
change  your  budget? 
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Upgrades  delayed 

Which  factor  caused  upgrades  to 
be  delayed? 
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GigaBit  Fault  Tolerant-Redundant  Security  Port  Selector 

Net  Optics'  Fiber  GigaBit  Fault  Tolerant  Port  Selector 
detects  fault  line  automatically  to  prevent 
your  network  traffic  from  stopping. 

This  product  is  a  MUST  for  ISP  centers, 
and  central  offices  with  critical  o* 

data.  Works  well  with  all  GigaBit  s  1 

Servers,  Switches  brand  names.  w/>l  Ir  .  .  __  .  p. , , 

Network  Redundancy!  Vour  N ETWORK 


visit:  www.netoptics.com/net-96260.html 


GigaBit  Copper  to  SX,  LX  or  ZX  Fiber  Converters 

Net  Optics'  Gigabit  Copper  to  Fiber  Converter  allows 
network  managers  to  migrate  to  GigaBit  Ethernet 
in  a  cost-effective  manner. 

Simply  plug-in  the  Cables. 


visit:  www.netoptics.com/sx-tx-converter.html 


GigaBit  ZX,  LX  to  SX  Media  Converter 

Net  Optics’  Fiber  Optic  Mode  Converter  is  used  to 
connect  two  devices  operating  with  GigaBit  multimode 
LX  fiber  to  SX  fiber. 

The  fiber  converter 
provides  transparent 
conversion  of  optical 
signals. 


'•*  visit:  www.netoptics.com/converter-gig.html 


Fiberoptics  Cable  Assemblies 

The  Net  Optics'  total  solutions  approach  can  provide  you 
with  any  type  of  fiberoptic  cable  assembly  you  need, 
from  LC,  MTRJ,  SC,  MIC,  FC  or  Escon  patch  cords  for 
your  ATM,  Gigabit  and  any  other  network. 

Also  available: 

LC,  SC,  MT-RJ  fiberoptic  Loopbacks. 

*-►  visit:  www.netoptics.com/2.html 


Network  Monitoring  Accessories 

In  some  countries  ISP's  must  be  TAPable...  is  the  new  Law! 


GigaBit  SX,  LX  or  ZX,  ATM,  DS3,  T1,  Copper  and  Fiber  Taps 

These  Splitter  Taps  have  capabilities  that  will  allow  the 
networks  to  operate  at  a  continuous  flow  while  the  tap  is 
non-operational,  thus  maintaining  network  integrity.  This 
enables  you  to  monitor  the  network  without  disconnecting 
any  one  link! 

The  Fiber  Splitter  Tap  has  passive-link  integrity  that  is 
maintained  whether  the  device  is  on  or  off. 

Copper  Gigabit  to  Fiber  Taps  feature  two  Power 
Supplies  which  are  load  sharing.  If  either  unit  fails, 
the  remaining  power  supply  comes  up  to  full  power 
and  takes  over  the  additional  load. 

Compatible  with  all  analyzer  manufacturers  including: 

Network  Associates'  Sniffer®,  Agilent's  Internet  Advisor  and 
Cisco's  SwitchProbe  products, 
visit:  www.netoptics.com/11.html 

Net  Optics’  GigaBit  TX  to  SX  Tap  is  the  market's  first 
copper  to  fiber  tap! 


GigaBit  Fiber  Tap 


Copper  to  FX,  SX,  LX,  ZX  Tap 


Copper  100BaseT  Tap 


6  Station  Tap 


Troubleshoot 

NETWORK 

_  Problems 


Tap  Diagnostic 

Capabilities 


CHj  Optics™ 

www.netoptics.com 


Bright  ideas..-  Built  for  speed/ 

Note:  Sniffer®  is  a  registered  trademark  of  Network  Associates  Inc 


Net  Optics,  Inc.  •  1230-AOId  Mountain  View-Alviso  Road  •  Sunnyvale.  CA  94089-2237  •  USA  Tel:  +1  (408)737-7777  •  Fax:  +1(408)745-7719  •  world@netoptics.com 


When  „ 

network  uptime 

is  your  life... 


your 

power  management 

solution  is  your  life  saver. 


Real  life  questions: 

How  much  power  is  my  equipment  using? 

Am  I  about  to  trip  the  circuit  breaker? 

What  is  the  temperature  of  my  cabinet? 

How  do  I  reboot  locked  servers  from  5000  miles  away? 


Real  life  answers 


BayTech  power  management  solutions  with  a  return  on 
investment  that  just  makes  sense. 


You  no  longer  need  to  be  there  to  reboot  locked  routers, 
SNMP  traps  are  generated  when  you  reach  your  circuits 
capacity,  and  power  measurement  is  instantaneous. 


Reducing  downtime  and  costs  is  no  longer  a  luxury,  its  a 
requirement.  With  BayTech  remote  site  management 
solutions  you  will  not  only  do  both,  you  will  always  have 
instantaneous  access  to  your  equipment,  anytime  from 
anywhere. 


New  Zero  U  Solutions 
with  up  to  20  receptacles 

per  unit  at  up  to  30  amps 


Horizontal  solutions  with 
direct  network,  serial,  or 
modem  access 


www.baytech.net 
1-800  523-2702 


BayTech 


1270  Servers. 
3040  Miles 


2  Under  Par. 

Life  is  good..  •  witfi  Paragon,  the  highly 

acclaimed,  multi-user,  multi-platform  KVM  switch  that  uses 
Raritan's  advanced  Cat5  transmission  technology  for 
access  to  hundreds,  even  thousands  of  servers  up  to 
1 ,000  feet  away.  What  could  be  better?  Paragon  power,  over  IP. 

Paragon®  +  TeleReach™  Enterprise-class  KVM 
technology,  plus  the  fastest,  most  reliable  and  secure  way 
to  gain  remote  IP  access  to  multiple  servers  —  no  matter 
where  you  are,  or  where  your  servers  are  located. 

Manage  your  servers  from  anywhere  via  the  Internet, 

LAN/WAN  or  dial-up  modem.  Maintain,  administer  and 
troubleshoot,  even  down  to  BIOS-level.  And  Raritan's 
unique  Video  Compression  Algorithm  and  industry- 
standard  1 28-bit  SSL  encryption  ensure  speedy  and 
secure  data  transfer,  even  over  modem  or  slow  Internet 
connection. 

Paragon  +  TeleReach  Winner  of  Network 
Computing's  prestigious  Editor's  Choice.  The 
complete,  hassle-free,  server  management  solution. 

Anywhere.  Anytime. 


Hi  Raritan  . 


www.raritan.com 


800-724-8090 


Raritan  and  Paragon  are  registered 
trademarks  of  Raritan  Computer,  Inc. 


Server  Management 
Made  Simple 


Your  environment  may  be  complex, 

but  its  management  does  not  have  to  be. 
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Internet  standards  exist  today  for  secure 

f. 

and  reliable  network,  system,  and 


standards-based  management  software. 
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SNMP  Research  International 


www.snmp.com 
+  1865  579  3311 


The  Internet  Management  Experts 
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Server  Management 

Starts  Here... 
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Rose  Electronics  KVM  switches  alTbv^single 
or  multiple  workstations  to  have  local  or  r^mQte 
access  to  multiple  computers  located  in  serve* 
rooms  or  on  the  desktop. 


Rose  is  a  leading  KVM  switch  manufacturer 
with  the  most  complete  range  of  sei 
management  products.  A  KVM  industry  pioneer, 

Rose  is  known  for  its  technically  superior  and 
price  competitive  products.  "W i I^IIm 

mb 

From  simple  access  to  complex  configurations^' 

Rose  provides  easy  server  management 
solutions. 

Call  ROSE  today. 

Rose  Electronics 

10707  Stancliff  Rd.  Houston,  Texas  77099 

800-333-9343  281-933- 

USA  .  CANADA  .  ENGLAND  .  GERMANY  .  BENELUX  .  AUSTRALIA  .  SINGAPORE^ 


ELECTRONICS 

WWW.ROSE.COM 


Dealer  Inquiries  Welcome 


1-877-427-5722 

www.sharkrack.com 

infoshark@sharkrack.com 


Are  You  Gambling  With  Your 
Expensive  Data  Center  Systems? 


You  may  be  if  you  aren’t  using  SharkRack  cabinets  and 
racking  systems.  Our  cabinets  are  made  of  the  highest 
quality  materials,  including  aluminum  extrusion  and  heavy 
gauge  steel.  We  use  heavy  duty  fans  in  our  cooling  sys¬ 
tems.  And  SharkRacks  look  great  and  are  featured  in 
some  of  the  world’s  foremost  show-case  data  centers. 
Best  of  all,  you  can  still  access  disks,  CD-ROMs,  and 
other  components  after  your  computers  are  racked. 
Give  us  a  call  today  to  see  how  we  can  help  you 
Save  Space,  Keep  Cool,  and  Look  Good. 


The  SharkRack  NetBotz  environmental  monitoring 
Our  Keyboard/Flat  Panel  sys-  appliance  will  watch  over  conditions  in  our  cabinets 

tern  takes  up  only  1  RU  in  total.  and  send  out  an  alert  to  notify  of  problems  in  advance. 
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Global  Technology  Associates,  developers 
of  firewall  products  since  1994,  proudly 
expands  the  GNAT  Box  firewall  system 
offerings  with  the  RoBoX,  a  desktop 
appliance  for  remote  and  branch  offices 
at  an  affordable  price. 


•  10,000  concurrent  connections 

•  Stateful  packet  inspection 

•  Three  1 0/1 00  NICs  with  DMZ 

•  IPSec  VPN  with  mobile  user  support 

•  DNS  and  DHCP  services 

•  Dynamic  &  Static  NAT 

•  Broadband  ready  -  PPPoE  support 

Powered  by 

ICS  A  certified  GNAT  Box  System 
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BoX 

Firewall 


Sales:  (800)  775-4GTA 
Tel:  (407)  380-0220 
Email:  info@gta.com 
Web:  http://www.gta.com 


“Big  Security  in  a  Small  Box 


yy 


^Global  Technology  Associates,  Inc. 

Firewall  developers  since  1994 


!!gaMiatfc 


Fax:  888.410.0671 


The  premiere  designer  and  manufacturer 
of  modular  ergonomic  computer  support 
furniture,  enclosures  &  cabinets. 

Racking  Systems  •  Enclosures  •  19"  Rackmount  • 
Relay  Racks  •  Personal  Workstations  •  KVM 

2-61  Borden  Ave.  L.I.C,  NY  11101 

www.hergo.com 


Need  to  reach  employees  VISUALLY 

anywhere,  anytime? 

Employee  in  Office 

(Streamed  over  the  LAN) 


Employee  at  Home 

(Streamed  over  the  Internet) 


(Live  in  New  York) 


UseVBricks  andVBXcoder.  They  enable 
you  to  stream  live  DVD-quality  video 
across  your  Local  Area  Network  and 
simultaneously  stream  that  same  video 
over  the  Internet  at  a  lower  rate  to  reach 
employees  anywhere,  anytime. 


High  Performance  LAN/WAN  Troubleshooting 
&  Protocol  Analysis  Software  Solutions 


Observer-Removes  the  Mystery  of  What  is 
Being  Sent  or  Received  by  LAN  Stations 

Observer  identifies  network  trouble  spots  and  costs 
thousands  less  than  expensive  hardware-based 
analyzers.  If  you  have  any  network  problems,  find 
out  the  cause  with  Observer,  Expert  Observer  or 
Observer  Suite. 

•  Full  packet  capture  and  decode  for  over 
1000  protocols,  including  TCP/IP  (v4  and  v6), 
NetBIOS/NetBEUI,  IPX/SPX,  Appletalk, 

SNA  and  DECnet 

•  Switched  mode  sees  all  ports  on  a  switch 
gathering  statistics  from  an  entire  switch  or 
packet  capture  from  any  port(s) 

•  Long-term  network  trending  collects  statistical 
da;a  for  days,  weeks,  months,  even  years 

•  Optimized  ErrorTrack  NDIS  drivers  display 
true  errors- by-stations 

•  Real  Tims  Statistics  include  Top  Talkers, 

B  midwidth,  Protocol  Statistics, 

Efficiency  History 


EXPERT  OBSERVER® 
OBSERVER®  SUITE 

*3995 


•  Additional  probes  are  $395  per  local  or  remote 
segment/site/switch 

•  Ethernet  (10/100/1000),  Token  Ring,  FDDI 

Expert  Observer — Identifies  Problems  and 
Provides  Expert  Information  in  Plain  English 

Expert  Observer  includes  all  of  the  features  of 
Observer  plus  real-time  and  post-capture  expert 
event  identification,  expert  analysis,  VoIP  expert 
and  modeling  of  network  traffic  data. 

Observer  Suite — The  Ultimate  Tool  For  The 
Most  Demanding  Power  User 

Observer  Suite  provides  a  full  complement  of  tools 
that  includes  all  of  the  features  of  Expert  Observer 
plus  SNMP  management,  RM0N  console/Probe 
and  Web  reporting.  Includes  one  remote  Probe. 


■■ 
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The  leader  in  network  knowledge 


Apply  on-line  today  at: 
www.nwwsubscribe.(om/pbffOI 


Keep  Sort  World  Coming! 

Inform  us  immediately  at 

www.nwwsubscribe.com 


Want  to  know  the  MOST 
read  articles  on-line? 

What  NOT  to  miss  on 
NetworkWorld  Fusion? 


[B  B6St  BetS  on  NWi  Fusion 


Check  out  our  new  Best  Bets  on  NW  Fusion 

—  found  right  on  our  home  page  at 

www.nwfusion.com 


Get  A 


Subscription! 


APPLY  ON-LINETODAYAI: 

www.nwwsubscribe.com/pb  1101 


Get  A  FREE 


Subscription! 


APPLY  ON-LINE  TODAY  AT: 

www.nwwsubscribe.com/pb  1101 


NEWSLETTERS 


Sign  up  for  any  or  all  of  our  free  technology 
specific  e-mail  newsletters.  Topics  include: 

■  High  Speed  LANs  ■  Network/Systems 

■  Security  Management 

■  Wireless  in  the  Enterprise  ■  Cisco  News  Alert 

Sign  up  today  at:  -And  more! 


(www.nwwsubs<ribe.<om/F0C270) 


RACK  MOUNT  TFT  DISPLAYS 

We  provide  the  solutions  for  your  rack  mount  display 
requirements  with  our  innovative  TFT  product  line. 


KEYBOARD,  TOUCHPAD  ANDTRACKBALL  OPTIONS 
1 U,  2U  AND  PANEL  MOUNTED  CONFIGURATIONS 
12.1”,  13.3”,  15”  AND  17"  TFT  DISPLAY  SIZES 

Contact  us  for  more  information. 

www.recortec.com  1-800-729-7654  info@recortec.com 

]S§  Proudly  manufactured  in  the  U.S.A.  by  US' 

RECORTEC,  INC. 

1620-A  Berryessa  Road  San  Jose,  Ca  95133  Tel:  (408)  928-1480  Fax:  (408)  729-3661 


Buy 

.  '.Y  .''TV. 

A  uthorized  Reseller 

Sell  Lease  Repair 

New 

Refurbished  Used 

Routers 

Nortel  DSU/CSUs 

Switches 

Memory  3Com 

Hubs 

ISDN 

1  800  553  0592 

HHR m 
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www.wdpi.com 

Email:  cisco6  @  wdpi.com 


Cisco  Systems 


Remote  l 
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Access  Your  Network  Equipment  from  Anywhere 

*  ...  • 
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Telnet  and  Dial-Up  Console/AUX  Port  Switch 

Cost  Effective  Terminal  Server  Alternative 


Telnet  and  Dial-Up  Network  Power  Switch 

Reboot  Locked-up  Equipment 


10Base-T  Ethernet  Interface 


RS232  Ports 


Console  Management  Switch  (CMS)  J 


8, 16  or  32  RS232  DB-9  Serial  Ports 
Simultaneous  Telnet  Sessions 
Non-Connect  Port  Buffering  -  32K 
IP  Security  Features 

Modem  Auto-Setup  Command 
Strings  (User  Definable) 

NEBS  3  Approved 


ROUTER  DSU/CSU 

CONSOLE  CONSOLE 


RaiOTEADMNSIRgCR 


Individually  Controlled  Outlet  Plugs  (8) 


lOBase-T  Ethernet 
Interface 


19”  Rack  Brackets 
Allow  Front,  Back, 
or  Center  Mounting 


Dual  15  Amp 
Power  Circuits 


Modem  Port  for 
Out-of-Band  Management 


Local  RS232  Console  Port 


(  Network  Power  Switch (NPSj  ) 

8  Individual  Outlets  •  Outlet-Specific  Password  Security 

On/Off/Reboot  Switching  •  Network  Security  Features 

Integral  1 0Base-T  Interface  •  1 1 5-VAC  (230-VAC  available) 
Co-Location  Features  •  Power-Up  Sequencing 


□ 
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western  telematic  incorporated 

5  Sterling  •  Irvine  •  California  •  92618-2517 


www.wti.com 


(800)  854-7226 

———— —————— MW  TM1 

Keeping  the  Net.. .Working! 


The  Hub  of  the  Network  Buy 


SOS  £92111318  SI 


Cable  University 

(800)  537-8254 
www.CableU.net 

FREE  online  training  in  network 
cabling  installation  &  maintenance 


NetworkTraining.com 

(800)  NET-SKI  L 
(800)  638-7545 

Network  Analysis  &  Tool  Training 
Certified  NetAnalvst  Testing 

BNETSYS  Inc. 

(800)  BNETSYS 
www.bnetsys.com 
Instructor  led  &  online  Cisco 
certification  training  @  no  charge 


m  \«  - 


To  Place  Your 
Listing  Here 
Call  Enku  Gubaie 
at  1-800-622-1108 


Contact  these  companies 
today  to  help  you  with  your 
training  needs! 


For  more  information  on 
advertising  in  the  Marketplace, 


tr^ext.6465 


rfSSuOTJQIB 

- 

1  1  ucourouAtiD 

We  BUY/SELL  New  &  Used  LAN/WAN 
Connectivity  Products 

Specializing  in  CISCO 


S$  TOP  DOLLAR  PAID  SS 


T3  Systems,  Inc. 

500  Cirby  Way,  Suite  D 
Roseville,  CA  95678 

(916)  784-3000 

fax:  (916)  797-7284 

www.T3Systemsinc.com 


Over  170,000  qualified 
subscribers  of  Network 
World  are  ready  to  buy. 

Call  today  to  place  your 
ad  in  the  Marketplace! 
1-800-622-1108 
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TO  lUY 

Networking 
Products 
and  Services 


NORTEL 


NETWORKS 


_____  Bay  Networks 


Why  Are  We  The  Best? 


•  Nortel  Service  Contracts  •  Free  Technical  Support 

•  Nortel  Service  Renewals  •  Next-Day  Hardware 

Replacement 

•  Good  As  New  Gear, 

Same  as  New  Warranty 
-  at  Better  Than  New  Prices 

' 

Refurbished  Specials: 

ASN/2-32irb  Refurbished  Advanced  Stack  Node  Bundle 

lnch*des  AF0002Eli-32mb  Redundant  Base  Unit 

IxMouODual  Ethernet  1xAF21U005  Quad  Sync 

lx  AA0011G04  Fast  Packet  Cache,  lx  Af  2104013  128  bit  Compression  Module 

Special  $2,995 

KaySbdt  35CJ-HD  (AU012F10)  24  Port  10/100  switch 

j  Krlu'  lashed  Onto  may  vary  "A"  Grade  sale  price  $350.00 
.  One  fear  Kim  mty 

As  Low  As  $150 

Ra/Slar*  4W-24  A  ;  :i2f  l«:  24  Port  10/100  Stackable 

Special  $895 

;  Backiroftc  Router  *004005 

]  ktrfutt  kit  utckides  Doai  •  ttie  Fast  F«E2-060-64mb 

Special  $3,249 

I _ 


.t  want  nsec  •'  fry  our  low  prices  on  new!  Call  Today! 


out  t<  ('votef 

88£  3LANWAN 

(S8fe-f>52-6S26) 


Not  or.ai  LAN  ExrSonge  •  www.nle.com 


For  more  information 
on  advertising  in 
Network  World's 
Marketplace  contact: 

Enku  Gubaie, 

800-622-1108  ext.  6465, 
egubaie@nww.com 


WRCA.NET 

NEW  USED 


AUTHORIZED  RESELLER 
Access/Routers/Switches 
Cisco  Livingston  Ascend 
3Com  US  Robotics  Kentrox 
Adtran  BayNetworks  Xyplex 
Computone  Digital  Link 
Modems  /  DSU  /  Muxes 
IBM  UDS  Codex  Hayes  GDC 
Micom  Microcom  Paradyne 
ATT  MultiTech  Penril 
Racal  Telebit  Zoom 

WE  BUY  AND  SELL 
www.wrca.net 
800-699-9722 


IMMEDIATE  AVAILABILITY 


Netfast  Communications  Inc.,  56-29  56th  Drive,  Maspeth,  NY  1 1378  USA 
Phone:  I  -888-892-4726  or  718-894-7500  Fax:  718-894- 1 573 

Network  World  5/2001 


>  CISCO  ►  Juniper  ►  Lucent 

www.  digitalwarehouse.  com 

DIGrrAL  WAREHOUSE 

Your  Information  Superhighway  Discount  Sources 


►  Nortel 
► Foundry 
>-  Extreme 


►  Marconi 

►  Adtran 

►  Quick  Eogle 


Save  big  on  new/used:  ►  Routers  >-  Gigabit/FE/ATM  Switches 
►  Access  Servers  ►Optical  Networking  ►  Wireless  BUY/SELL/RENT 


UUD  CISCO  DIRECT 

www.  digitalwarehouse.  com 


Network  Products  and  Services 
with  Network  World's  Marketplace. 
Call  800-622-1108  ext.  6507 


Get  More  lor  Today's  Budget! 


Contact  BIZI 
to  SAVE  up  to  80% 


•  50-80%  Savings  off  Retail  List  Prices 

•  120-Day  Warranty 

•  100%  30  Day-Money  Back  Guarantee 

•  Large  Inventory,  Same  day  Shipping 

•  Supplying  Quality  Networking  Products 
for  Over  10  Years  with  In-House  Technical  Support 

Request  a  Quote  on-line  at: 

http://www.bizint.com  or  info@bizint.com 

(877)  438-2494 

or  (315)  458-9606  fax:  (315)  458-9493 
We  Buy,  Sell,  Trade  and  Lease... 


Your  gtatai  partaen  In  mw  A  oulty 
I  networking  equipment 


CISCO,  BAY/NORTEL,  3COM,  CABLETRON,  EXTREME,  FORE/MARCONI 


We 

Buy 


& 


Since  1985 


Sell 


CISCO 


New  &  Used 
Fully  Guaranteed 
Overnight  Delivery 


So  habla  Espanoi 
Wir  sprechan  Deutach 


800.451.3407 


90  Castilian  Drive.  Suite  110.  Santa  Barbara.  CA  93117 


Routers 
Switches 
Interface  Modules 
Access  Servers 
Accessories 


www.nEtworkhardware.com 

BUY  ONLING 


NETWORK  HARDWARE  RESALE 


Professional  Women’s  Virtual  Conference  &  Exposition 


December  3-7,  2001 


- 


How  new  technology  can  add  value  to  your  business,  career,  profession. 


Join  us  for  a  dynamic,  virtual  experience  - 

take  advantage  of  this  unique  mixture  of  real-time  and  virtual ... 


WlH's  Virtual  Conference  will  expose  you  to  new  ways  to  build  a  personal  network.  This  is  your  opportunity  to  network 
with  top  leaders  and  visionaries  utilizing  technology  in  exciting  new  ways. 


WITl's  Virtual  Conference  offers  you: 

►  Keynote  Sessions  &  Interactive  Discussion  Groups 

►  Live  Online  Chats 

►  Practical  Skill-Building  Webinars. 

Don't  miss  the  Virtual  Expo: 

►  Visit  Exhibitors  to  learn  about  Products  &  Services... 
or  Leave  Your  Resume 

►  Assess  Your  Networking  Skills 

►  Leave  a  “Virtual"  Business  Card  for  the  Online  Raffles 

►  Participate  in  Real-Time  Chats 


Network  with  Companies  including: 

Capital  One,  Computer  Nuts,  Dell, 
Genentech,  Group  jazz,  IBM,  IDX,  Key3  Media, 
tally  School  of  Management  &  Technology/RPI, 
MediSense,  Office  Depot,  Prudential,  Raytheon, 
RHI,  Talk  City,  Teradyne,  Texas  Instruments, 
TransSynergy,  Wachovia,  Xilinx 
v  > 


For  more  information  or  to  register  please  visit  us  at 

www.witi.com /virtualpathways  / 
or  call  toll-free  800.3 34. WIT! 
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careers.com 


IT  CAREERS 


Advertising  Supplement 


Asking  successful  companies  about  their 
diversity  strategy  frequently  brings  a 
moment  of  silence.  For  those  who  are  suc¬ 
ceeding,  valuing  diversity  is  no  program  of 
the  month.  It’s  a  way  of  operating.  “It’s 
central  to  our  business,”  says  Andre 
Goodlett,  associate  director  of  staffing  for 
Kellogg  Co.  “We  do  what  is  needed  to 
attract  and  retain  a  pool  of  talented  peo¬ 
ple.  Our  customer  base  is  diverse  so  we 
make  sure  we  are  able  to  reflect  that  base 
and  understand  it.” 


One  look  at  Kellogg’s  web 
site  pinpoints  the  second 
aspect  of  the  hiring  strategy 
at  Kellogg  -  a  friendly  work¬ 
place.  For  IT  professionals 
the  web  site  represents 
something  else. 

Kellogg  was  among  the  first 
food  companies  to  have  a 
web  site.  Back  in  1996  it 
sported  an  animated  Tony 
the  Tiger.  Today,  the  site  and 
the  business  are  combining 
the  elves  of  Keebler  and  Tony,  there’s  a  com¬ 
pany  store,  community  service  links,  games 
and  a  link  to  Kellogg  Racing.  The  consolida¬ 
tion  of  Keebler  and  Kellogg  is  requiring  new 
IT  strategies,  including  an  integrated  SAP 
implementation. 

Goodlett  says  Kellogg  is  hiring  at  a  variety  of  lev¬ 
els,  from  PC  and  database  support  to  leaders 
and  managers  for  the  implementation,  which 
includes  the  majority  of  SAP  modules.  “We’re 
rolling  this  out  on  a  very  aggressive  timeline  for 


all  of  the  Kellogg  U.S.  business,"  he  says.  Posi¬ 
tions  currently  open  include  business  and  techni¬ 
cal  analysts,  senior  programmer  analysts,  data¬ 
base  management  and  administration. 

“We  need  to  attract  people  who  want  to  work 
on  infrastructures  well  as  implement  and 
maintain  a  large-scale  enterprise  system,” 
Goodlett  adds.  “We’re  doing  something  new 
within  Kellogg  so  every  day  presents  some¬ 
thing  different  in  terms  of  challenges.  That 
jazzes  most  people’s  interest.  You  can  get 
some  immediate  gratification  because  every¬ 
thing  we're  doing  will  have  a  direct  influence  on 
the  bottomline  of  the  company’s  performance. 
There  are  tremendous  opportunities  here  for 
gaining  valuable  experience  and  grow  with  us." 


For  more  job  opportunities,  turn  to  the  pages  of  ITcoreers. 

•  If  you'd  like  to  take  part  in  an  upcoming  ITcareers  feature,  contact 
Janis  Crowley,  650.312.0607  or  janis_crowley@itcareers.net. 

•  Produced  by  Carole  R.  Hedden 

•  Designed  by  Aldebaran  Graphic  Solutions 


I  wanted  to  break  new  ground. 

Go  further.  Be  a  pioneer. 

And  joining  a  company  focused 
on  what’s  ahead 
helped  me  do  just  that. 


.  ■* 


Verizon  is  an  amazing  landscape 
of  opportunities. 


Step  into  an  environment  that  supports  the  technical  career  goals  of 
its  employees  —  Verizon. 

Verizon  is  one  of  the  world’s  premier  communications  companies  — 
a  single  source  for  all  communication  needs.  We  see  our  future 
connected  to  data,  voice  and  broadband  services  that  will  make  the 
planet  seem  a  little  smaller  and  much  faster. 

At  the  same  time,  we  understand  that  the  pace  of  your  life  might 
already  be  fast  enough,  so  we  offer  benefits  that  make  balancing  the 
professional  and  personal  parts  easier,  and  policies  that  provide 
flexibility  and  great  career  opportunities. 

Make  the  move  that  will  take  you  places.  Visit  Verizon  at 
www.verizon.com/careers  or  send  your  resume  to: 
diversityjobs@verizon.com.  Please  mention  source  code  “dpub” 
when  submitting  your  resume. 

Verizon  is  an  equal  opportunity/affirmative  action  employer 
supporting  workforce  diversity,  M/F/D/V 


www.verizon.com/careers 


verizon 
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IT  CAREERS 


BANKING  /  FINANCIAL  SERVICES 


SignalTree  Solutions  is  an 
established  international 
IT  solutions  and  services 
company.  We  provide 
our  employees  with  a 
competitive  compensation 
package  and  an  excellent 
benefits  package. 

*  Currently  SignaUree 
Solutions  has  multiple 
K  openings  at  our  corporate 
L  office  in  Irvine,  CA; 
E:  Chicago,  IL;  Jacksonville, 
tC  FI;  Woodland  Hills,  CA  for 
I  the  positions  referenced 
below: 

Software  Engineer 
Sr.  Software  Engineer  I 
Sr.  Software  Engineer  II 
Project  Manager 


Our  client,  a  major  Financial  Services  company,  is  looking 
for  I  T.  professionals  for  their  Southern  California  &  Central 
Texas  operations. _ 

We  will  be  conducting  interviews  for  the  following  positions  in  December: 

System  Analysts*  (25)  System  Engineers*  (5) 
Project  Leaders*  (8)  AS/400  Programmers*  (24) 

MQ  Developers  (11) 

♦All  candidates  must  have  a  minimum  3  years  relevant  work  experience,  and 
a  minimum  of  5  years  experience  for  Senior  Positions. 

♦Financial  services  experience  is  required  for  positions  marked  with  a  (*),  and 
is  a  plus  for  all  other  positions. 

•Salaries  range  from  $60,000  to  $110,000  per  year. 

•Job  Descriptions  are  available  at  our  web  site: 

www.gtrrecruiting.com 

Please  forward  you  resume,  indicating  which  position  you  would  like  to  apply  for,  to 

Global  Technical  Resources,  Inc.  m 

340  N.  Westlake  Blvd..  Ste.  210,  Westlake  Village,  CA,  91362 
OR  Email:  gtr@gtrrecruiting.com  OR  Fax:  (805)  497-3090 


IT 

Opportunities 


Project  Leader  I 
Project  Leader  II 
Technical  Architect 

Please  send  a  letter  of 
introduction  (indicating 
position  of  interest)  along 
with  resume,  salary  history 
and  requirements  to: 

SignaUree  Solutions, 
Attn:  L.  Bardakjian, 
CW1119, 

133  Technology  Drive, 
Suite  200. 

Irvine,  CA  92618. 

Fax:  (949)  450-4601. 

Email:  lb. resume© 
signaltreesolutions.com 

EOE 


♦ 


deNovis  develops  a  robust, 
scaleable,  Internet  enabled,  end- 
to-end  financial  transaction  plat¬ 
form  for  the  health  plan  adminis¬ 
tration  industry.  We  are  led  by  a 
development  team  comprised  of 
those  who  created  the  on-line 
financial  services  and  brokerage 
industries  and  we  received  $44 
million  in  funding  in  July  2001. 
Our  mission  is  to  transform  the 
healthcare  insurance  adminis¬ 
trative  process  by  delivering  an 
entirely  new  infrastructure  for 
use  by  the  health  insurance 
industry.  Currently,  we  are 
recruiting  for  the  following  devel¬ 
opment  positions: 

•  Data  Conversion  Engineer 

•  Principal  Engagement  Manager 

•  Project  Manager 

•  Senior  Business  Analyst 

•  Senior  Software  Engineer 

•  Software  Engineer 

•  System  Integration  Engineer 

•  Technical  Writer 

The  aforementioned  positions 
are  available  at  all  levels  and 
require  a  minimum  of  a  B.S.  or 
M.S.  and  0-5  years’  industry 
experience. 

For  all  positions,  send  resumes  to: 
deNovis,  Inc. 

One  Cranberry  Hill  Road.  Suite 
203  Lexington,  MA  02421 
or 

careers  @  denovis.com 
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the  place  where  your  fellow  readers 
are  getting  a  jump 
on  even  more  of 

the  world's  best  jobs. 

Stop  in  a  visit. 
See  for  yourself. 


Database  Administrator:  Respon¬ 
sible  for  the  applications  and 
management  of  databases 
systems.  Will  make  use  of 
network  systems  and  implement 
network  projects.  Will  be 
responsible  for  the  planning, 
development,  and  testing  of 
programs  to  corporate  systems. 
Will  evaluate  user  requests  for 
new  or  modified  systems  and  will 
monitor  the  system.  Will  imple¬ 
ment  security  systems,  test  and 
debug  for  total  system  accep¬ 
tance.  Will  chart  progress,  con¬ 
duct  presentations  and  advise 
as  to  network/database  projects. 
Will  confer  with  and  team  up  with 
teams  of  computer  programmers 
and  analysts  in  order  to  evaluate 
and  change  database  manage¬ 
ment  system.  Will  use  Oracle 
and  UNIX.  Req.  Bachelors  Deg. 
Engg.Tech,  IS,  Computers,  plus 
2  years  exp.  8-5pm,  40hr/wk, 
$65k/yr.  Send  Resume  to 
MDCD/ESA,  PO  Box  11170, 
Detroit,  Ml  48211-1170.  Refer¬ 
ence  Number  200847. 


The  Oak  Group  is  a  privately 
held  company  which  develops 
a  medical  criteria  system  for 
hospitals,  insurers  and  health 
maintenance  organizations.  We 
develop  and  implement  the 
Managed  Care  Appropriateness 
Protocol  (MCAP),  a  clinical  deci¬ 
sion  support  system,  which  pro¬ 
vides  a  conceptual  framework 
for  making  consistent  determi¬ 
nations  of  medical  necessity, 
and  an  objective  method  for 
evaluating  patient  treatments. 
Currently,  we  are  recruiting 
for  the  following  development 
positions: 

•  Software  Engineer 
•SQA  Engineer 

The  aforementioned  positions 
are  available  at  all  levels  and 
require  a  minimum  of  a  B.S.  or 
M.S.  and  0-5  years'  industry 
experience. 

For  all  positions,  send  resumes  to: 

The  Oak  Group 
888  Worcester  Street  (Route  9) 
Wellesley,  MA  02482 

or  fax  your  resume  to  us  at 

(781)943-2295 


ORACLE 

DEVELOPER 


BS/BA  degree  Computer  Sciences  or 
related  &  3  or  more  years  experi¬ 
ence.  Must  possess  a  working 
knowledge  of  Forms  6i,  Reports  6i, 
PL/SQL,  Triggers  &  must  have 
worked  with  Packages  6r  have  the 
ability  to  design  &  produce  Forms 
&  Reports  under  minimal  supervi¬ 
sion.  Use  of  SQL  Navigator  helpful. 
Salary  $67,500.  Send  resume 
including  current  salary  &  citizen¬ 
ship  status  or  type  of  visa  held,  to 
Director  of  Human  Resources, 
Namasco  Corporation,  5775 
Glenridge  Drive,  Atlanta,  GA 
30328,  Fax  404-267-8871,  Email: 
jct3sia@hiamasco.com.  EOE. 


The  MathWorks  j 

The  MathWorks  leads  the  market  in  developing  and  delivering  high  performance  interactive 
software  products  such  as  MATLAB®  to  the  engineering  and  scientific  communities  We  re 
increasing  our  lead  by  hiring  the  best  people  for  every  job  in  the  organization.  We  have  the 
following  positions  available  at  our  offices  in  Natick,  MA 


•  Software  Engineer 

Design,  develop  and  test  the  MATLAB 
family  of  products.  Programming 
experience  in  MATLAB,  and/or  C,  C++, 
Java  is  required. 

•  Communications  Engineer 

Develop  and  enhance  state-of-the-art 
algorithms  used  to  simulate  and 
analyze  advanced  communications 
systems.  Prior  experience  simulating 
communication  systems  using  MATLAB. 
Strong  theoretical  knowledge  of  advanced 
communication  systems  and  algorithms. 

•  DSP  Simulink  Developer 

Engage  in  product  development 
including  DSP  algorithm  development 
(floating-point  and  fixed-point),  demo 
development,  code  generation  template 
implementations  (for  real-time 
programmable  DSP  processors  and 
programmable  hardware], 

•  Training  Engineer 

Develop  and  deliver  product  training 
courses  to  users  of  MathWorks 
products.  Demonstrated  knowledge  of 
MATLAB,  Simulink  and  of  C  or  Fortran 
programming. 

•  DSP  Quality  Engineer 

Develop  test  suites  and  conduct  hands-on 
testing  of  the  MathWorks  DSP  products. 
Demonstrated  expertise  programming  in 
C  and  MATLAB;  and  expertise  developing 
algorithms  for  DSP. 


•  Senior  DSP  Embedded 
Telephony  Specialist 

Engage  is  DSP  algorithm  development  for 
speech  and  audio  processing.  Experience 
with  speech  or  audio  processing  algorithms 
and  strong  C  programming  skills  required. 

The  aforementioned  positions  are  avail¬ 
able  at  all  levels  and  require  a  minimum 
of  a  B.S.  or  M.S.  in  Computer  Science. 
Engineering,  Math  or  a  related  degree 
and  0-5  years'  experience  with  MATLAB, 
Simulink,  RTW,  Controls,  or  DSP 
Environments. 

•  Senior  Software  Engineer 

With  programming  experience  in  MATLAB 
and/or  C,  C++,  Java.  Experience  in 
Simulation,  DSP,  Image  Processing  or 
Controls  is  required.  Ph.D  required. 

Additional  Opportunities  Include: 

•  GUIDE  Software  Engineer 

•  GUI  Component  Software 
Engineer 

For  fastest  consideration,  interested 
candidates  should  e-mail  their  resume, 
indicating  position  of  interest  to 
resumes@mathworks.com.  Attn: 

Human  Resources  -  Job  Code:  IW11/26 
The  MathWorks,  Inc.,  Three  Apple  Hill 
Drive,  Natick,  MA  01760-2098; 

Fax:  (800)  434-8967.  We  are  an  equal 
opportunity  employer 


www.mathworks.com 


Platinum  Sponsors 

IDG  Recruitment 
Solutions 

Yahoo!  Careers 
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CAREER  FAIR 

‘The  *1  Diversity  Carter  Fair  In  The  Nation  " 

■  "  'f-^rurT?— i 


Gold  Sponsor 

Merck 

Silver  Sponsor 

Verizon  Wireless 


Meet  face-to-face  with  the  area's  hottest  companies  and 
land  a  job  with  more  money,  opportunity  &  challenge! 


2001-2002  UPCOMING  SCHEDULE  OF  EVENTS 

MIAMI,  FI 

!  WASHINGTON,  DC 

PHILADELPHIA,  PA  i 

DETROIT,  Ml 

Tues.,  December  4 

:  Mon.,  January  21 

Wed.,  February  13  : 

Tues.,  March  5 

LOS  ANGELES,  CA 

!  COLUMBIA,  MD 

DALLAS,  TX 

ST.  LOUIS,  MO 

Mon.,  January  21 

:  Wed.,  January  23 

Tues.,  March  5  : 

Mon.,  March  25 

CALL  1  ■800-5627469  FOR  MORE  INFORMATION  ON  EXHIBITING  OR  ATTENDING! 


Or  check  out  www.naacpcareerfair.com  to  find  out  more  about 
these  events  and  other  career  opportunities. 


The  NAACPDiversity  Career  Fair  is  produced  and  managed  by  Shomex 

2601  Ocean  Park  Boulevard,  Suite  200  •  Santa  Monica,  CA  90405  •  (310)  450-8831 
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Senior  Technical  Consultant 
sought  by  company  in  Denver, 
CO  specializing  in  business 
software  solutions  to  work  in 
Downer  Grove.  IL  and  other 
unanticipated  job  sites  in  the  US. 
At  a  senior  level,  provide  techni¬ 
cal  support  and  assistance  to 
corporate  clients  Specifically, 
engage  in  post  sales  imple¬ 
mentation  of  supply  chain  and 
other  software  applications  Inte¬ 
grate  new  software  applications 
with  other  legacy  software  and 
relational  database  management 
systems  Engage  in  product  con¬ 
figuration  and  functionality  testing. 
Create  models  to  replicate  the 
client's  business  processes  in 
order  to  test  and  debug  new 
software  applications.  Customize 
and  modify  software  applications 
and  engage  in  project  manage¬ 
ment  as  required.  Requires 
Bachelor's  in  industrial  engi¬ 
neering.  computer  science  or  a 
related  field;  two  years  of  supply 
chain  technical  consulting  expe¬ 
rience.  including  application 
integration;  working  knowledge 
of  relational  database  manage¬ 
ment  systems.  8am-5pm, 
M-F;  $77.000/yr.  (2  openings.) 
Respond  by  resume  to  James 
Shimada,  CO  Dept,  of  Labor  & 
Employment,  Employment  & 
Training  Division,  Tower  II,  #400, 
1515  Arapahoe,  Denver,  CO 
80202,  &  refer  to  Job  Order 
NumberCO  5008291. 


Implementation  Architect  sought 
by  company  in  Englewood.  CO 
specializing  in  software  develop¬ 
ment,  sales  and  services  to  work 
in  Englewood  and  other  unantic¬ 
ipated  job  sites  in  the  US. 
Engage  in  high  level  design  and 
development  of  geographic 
information  systems  software 
applications.  The  applications 
are  client/server  or  web  based 
and  incorporate  relational  data¬ 
base  management  systems.  The 
client/server  applications  run  on 
Windows  NT  operating  system. 
Code,  test,  debug  and  enhance 
software  applications.  Analyze 
requirements  for  customization; 
complete  customization,  imple¬ 
mentation  and  integration  with 
customer  system.  Review  system 
architecture,  make  appropriate 
recommendations  and  complete 
tuning.  Design  documentation. 
Provide  customer  support  as 
needed,  and  design  solutions 
to  customer  problems.  Utilize 
Oracle,  SQL  and  proprietary 
languages  in  designing  and 
developing  the  GIS  applications. 
Requires  Bachelor's  or  foreign 
equivalent  in  computer  science, 
computer  engineering  geography 
or  a  related  field;  1  yr.  in  designing 
&  developing  geographic  infor¬ 
mation  systems  software.  8am- 
5pm,  M-F;  $72,800/yr.  Respond 
by  resume  to  James  Shimada, 
CO  Dept,  of  Labor  &  Employment, 
Employment  &  Training  Division, 
Tower  II,  #400,  1515  Arapahoe, 
Denver,  CO  80202, &  refer  to  Job 
Order  Number  C05007915. 


♦ 


CacheVision  is  in  Immediate 
need  of 

•  S/W  Engineers  to  develop 
state-of-the-art  interactive  appls 
and  middleware  to  enrich  user’s 
entertainment  experience  via 
cached  rich  media  content  on 
RTOSs  using  C++  and  GUI 
development  on  several  OS; 

•  Systems  Engineers  to  develop 
innovative  hardware  using  Digital 
A/V  technology  using  Oread  and 
other  design/debug  tools  and 
•Sr  S/W  Engineers  with  strong 
product  definition  and  project 
management  skills  to  lead  team 
of  S/W  Engineers  to  develop  for 
storage  centric  entertainment 
appliances.  All  positions  require 
a  BS/MS  in  CS/Engg  or  related 
field.  Competitive  salaries.  Travel/ 
relocation  required.  Resumes 
to  Attn;  Employment,  1990 
Concourse  Drive.  San  Jose, 
CA  95131  EOE 


Computer  Support  Coordinator 
sought  by  company  in  Denver, 
CO  specializing  in  higher  edu¬ 
cation  (Institution)  to  work  in 
Denver  &  other  locations  in  CO. 
Provide  technical  support  to 
members  of  department  regarding 
computer  software  and  hardware 
issues  Install  software  and 
configure  computer  networks. 
Troubleshoot  and  resolve  prob¬ 
lems  that  arise  with  hardware, 
software,  and  networks  En¬ 
hance.  modify,  and  test  existing 
proprietary  software  programs. 
Configure  and  maintain  ORACLE 
relational  database  manage¬ 
ment  systems.  Design,  modify, 
and  update  department  web 
page  Use  C,  C++.  DOS,  JAVA 
Script,  JAVA,  HTML,  and  other 
tools  in  connection  with  job  du¬ 
ties  and  responsibilities.  Re¬ 
quires  Bachelor's  in  computer 
science  or  related  field;  working 
knowledge  in  the  following  ar¬ 
eas:  providing  technical  support 
for  software  and  hardware  is¬ 
sues;  implementing,  testing,  and 
troubleshooting  software  appli¬ 
cations,  and  DOS.  8am-5pm,  M- 
F;  $36,000/yr.  Respond  by  re¬ 
sume  to  James  Shimada.  CO 
Dept,  of  Labor  &  Employment, 
Employment  &  Training  Division, 
Tower  II,  #400,  1515  Arapa¬ 
hoe,  Denver,  CO  80202,  &  refer 
to  Job  Order  Number 
C05008295. 


Programmer  /  Analyst:  Plan, 
design,  program,  develop  and 
test  computer  applications  using 
Visual  Basic,  C++  and  AMAC 
MCL;  write  on-line  programs, 
creating  on-line  screens  and 
other  technologies;  prepare  and 
execute  system  test  plans;  for¬ 
mulate  plans  outlining  steps 
required  to  develop  programs, 
using  structured  analysis  and 
design;  analyze,  review,  and  alter 
programs  to  increase  operating 
efficiency  or  adapt  to  new 
requirements. 

Bachelor's  degree  in  Computer 
Science,  or  Software  technology 
required.  40  hrs.  /wk.;  8:00am  - 
5:00pm.  $50,440/year. 

Must  have  proof  of  legal  authority 
to  work  permanently  in  the  U.S. 

Send  2  copies  of  both  resume 
and  cover  letter  to  Illinois 
Department  of  Employment 
Security,  401  South  State  Street 
-  7  North,  Chicago,  Illinois  60605. 
Attention:  Lydia  Clarke.  Refer¬ 
ence  Number  V-IL-28454-E.  NO 
CALLS.  AN  EMPLOYER  PAID 
AD. 


Compaque  Business  Software, 
Inc.,  a  software  development 
and  services  company  located  in 
Plano,  Texas  needs  programmer/ 
analysts  for  various  projects  with 
Fortune  500  companies  and 
in-house  software  development 
projects  involving  client/server 
software  applications  utilizing 
Oracle  products  on  UNIX  operat¬ 
ing  systems.  Use  OracleForms, 
OracleReports,  PL/SQL.  and 
ProC  in  the  design  and  develop¬ 
ment  process.  Positions  require 
two  years  of  experience  designing 
and  developing  Oracle  software 
applications  using  PL/SQL, 
Pro'C  and  Developer  2000  To 
apply,  send  your  resume  to  Preet 
Kumar,  2000  North  Central 
Expressway.  Suite  115,  Plano, 
TX  75074. 


Call  your 
ITcareers  Sales 
Representative 
or  Janis  Crowley. 

1-800-762-2977 


Sr.  Software  Engineer  wanted  by 
Cimnet  in  Downers  Grove. 
Research,  design  8  develop 
computer  software  systems  in 
conjunction  with  hardware  product 
development;  analyze  software 
requirements;  develop,  direct 
testing  procedures,  programming 
and  doc;  coordinate  installation 
&  maintenance  of  software  sys¬ 
tems.  Must  have  MS  in  Comp 
Sci.  or  equiv.  &  2  yrs  exp.  as 
software  engineer  or  2  yrs  exp. 
in  project  manag.  in  the  info  tech, 
field.  Respond  to:  HR  Dept., 
2651  Warrenville  Road,  Downers 
Grove,  IL60515. 


Several  F/T  positions  open  for 
exp'ed  Prog/System  Analysts 
and  DBA's  skilled  in  some  of  the 
following:  C,  C++,  VB,  HTML, 
Java,  COM,  IIS,  ASP;  Sybase, 
SQL  Server;  Oracle,  Developer 
2000,  SQL,  PL/SQL;  COBOL, 
CICS,  JCL,  DB2  etc.  All  posi¬ 
tions  require  a  BS  or  foreign 
equiv  with  cone.  In  CS/Engg  (any 
branch)  or  related  field.  Highly 
competitive  salary.  70%  traveling 
involved.  Send  resume  to:  US  HI 
Tech  Solutions,  Inc.  1515  Rio 
Grande,  Suite  905  Plano  TX 
75075 


Thomson  Financial  currently 
has  a  position  available  for  Team 
Manager  at  our  Boston,  Massa¬ 
chusetts  office.  Responsibilities 
include:  management  &  direct 
oversight  of  8-12  software 
developers,  including  staffing, 
budget  and  schedule  responsi¬ 
bility,  and  appraisal  of  team 
member's  performance;  mentor 
and  technical  review  of  software 
engineers;  maintain  and  enhance 
an  N-tier  Win32  system  that 
employs  a  front  end  based  on 
JavaScript  and  DHTML,  using 
XML  and  XSL,  middle  tier  compo¬ 
nents  based  on  Java  J2EE  and 
C++  and  relational  database 
technology  (Sybase,  Microsoft 
SQL)  using  JDBC.  We  require  at 
least  a  Master’s  degree  or  equiv¬ 
alent  in  Computer  Science,  Elec¬ 
trical  Engineering  or  related 
field,  5  years  experience  in  soft¬ 
ware  development  on  the  Win32 
platform,  which  includes  the 
following:  at  least  4  years 
experience  of  web  development 
experience  utilizing  COM  and 
relational  database  technologies, 
at  least  3  years  experience  in 
managing  teams  delivering 
HTML/DHTML,  JavaScript,  XML 
&  XSL  solutions  and  at  least  1 
year  experience  in  UML,  VC++ 
and  Java/J2EE  Technologies. 
Experience  may  be  gained 
concurrently.  Please  send 
resumes  to:  Thomson  Financial, 
Attn,  HR,  22  Thomson  Place, 
Boston,  MA  02210.  Fax:  617- 
856-5601.  We  are  an  equal 
opportunity  employer. 


♦ 


CLINICAL  SYSTEMS  ANALYST  - 
Allendale,  NJ  -  A  leading  company 
in  the  reconstructive  orthopedic 
device  business  is  seeking  a 
Clinical  Systems  Analyst  who 
will  perform  data  analysis  using 
statistical  package  SAS  on  PC  & 
VAX  environment,  write  SAS/AF 
user  interface  applications  & 
maintain  the  SAS  system.  Req'd: 
Master's  degree  in  CompSci, 
Statistics  or  other  quantitative 
discipline.  Must  have  knowledge 
of  statistical  analysis/modeling 
thru  advanced  academic  course- 
work.  Must  have  knowledge  of 
developing  SAS  system  applica¬ 
tions  using  tools  such  as 
SAS/AF,  SCL  &  MACRO  thru 
education/exp.  Send  resume  to: 
Tina  Allen,  Stryker  Howmedica 
Osteonics,  59  Route  17  S, 
Allendale.  NJ  07401.  REFER¬ 
ENCE  CODE  #SHOBM02. 


Systems  Engineer-Target  Latin 
financial  institution,  integrate 
software  and  hardware  to  conform 
w/CORE  software  for  100% 
operative,  analysis  of  client 
needs,  design  system  to  meet 
needs,  program  and  integrate 
software  and  hardware  for  multiple 
work  stations  &  servers;  prepare 
network  schematics  in  Spanish; 
prepare  software  in  Spanish 
instruction;  write  technical  man¬ 
uals  in  Spanish  for  distribution  to 
employees;  train  client  personnel 
in  Spanish  on-site  (travel  required) 
Min.  BS  or  equiv.  in  Computer 
Science  +3  yrs  exp  in  job  offered; 
exper  in  Progress  Prov,  Progress 
Webspeed,  ODBC,  DB2,  HTML, 
VS  Basic,  C++  Hardware  Exp 
NCR  COMTEN,  IBM  390,  IBM 
AS/400  AND  UNIX.  37.7  hr 
9:00am-5:30pm.  $22.40ph. 
Send  Resume  to  Agency  for 
Workforce  Innovation,  PO  Box 
10869,  Tallahassee.  FL  32302 
RE:  JOFL#19593. 


Software  Engineers  wanted 
(mult,  openings)  by  sftwr  co.  in 
NYC.  to  develop  next  generation 
software.  Sr.  Softwr  Engnrs  must 
be  familiar  w/compiler  design. 
Softwr  engrs  to  dsgn  pgm  & 
maint  proprietary  vector  applies. 
C,  C++;  knowl  of  APL  &  J  a  plus. 
Resumes  to  HR  Dept.,  Aleri,  Inc, 
41  W.  12th  St,  NY,  NY  10011. 


SOFTWARE  ENG:  Research, 
design,  devel  s'ware  sys;  analyze 
reqs,  determine  feasibility,  time, 
cost;  formulate,  design,  direct 
sys  testing,  programming,  docu¬ 
mentation,  maint,  installation. 
Prevailing  wage;  8a-5p.  Req: 
Masters  Electronic/Comp  Eng  or 
related  &  3  yrs  exp  or  Bach.  &  5 
yrs  exp  or  as  Apps  Devel  &/or 
Project  Co-ord  &/or  Prog./Anal. 
Resume:  N.  Casella,  Universal 
Health  Care  Serv.,  5365  W 
Altantic  Blv,  #503,  Delray  Bch, 
FL  33484 


PROGRAMMER-ANALYSTS 
needed  to  analyze,  dsgn,  dvlp, 
install  &  test  various  applies. 
Apply  to  Global  Consultants,  601 
Jefferson  Rd,  Parsippany,  NJ 
07054. 


♦ 


Software  Engineers/ 
Programmers/  Database/ 
System  Analysts  needed  by 
NJ  based  IT  firm.  Will  need 
Masters  plus  exp.  Please 
apply  with  2  copies  of 
your  resume  to  H. Ft. Dept., 
Techdemocracy.LLC  1426 
Cheryl  Drive,  Iselin,  NJ 
08830. 


Senior  Software  Engineer  wanted 
Must  have  Bachelor's  degree  in 
Computer  Science,  Engineering, 
or  related  field  &  5  yrs.  computer 
software  development  exper., 
incl.  exper.  with  C++,  Solaris  and 
Object  Oriented  design.  Send 
resume  to  Leo  Charbonneau. 
CFO,  Pactolus  Communication 
Software,  Inc.,  69  Milk  St., 
Westborough,  MA  01581. 


♦ 


Systems  Analyst.  $63K/yr.  8a-5p; 
40  hrs/wk.  Analyze,  dsgn,  dvlp  & 
code  s/ware  applies  using  MS- 
SQL  Server  Ver.  6.  Visual  C++  in 
MS  Win  envrmnt.  Bach  or  equiv 
deg  in  Comp  Sci  or  Engg,  Elec¬ 
trical  or  Electronic  Engg, 
Physics,  Statistics  or  related  field 
of  Sci.  reqd.  2  yrs  exp  as  Systms 
Analyst/Dvlper  or  Prgmr  Analyst. 
Must  have  proof  of  legal  auth  to 
work  in  US.  Report  or  send  2 
resumes  to:  Gwinnett  JO#  GA 
7040547,  1535  Atkinson  Rd., 
Lawrenceville,  GA  30043-5601 
or  nearest  DOL  Field  Srv  Office. 


Several  computer  related  posi¬ 
tions  available  for  large  software 
development,  support  and  sales 
company.  Degree,  technical 
skills  &  experience  vary  per 
position.  Send  resume  to  Kim 
Voulgaris,  MAPICS,  Inc,,  600 
West  Cummings  Park.  Woburn, 
Massachusetts  01801. 


♦ 


Software  Engineer 

Design,  implement,  test  and 
debug  code  per  design  specifi¬ 
cations  and  problem  reports 
using  C/C++  and  Assembly 
languages  with  object-oriented 
programming  techniques  and 
algorithms.  Must  have  MS  in  CS, 
EE  or  related  field  and  1  yr  exp 
in  design  and  implementation 
of  software  features.  Send  2 
resumes  to:  Yvette  Wischinski, 
Human  Resource  Representative, 
Andover  Controls  Corporation, 
300  Brickstone  Square.  Andover, 
MA  01810 


Advanced  Computing  Technolo¬ 
gies,  Inc.  is  seeking  a  F IT  Systems 
Analyst  to  design,  develop,  test, 
maintain,  and  support  internet/ 
intranet  appl.  using  Java,  PHP, 
CSS,  VB  Script,  Apache  Web 
Server,  MS  IIS,  MS  SQL.  MS 
ACCESS  etc  under  UNIX, 
WindowsNT  OS;  Maintain  and 
trouble  shoot  LAN  and  WAN 
installations;  provide  on  site 
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BackSpin 


Mark  Gibbs 


No  scalability  and  no  clues 


Your  Nov.  5  column  sounded  good 
—  until  I  came  to  the  unrealistic  part. 
“Why  does  that  guy  in  admin  have  a 
750-MHz  PC  with  500M  bytes  of 
RAM?"The  same  reason  he  has  the 
corner  office  and  the  company  car 
and  the  big  expense  account,  and  the 
engineers  and  IT  people  don ’t  have  any  of  that. 

Unless  you  have  a  plan  to  erase  50  years  of  mind¬ 
less  corporate  culture  that  downgrades  techies  and 
lavishes  managers,  the  suggestion  to  have  the  admin 
guy  “do  more  with  less” is  likely  to  lead  to  somebody 
getting  fired. . . .  Maybe  it  was  better  when  managers 
didn ’t  have  computers  at  all. 

—  A  faithful  reader  responding  to  “Doing  more 
with  what  you  have”  (www.nwfusion.com,  Doc- 
Finder:  7043) 

What  an  interesting  idea!  Maybe  it  was  better  when 
managers  didn’t  have  computers  at  all . .  .but  then 
again,  no  one  else  did. 

It  is  an  old  truism  that  computers  are  both  a  boon 
and  a  hindrance.  What  you  gain  on  the  business 
roundabout  you  lose  on  the  swings  of  IT  overhead. 
The  way  it  usually  works  is  that  along  with  each  PC 
that  should  improve  your  business  effectiveness, you 
take  on  a  chunk  of  overhead  in  support  staff,  man¬ 
agement  and  maintenance,  and  there’s  not  even 
economy  of  scale  as  you  get  more  PCs! 


The  problem  is  that  as  your  PC  population  in¬ 
creases,  new  overheads  appear.  Rolling  out  software 
updates  is  no  problem  with  20  users,  but  once  you 
get  up  to  the  hundreds,  life  gets  complicated.  A  few 
users  generate  a  level  of  X  problems,  but  double 
the  number  of  users  and  you  don’t  get  2X  prob¬ 
lems,  but  as  much  as  X  squared! 

The  reason  for  this  curious  scaling  without  seal- 
ability  lies  in  the  nature  of  computer  equipment. 
Individual  computers  when  joined  together  stop 
being  discrete  systems  in  and  of  themselves; 
when  you  network  them  you  get  something  that 
looks,  in  many  respects,  like  a  huge  computer  — 
orders  of  magnitude  more  complex  than  the  sum 
of  its  parts. 

Now  there  are  technology  solutions  that  can  miti¬ 
gate  these  problems.  Using  low-cost  client  PCs  as 
terminals  to  access  large,  centralized,  shared  multi¬ 
user  servers  (as  in  Microsoft  Windows  NT  Server 
4.0, Terminal  Server  Edition  or  Linux/Unix  X  Win¬ 
dow  servers)  is  a  great  way  to  reduce  the  support 
overhead  that  comes  with  each  fully  loaded  PC. 

But  that’s  not  enough. 

What  else  is  needed?  End  users  have  to  learn 
how  to  use  their  PCs. You  might  argue  that  PCs  are 
now  more  technical  and  harder  to  understand, 
but  they  are  also  much  easier  to  use.  Unless,  of 
course,  you  are  clueless.  And  this  is  the  nub  of 
most  of  the  stories  I  hear  from  support  people  — 


not  how  Bob  in  accounting  screwed  up  his  reg¬ 
istry  while  trying  to  customize  the  behavior  of 
Outlook.  The  stories  are  instead  about  how  Bob 
managed  to  delete  all  his  files  due  to  his  brain 
going  into  vapor  lock  at  the  sight  of  a  message 
asking  “Are  you  sure  you  want  to  delete  these 
1,376  items?” 

If  you  check  out  help-wanted  ads  for  white-collar 
positions,  you’ll  see  that  most  companies  seek  com¬ 
puter-literate  applicants.  But  do  employers  establish 
that  applicants  are  indeed  computer-literate  before 
hiring  them?  Usually  not. 

The  majority  come  onboard  with  a  few  years  of 
Word  and  Excel  under  their  belts  and  as  soon  as 
they  are  asked  to  do  something  more  exotic  than 
open  a  new  spreadsheet  to  add  a  column  of  num¬ 
bers,  they  adopt  that  “deer  in  the  headlights”  look 
that  declares  they  are,  for  practical  purposes, 
computer-illiterate. 

As  for  existing  staff,  we  give  them  training  but 
rarely  do  we  give  them  literacy.  They  don’t  want  it 
because  there  is  usually  no  incentive  that  makes 
it  worth  their  while  to  get  a  clue. 

If  we  don’t  make  the  user  population  capable, 
the  support  and  maintenance  overhead  is  wast¬ 
ing  the  advantage  of  being  computerized.  And 
we  can  then  be  considered  just  as  clueless. 

Give  a  clue  to  nwcolumn@gibbs.com. 


uzz  News,  insights,  opinions  and  oddities 


Paul  McNamara 

Dipping  into  the  ’Net  Buzz  e-mailbag 

Time  again  to  let  readers  take  control  of  the 
soapbox. 

A  customer’s  gripe  about  Priceline.com's  policy  on 
mistakenly  ordered  airline  tickets —  basically, 
you're  stuck  with  them  —  drew  mixed  reactions, 
not  all  sympathetic. 

“The  Internet  created  new  ways  to  find  bargains, 
but  it  didn't  really  create  anything  new  about  bargain  hunting,"  Charles  Garratt 
writes.  "The  Priceline  plane  tickets  you  mentioned  can  go  in  the  closet  with  the 
pair  of  shoes  that  didn’t  fit  but  was  too  good  a  buy  to  pass  up.” 

“These  are  not  Internet  issues,  they  are  people  issues,"  Garratt  says.  "Finding 
bargains  is  faster  because  of  the  Internet,  but  then  so  is  making  mistakes.” 

Another  reader  insists  the  onus  for  the  botched  transaction  belongs  squarely 
on  the  buyer's  big  fat  head. 

"I  just  don't  get  why  everyone  knocks  Priceline.com,'’  Gail  Frawley  writes.  “Be¬ 
sides  the  numerous  warnings  Priceline  gives  during  the  purchase  process,  any¬ 
one  who  uses  the  site  has  a  responsibility  to  check  out  the  terms  before  purchas¬ 
ing.  If  people  are  too  stupid  to  put  the  correct  dates  in,  well,  what  can  I  say?  I 
don't  have  a  lot  of  sympathy  for  them." 

An  item  about  Microsoft’s  regrettable  decision  to  render  the  thesaurus  in  Word 
politically  correct  and  utterly  useless  drew  this  advice: 

”1  can  see  you  miss  the  thesaurus,"  writes  a  reader  who  asked  that  his  name 
not  be  published.  “I  recommend  trying  out  [Sun's]  Star  Office.  It  has  a  thesaurus 
tt  ;t  doesn't  care  about  political  correctness  and  is  about  one-tenth  the  price  of 
Microsoft  Office  —  free  if  you  download  rather  than  order  CDs." 

Sc  mething  tells  me  the  Network  World  IT  department  may  not  appreciate  that 
suggestion. 

My  own  tale  of  woe  about  trying  —  and  failing  —  to  buy  a  car  over  the  Internet 


was  not  well  received  by  one  reader. 

"Buying  a  car  over  the  Internet  was  a  poor  choice  to  show  why  online  buying 
isn’t  taking  off,"  Alan  M.  writes.  “The  primary  reason  [for  poor  car-buying  experi¬ 
ences  online]  is  that  the  state  and  national  auto  dealers’  associations  have  fought 
hard  to  keep  the  buying  process  within  their  paradigm  —  in  other  words,  with  the 
buyer  at  a  serious  disadvantage  in  the  showroom.  The  dealers  don’t  want  you  to 
be  able  to  easily  buy  a  car." 

"Next  time  try  a  more  salient  and  germane  example  to  illustrate  the  point,"  he 
adds. 

I’m  not  sure  Alan  got  my  point  —  shopping  online  is  still  too  complex  —  but  his 
own  about  the  car  business  certainly  can't  be  dismissed. 

Finally,  my  request  for  accounts  of  personal  experiences  with  ticket-buying  site 
Fandango  drew  a  couple  of  rave  reviews. 

“I  used  Fandango  for  ordering  tickets  to  'Flarry  Potter'  and  I  was  very  impressed 
with  the  service,"  writes  Russ  Weimer.  "I  received  my  confirmation  within  min¬ 
utes  and  had  tickets  —  in  advance  —  for  shows  that  were  sold  out  when  we  ar¬ 
rived  at  the  theater. ...  I  would  highly  recommend  this  site  for  its  convenience 
and  the  ability  to  buy  tickets  in  advance  —  especially  for  this  particular  movie." 

Another  reader's  account  seconds  that  assessment,  although  it's  not  exactly 
firsthand. 

“I  purchased  nine  tickets  for  the  movie  ‘Flarry  Potter’  via  Fandango.com,”  Jed 
Dineen  reports.  “My  wife  and  eight  12-year-old  girls  attended  the  movie  on  Sat¬ 
urday  afternoon." 

Which  has  to  qualify  Mrs.  Dineen  for  some  kind  of  medal  and  raises  the  ques¬ 
tion  of  how  Jed  managed  to  negotiate  that  particular  division  of  labor. 

“The  Framingham,  Mass.,  General  Cinema  accepted  the  tickets  without  a  blink," 
he  adds.  "Everything  worked  flawlessly  [and]  I  will  use  this  service  again." 

Bet  he  gets  to  take  the  kids  next  time. 

Want  to  write  but  fear  your  e-mail  might  be  published?  Don 't  worry,  /  always  ask 
permission.  The  address  is  buzz@nww.com. 


THE  CATALOG  OF  (g>  BUSINESS 


EXCHANGE  YOUR  EXCHANGE. 


AND  SAVE  UP  TO  38%.  YES ,  38%. 


Presenting  the  IBM  (©server  iSeries1."  Want  a  less 
expensive,  smarter  alternative  to  upgrading  to  Microsoft® 
Exchange  2000?  Want  to  keep  running  the  Outlook 

program  your  users  love, 
hut  on  a  server  you’ll  love 
even  more?  Exchange  your 
Expense  Exchange  for  the  iSeries 

££  server.  It  lets  you  support 

thousands  of 


Reliability 


Pip.  I.  iSeries  Value  Proposition. 

Outlook  users 

on  one  reliable,  low-maintenance  server. 
With  iNotes™  Access  for  Microsoft  Outlook 
it’s  easy  to  consolidate  multiple  Exchange 
servers  onto  a  single  iSeries  running  Lotus® 
Domino  ' with  robust,  scalable  power.  And 
in  the  process,  help  bring  reliability,  secu¬ 
rity  and  functionality  up  —  while  keeping 
upgrade,  service  and  help-desk  costs  down. 


cost  up  to  38%  less  than  upgrading 
both  your  hardware  and  software  to 
Microsoft  Exchange  2000. 1 


Fig.  2.  Happy  CFO. 


Same  front  end,  better  back  end. 

To  your  Outlook  users,  migration  to 
Domino  is  virtually  seamless.  They  use  the  same  client 
software  they’re  used  to,  but  can  now  get  the  benefits  of 
Domino,  like  working  offline  and  full-text  search.  It  also 
provides  optional  failover  and  load-bal¬ 
ancing  for  e-mail,  easier  administration, 
and  use  of  Domino  e-collaboration  apps. 


E-mail  graduates  to  reliability.  The 
architecture  of  the  iSeries  provides  a 
mainframe-inspired  environment,  where  Domino  parti¬ 
tions  are  isolated  from  one  another.  And  problems  in  one 
partition  will  rarely  affect  the  users  in  other  partitions. 
Partitions  can  even  automatically  restart  when  necessary. 

Save  up  to  38%  vs.  Exchange  2000.  If  reliability  and 
consolidation  aren’t  reasons  enough,  consider  this: 
Migrating  your  Outlook  system  to  Domino  for  iSeries  can 


(©server 

Reliable,  scalable  servers  for  e-business. 


It  only  gets  better.  IBM  is  one  of  the 
world’s  largest  software  companies, 
the  leader  in  middleware,  and  the 
name  in  reliable  servers.  To  find  out 
more  about  how  IBM  can  help  you, 
register  now  for  a  free,  live  e-briefing 
and  Q&A  session  with  an  IBM  expert. 
In  just  one  hour  (and  right  from  your 
desk)  you’ll  find  out  more  about  the 
iSeries  and  iNotes  Access  for 
Microsoft  Outlook,  including 
how  to  save  up  to  38%,  and 
other  reasons  why  it  makes 
so  much  sense  to  exchange 
your  Exchange.  Shouldn’t 
you  call  or  click  today? 


SAVE 
LPTo  38% 

REGISTER 
I  OR  Ot  R  FREE 
E-BRIEFING 


(£>  ibm.com/eserver/inotes5  Q  800  426  7777  code6N1DS019 


'LKCAl  \OTK:  1  For  lull  details,  see  www  ibm.com/eserver/iseries/domino/inotes/compare  html  IBM,  the  e-business  logo,  and  iSeries  are  trademarks  or  registered  trademarks  ol  International  Business  Machines  Corporation  Lotus.  Domino,  and  No'--  • 
are  trademarks  or  registered  trademarks  ot  Lotus  Development  Corporation  Microsoft  is  a  registered  trademark  of  Microsoft  Corporation.  Other  company,  product  and  service  names  may  be  trademarks  or  service  marks  ol  others.  ©2001  IBM  Corporation  Ail 

rights  reserved 


YOU'RE  PROTECTED  AGAINST  HACKERS,  VIRUSES  AND  WORMS. 

BUT  WHAT  ABOUT  ROSE  IN  BENEFITS? 


eTrust  ”  Security  Solutions 

Complete  protection  for  your  entire  enterprise. 

When  it  comes  to  protecting  your  business,  you  need  security  that  can  protect  your 
enterprise  from  potential  threats,  no  matter  where  they  may  come  from.  That's  exactly 
what  eTrust  does.  Our  family  of  products  allows  you  to  not  only  safeguard  your  entire 
enterprise,  but  also  view  and  manage  that  security  either  centrally  or  from  multiple 
delegated  locations.  So  you  can  continue  to  grow  and  maximize  new  opportunities 
while  minimizing  your  risk.  And  that's  security  you  can  feel  secure  about. 


Computer  Associates™ 


HELLO  TOMORROW  |  WE  ARE  COMPUTER  ASSOCIATES  |  THE  SOFTWARE  THAT  MANAGES  eBUSINESS'“ 
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